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ABSTRACT

The study aimed to comprehensively examine current trends and peculiarities of information security development in the context of digital transformation, as well as to develop practical recommendations for improving the mechanisms of international cooperation in this area. The research was based on scientific publications in leading international journals on information security, as well as international and national regulations. The analysis of statistical data on the dynamics of the development of key components of the information security system of the Kyrgyz Republic for the period 2020–2025 was conducted. The content analysis of scientific literature, comparative analysis of international experience in ensuring information security, systematic analysis of the relationship between various aspects of cybersecurity, and the method of theoretical modelling of promising areas of international cooperation were employed in the study. The study demonstrated a transformation of approaches to information security under the influence of technological changes. A comprehensive analysis of the development of information security components showed significant progress in the technological infrastructure (up from 55% to 78%), the regulatory framework (up from 52% to 79%), human resources development (up from 48% to 72%) and international cooperation (up from 59% to 82%). At the same time, the level of digital literacy of the population, despite positive dynamics (growth from 45% to 70%), remains the lowest, which indicates the need to strengthen educational programmes in this area. The study’s main contribution lies in developing a model that links the national experience of the Kyrgyz Republic with broader international standards, demonstrating that effective information security in developing countries requires not only technological and legal measures but also targeted mechanisms of international cooperation and regional adaptation. This approach provides practical recommendations for strengthening both national resilience and global information security collaboration.
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Introduction

In the context of the rapid development of digital technologies and global informatisation, the issues of ensuring international information security are becoming particularly relevant. Technological transformation creates not only new development opportunities but also substantial challenges for national and international security.

In developing nations like the Kyrgyz Republic, where rapid digital transformation processes are accompanied by serious security dangers and institutional obstacles, the topic of information security is especially pertinent. These vulnerabilities are confirmed by regional studies: In their study on cybercrime risk awareness among students in Kyrgyzstan and Kazakhstan, Ismailova et al. found that awareness levels are still low and that students are not adequately prepared to combat cyberthreats.1 By examining Kyrgyz e-justice changes and highlighting the conflict between protecting sensitive data and allowing judicial processes to be transparent, Maralbaeva brought attention to the legal system’s weaknesses and emphasized the need for a more robust and cohesive regulatory framework.2 In Central Asia, where digitization frequently surpasses the creation of a national cybersecurity strategy, these investigations highlight systemic flaws.

The theoretical underpinnings of international information security are covered in a sizable body of work that goes beyond the regional viewpoint. In their thorough analysis of cyberattacks and defenses, Li and Liu pointed out that coordinated worldwide responses are necessary due to the threats’ size and sophistication.3 A taxonomy that highlights the intricacy of the threat environment and the interdependence of technological and human elements was also provided by Humayun et al., who systematized cyber threats and vulnerabilities in contemporary information systems.4 These comments demonstrate the widespread agreement that effective information security requires international cooperation and that national solutions alone are insufficient.

Institutional factors have also received significant attention. In their analysis of cybersecurity concerns in connection with smart grids, Gunduz and Das showed that vital infrastructures are particularly vulnerable to technological change and need state-level, systematic safeguards.5 The institutional factor also permeates organizational decision-making processes. Wu et al. looked at how company interdependencies impact information security choices, demonstrating how disjointed approaches to risk management can compromise the overall resilience of a system.6 In the context of Industry 4.0, Pereira et al. reaffirmed this viewpoint by pointing out that the integration of cyber-physical systems raises vulnerability to network attacks and necessitates more coordinated defenses.7

Emerging technical solutions have also received more attention recently. In their analysis of blockchain’s function in maintaining security and privacy, Rao et al. made the case that distributed ledger technologies can give information systems additional levels of resilience and trust.8 This emphasis on innovation is indicative of a larger academic movement in which research on information security increasingly looks at ways to incorporate security into future technologies’ core architecture in addition to defending against current dangers.

Despite these advances, a significant research gap remains: the adaptation of international information security standards to the specific needs and limitations of developing countries and the mechanisms by which regional cooperation can enhance resilience to cyber threats. This problem is particularly relevant for the Kyrgyz Republic, where information security systems are still in the process of formation. Limited resources, institutional fragmentation, and the need to build a professional workforce create barriers to implementing global cybersecurity standards in practice. At the same time, the country’s active involvement in international and regional cooperation formats demonstrates both the demand and potential for strengthening resilience through shared experience, information exchange, and harmonization of approaches.

The novelty of this study lies in its attempt to connect the national case of the Kyrgyz Republic with the broader dynamics of international information security under conditions of technological transformation. While previous research has offered models of cyber threat classification and infrastructure protection, few studies have systematically examined how developing countries can adapt international standards to local realities and enhance international cooperation mechanisms. This study addresses that gap by analysing the dynamics of information security development in Kyrgyzstan and proposing a model that links national efforts with international frameworks.

This study aimed to develop a theoretical model of international information security, incorporating the specifics of technological transformation in the Kyrgyz Republic.

The following tasks have been set to achieve this goal:

	Analyse modern approaches to international information security in the context of technological transformation.


	Study the peculiarities of the formation of the information security system in the Kyrgyz Republic, considering international standards and regional specifics.


	Develop recommendations for improving the mechanisms of international cooperation in the field of information security.






Materials and Methods

The research design was based on a combination of content analysis, comparative analysis, and theoretical modelling, applied in sequence to ensure methodological consistency and reproducibility. At the first stage, content analysis was employed to examine the regulatory framework and scholarly literature. Inclusion criteria comprised peer-reviewed articles, monographs, and official international and national regulatory documents addressing information security in the context of digital transformation. Exclusion criteria eliminated opinion pieces, non-scholarly reports, and sources lacking methodological clarity. The time frame was restricted to the years 2014–2025, and English- and Russian-language sources were included. The databases consulted were Scopus, Web of Science, IEEE Xplore, and Google Scholar, complemented by official repositories of the ITU, NIST, the Council of Europe, and the Ministry of Digital Development of the Kyrgyz Republic. International documents such as ISO/IEC 27001 and ISO/IEC 27002 standards, the NIST Cybersecurity Framework 2.0, and ITU recommendations were systematically reviewed to extract key principles, requirements, and best practices.9,10,11,12 At the national level, key legislative acts were analyzed, including Law of the Kyrgyz Republic No. 107 “On Informatisation”, Concept of Information Policy of the Kyrgyz Republic for the Period from 2021 to 2025, National Development Programme of the Kyrgyz Republic until 2030, and Resolution of the Cabinet of Ministers of the Kyrgyz Republic No. 352 “On Approval of the Action Plan of the Cabinet of Ministers of the Kyrgyz Republic for the Implementation of the National Development Programme of the Kyrgyz Republic until 2026”,13,14,15,16 with the aim of identifying the institutional and legal foundations of the national information security system. The analytical procedure consisted of identifying recurring categories, coding legal provisions according to their relevance to regulatory, technological, and institutional aspects, and comparing them with international standards to detect areas of convergence and divergence. The study selection proceeded in three phases: an initial pool of 312 sources was identified, 124 passed title and abstract screening, and 63 were retained after full-text review.

At the second stage, comparative analysis was conducted to assess similarities and differences in the development of information security systems in Kyrgyzstan and other Central Asian countries. The Resolution of the Government of the Republic of Kazakhstan No. 407 “On Approval of the Concept of Cybersecurity” (“Cyber Shield of Kazakhstan”) and Decree of the President of the Republic of Uzbekistan No. UP-6079 “On Approval of the Strategy Digital Uzbekistan-2030 and Measures for its Effective Implementation”17,18 were studied alongside Kyrgyz regulatory initiatives. The comparison focused on institutional arrangements, priorities of technological development, and approaches to human capital formation. By systematically contrasting the scope, objectives, and implementation mechanisms of each country’s policies, the analysis enabled the identification of regional trends, strengths, and weaknesses relevant for the Kyrgyz Republic.

The third stage involved a review of analytical materials from international organizations: annual reports of the ITU Global Cybersecurity Index, World Economic Forum Global Risks Report, as well as statistics of the National Centre for Information Security of the Kyrgyz Republic on cyber incidents for the period 2020–2025. These materials provided a comprehensive analysis of the state of information security in the context of international standards and regional practices. Finally, the insights from content and comparative analyses were synthesised into a conceptual model that reflects the technological, institutional, and human dimensions of information security in the Kyrgyz context, providing a concise framework for understanding national and regional priorities.

To strengthen external validity, the proposed model was also compared with documented national and regional initiatives (the Resolution of the Government of the Republic of Kazakhstan No. 407 “On Approval of the Concept of Cybersecurity” (“Cyber Shield of Kazakhstan”) and Decree of the President of the Republic of Uzbekistan No. UP-6079 “On Approval of the Strategy Digital Uzbekistan-2030 and Measures for its Effective Implementation”)17,18 to illustrate correspondence between the model’s components and practical implementation cases.



Results


Current trends and challenges in international information security

In the context of digital transformation, current trends in international information security demonstrate significant changes in both the nature of threats and information protection mechanisms. The development of new technologies creates additional vulnerabilities in critical infrastructure that require comprehensive security solutions. Table 1 shows the main trends, current challenges and relevant response mechanisms in the field of international information security.



Table 1 | Key trends and challenges in international information security (2020–2024)

	Trends
	Challenges
	Response Mechanisms




	The development of artificial intelligence
	Using artificial intelligence (AI) for cyberattacks
	Implementation of intelligent security systems


	The spread of the Internet of Things
	Vulnerabilities in IoT devices
	Development of IoT security standards


	Cloud technologies
	Risks of data leakage
	Strengthening encryption mechanisms


	Mobile technologies
	Mobile threats
	Developing mobile security


	Social media
	Social engineering
	Improving digital literacy



	Source: Compiled by the authors based on Admass et al.63






An analysis of the data presented in the table demonstrated that current trends in the development of information technology are shaping a new cyber threat landscape that requires adequate protection mechanisms. Of relevance is the development of preventive protection mechanisms and early warning systems that can effectively counteract modern information security challenges.

The growing complexity and scale of cyber threats are increasing the need to develop comprehensive approaches to information security that incorporate both technical and organisational aspects of protection. International cooperation in countering modern information threats, including the exchange of experience and the development of common security standards, is becoming increasingly important.19,20

In the context of technological transformation, there is a significant evolution in information threats. Traditional security methods are becoming insufficiently effective in the face of new challenges, which require the development of innovative approaches to protecting information systems. The protection of critical infrastructure, including energy systems, transport networks, and financial institutions, is becoming particularly important.

The spread of artificial intelligence and machine learning technologies is having a significant impact on the development of international information security.21,22 These technologies create new opportunities for both protecting information systems and conducting cyberattacks. An important aspect is ensuring the security of artificial intelligence systems, protecting them from manipulation and unauthorised access.23,24

The development of cloud technologies and distributed computing also creates new challenges for international information security. There is a need to develop effective mechanisms for protecting data stored in cloud systems and ensuring the security of cross-border information transfer. In this regard, the harmonisation of international standards and rules in the field of information security is of particular importance.

An important factor is the growing role of mobile technologies and the Internet of Things, which create new vulnerabilities in information systems. The increase in the number of connected devices expands the surface for potential attacks, which requires the development of specialised protection mechanisms and security standards for IoT devices.25,26

In the context of global digitalisation, the importance of the human factor in ensuring information security is growing.27,28 Social engineering methods are becoming increasingly sophisticated, which requires raising the level of digital literacy and developing an information security culture. International cooperation in the field of education and training of information security specialists is of particular importance.

Comparing the policies of Kazakhstan and Uzbekistan reveals both similarities and notable distinctions in how their information security systems were established. Kazakhstan prioritizes bolstering technical infrastructure and institutional coordination mechanisms through the Resolution of the Government of the Republic of Kazakhstan No. 407 “On Approval of the Concept of Cybersecurity” (“Cyber Shield of Kazakhstan”).17 The establishment of incident response centers, the construction of state-controlled monitoring platforms, and the incorporation of cybersecurity into vital infrastructure industries like finance and energy all receive significant funding. Kazakhstan launched its first national Computer Emergency Response Teams (CERT) in 2010, which by 2020 had achieved functional maturity, handling over 14,000 incidents annually. Reflecting this centralized and security-driven paradigm, Kazakhstan ranked 31st globally in the ITU Global Cybersecurity Index (GCI) 2020 with a score of 0.79, indicating strong alignment with international norms but limited private-sector adaptability.29

In turn, Uzbekistan incorporates information security into a larger program of digital transformation and socioeconomic development through the Decree of the President of the Republic of Uzbekistan No. UP-6079 “On Approval of the Strategy Digital Uzbekistan-2030 and Measures for its Effective Implementation”.18 Resources are allocated more evenly between population digital literacy, protection of critical technologies, and business sector involvement in cybersecurity projects. The Computer Emergency Response Team of Uzbekistan was created later, in 2018, and is still at an intermediate maturity stage, with a growing role in coordinating government-private sector responses.30 Uzbekistan’s GCI 2020 ranking (64th, score 0.59) illustrates rapid progress but a lag in technological infrastructure compared to Kazakhstan. The strategy’s emphasis on digital inclusion and public trust reflects a broader governance model that balances technological protection with cultural and human-capital dimensions.

Kazakhstan has thus made significant progress in developing state-level cyber defense systems and aligning standards with global norms, but its centralized model may limit flexibility and private-sector innovation. Uzbekistan, conversely, has advanced in building public-private partnerships and improving digital culture, but still struggles to match Kazakhstan’s level of infrastructural investment and CERT maturity.31 These divergent approaches also shape international cooperation: Kazakhstan emphasizes integration into global technical standards, while Uzbekistan prioritizes regional cooperation and localized adaptation of international norms.

To situate these developments within a broader Central Asian picture, Kyrgyzstan demonstrates intermediate progress, with a GCI score of 0.59 in 2020 (similar to Uzbekistan) but stronger emphasis on international cooperation mechanisms. By contrast, Tajikistan and Turkmenistan remain the least developed in the region in cybersecurity terms. Tajikistan only recently established a national CERT (2020) with limited operational scope, ranking 106th in GCI 2020 (score 0.33), while Turkmenistan has yet to establish a fully functional national CERT and did not participate in GCI assessments, indicating minimal international integration. This gradient underscores the asymmetry within Central Asia: Kazakhstan leads in technical centralization, Uzbekistan in digital inclusivity, Kyrgyzstan in cooperation, while Tajikistan and Turkmenistan lag behind in institutional readiness.32,33

Kazakhstan has made significant progress in developing state-level cyber defense systems and bringing its standards into line with global norms in terms of implementation effectiveness. This strategy, meanwhile, may restrict adaptability and private sector creativity. Although Uzbekistan has made strides in developing public-private partnerships and a culture of information security, it still has difficulties in guaranteeing Kazakhstan’s level of technological infrastructure development. Although both nations acknowledge the necessity of joining international cooperation structures, their strategies are different: While Uzbekistan balances technological, cultural, and educational aspects to foster inclusivity and regional cooperation, Kazakhstan aims to bolster national security through centralization and technological domination. These disparities explain why they participate in international projects differently: Uzbekistan places more emphasis on regional cooperation and cultural adaption of international norms, whereas Kazakhstan is more active in aligning with global technical standards.



Peculiarities of forming an information security system in the Kyrgyz Republic

Following the NIST Cybersecurity Framework, the development of the national information security system is assessed by five key components, including technical infrastructure, regulatory framework, competence development, international cooperation and the overall level of digital culture.9 These components and their dynamics are shown in Figure 1. The data presented in the figure were collected through assessments conducted over the years 2020 to 2024, based on key performance indicators (KPIs) for each component. These assessments, which were informed by national reports, government agencies, and expert evaluations, reflect the progress made in alignment with ISO/IEC 27000 standards. All percentage data were taken from a study conducted by Maralbaeva2 and Usmonov.34
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Fig 1 | Dynamics of development of information security system elements in the Kyrgyz Republic following international standards ISO/IEC 27000 (2020–2024), %

Source: Compiled by the authors based on research materials by Maralbaeva, Usmonov.2,34



The analysis of the data presented in Figure 1 following ISO/IEC 27000 standards demonstrates the uneven development of the components of the information security system of the Kyrgyz Republic. The most significant progress has been made in international cooperation, where the indicator has increased from 59% to 82%, reflecting the country’s successful integration into international cybersecurity mechanisms and compliance with global information security standards.

The development of technological infrastructure, as measured by the NIST Cybersecurity Framework, showed a steady increase from 55% to 78% in 2020–2024.12 This indicates the successful implementation of modern technical solutions and compliance with the basic requirements of international information security standards. Progress is particularly noticeable with the creation of incident response centres and the introduction of threat monitoring systems. The legal framework assessed following the ITU recommendations showed an increase from 52% to 79%.11 This indicates a significant improvement in cybersecurity legislation and its harmonisation with international legal standards. Significant progress has been made in regulating the protection of personal data and critical information infrastructure.

Human resource development, as measured by information security professional competency standards, increased from 48% to 72%.10 This growth reflects the strengthening of educational programmes and the development of a professional certification system for information security professionals. However, there is still a need for further development of specialised educational programmes and professional development of existing specialists. Despite an increase from 45% to 70%, the digital literacy rate of the population remains the lowest among all components of the system. This indicates the need to strengthen programmes to raise public awareness of information security and develop basic information security skills in accordance with international digital literacy standards.2

According to the recommendations of the ITU and the National Institute of Standards and Technology (NIST), further development of the technological infrastructure of information security in the Kyrgyz Republic is critical.11,12 Particular attention should be paid to the introduction of artificial intelligence systems to detect and prevent cyber threats, as well as the development of cloud-based data protection technologies. At the same time, it is necessary to ensure that technical solutions comply with the requirements of international standards ISO/IEC 27001 and ISO/IEC 27002.10 In the context of the development of the regulatory framework, it is important to note the importance of further harmonisation of national legislation with international standards. This includes improving the mechanisms for protecting critical information infrastructure, regulating cross-border data transfer, and developing mechanisms for international cooperation in the field of cybersecurity.

An essential factor in the development of the information security system is the strengthening of human resources. Following international competency standards, it is necessary to expand training programs for information security specialists, including the development of speciality courses and certification programs. Training specialists in cyber threat analysis and information security risk management should receive special attention. International cooperation, which demonstrates the highest development rates, needs to be further strengthened through participation in international cybersecurity initiatives and the development of mechanisms for exchanging information on cyber threats. Another important aspect is the development of regional cooperation within the framework of existing international organisations and interaction formats.

To provide a clearer view of the relationship between the national regulatory and institutional framework and international requirements, a policy mapping exercise was conducted. Table 2 presents the alignment of key Kyrgyz legal acts and institutions with the ISO/IEC 27001 control domains and NIST Cybersecurity Framework (CSF) functions. The table also indicates existing gaps and priority actions required to strengthen compliance with global standards.



Table 2 | Mapping of Kyrgyz legal acts and institutions to ISO/IEC 27001 domains and NIST CSF functions, with gaps and priorities

	Kyrgyz Legal Act/Institution
	ISO/IEC 27001 Control Domain
	NIST CSF Function (Identify, Protect, Detect, Respond, Recover)
	Coverage/Gaps
	Priority Actions




	Law of the Kyrgyz Republic No. 107 “On Informatisation”
	A.5 Information Security Policies; A.6 Organization of Information Security
	Identify/Protect
	Establishes basic principles for information systems but lacks detailed cybersecurity requirements.
	Update to include AI, IoT, and cloud-specific security provisions.


	Concept of Information Policy of the Kyrgyz Republic for the Period from 2021 to 2025
	A.18 Compliance; A.7 Human Resource Security
	Identify/Protect
	Sets strategic direction but implementation mechanisms remain vague.
	Introduce enforceable standards and integrate NIST CSF guidance.


	National Development Program of the Kyrgyz Republic until 2030
	A.14 System Acquisition, Development, and Maintenance
	Protect
	Aligns digital transformation goals with IS needs but no operational security controls.
	Link program KPIs to measurable ISO/IEC 27001 and NIST CSF outcomes.


	Resolution of the Cabinet of Ministers of the Kyrgyz Republic No. 352 “On Approval of the Action Plan of the Cabinet of Ministers of the Kyrgyz Republic for the Implementation of the National Development Program of the Kyrgyz Republic until 2026”
	A.15 Supplier Relationships; A.16 Information Security Incident Management
	Detect/Respond
	Provides project-level initiatives but limited in cybersecurity incident response planning.
	Establish national CSIRT protocols consistent with NIST Respond/Recover.


	National Centre for Information Security of the Kyrgyz Republic
	A.12 Operations Security; A.16 Incident Management
	Detect/Respond/Recover
	Handles incident monitoring and response but lacks resources and trained staff.
	Expand technical capacity, integrate regional intelligence sharing platforms.


	Educational and Training Institutions (universities, IT academies)
	A.7 Human Resource Security; A.17 Information Security Aspects of Business Continuity
	Protect/Recover
	Emerging programs exist but skills gap remains significant.
	Develop accredited certification programs aligned with ISO/NIST competencies.



	Source: Compiled by the authors based on.13–16






The mapping reveals a number of significant tendencies. First, even though the Kyrgyz legal system provides a fundamental framework for information security (especially through Law of the Kyrgyz Republic No. 107 “On Informatization”), the provisions are still primarily declarative and need to be updated to take into account new developments in technology, such as cloud computing, artificial intelligence, and the Internet of Things. Second, while strategic planning documents like the National Development Program and the Concept of Information Policy set broad priorities, they lack practical means of carrying them out, especially when it comes to connecting domestic objectives to quantifiable international standards. Third, despite resource and capability limitations, institutional mechanisms are essential to incident monitoring and response. Lastly, while being covered in the policy framework, human capital development is still not well institutionalized, which emphasizes the necessity of internationally recognized training and certification programs.

When combined, these shortcomings indicate a twin priority: updating the legal and regulatory framework to comply with NIST CSF and ISO/IEC 27001 while also making investments in personnel development and institutional capability. By addressing systemic vulnerabilities and strengthening these areas, the Kyrgyz Republic will be able to better conform with international standards.



Key Recommendations for Advancing International Cooperation in Information Security

The analysis of trends in the development of international cooperation in the field of information security reveals several key areas that are particularly relevant for the Kyrgyz Republic in the context of technological transformation.

The priority is to develop mechanisms for exchanging information on cyber threats. According to Ismailova et al., the effectiveness of countering modern cyber threats directly depends on the speed and quality of information exchange between countries.1 In this context, the creation of regional information exchange centres and early warning systems for cyber threats is of particular importance. The second area is related to the harmonisation of the regulatory framework. Maralbaeva notes the need to harmonise national information security standards with international requirements.2 This includes the development of unified approaches to personal data protection, regulation of cross-border information transfer, and critical infrastructure security.

The development of joint educational programmes and the exchange of experience in training specialists is the third important area of international cooperation. According to research by Humayun et al., there is an urgent need to unify the requirements for the competencies of information security professionals and develop international certification programmes.4

The fourth area is the creation of joint mechanisms for responding to information security incidents. This involves the formation of international response teams, the development of joint protocols for dealing with cyber incidents, and the creation of coordination systems for countering cross-border cyber threats.

The fifth area concerns the development of technological cooperation, including joint research and development in the field of information security. Of particular importance is cooperation in the development of artificial intelligence for cybersecurity and the creation of innovative information security systems.35,36

In the context of regional cooperation, it is important to strengthen cooperation within existing international organisations and develop new partnership formats. This includes increased participation in regional cybersecurity initiatives and the development of bilateral cooperation mechanisms with key partners.

It is also promising to establish joint centres of competence and laboratories for information security, which will enable a combination of resources and expertise from different countries to solve common problems in the field of cybersecurity.

Significant attention in the development of international cooperation is paid to the formation of mechanisms for jointly countering new types of cyber threats, including threats to critical infrastructure and national information systems. The creation of multilateral platforms for the exchange of information on new types of cyberattacks and methods of protection is of relevance. An important aspect is the development of mechanisms for rapid response to information security incidents affecting several countries. An additional factor in strengthening international cooperation is the need to coordinate actions in the investigation of cybercrime that has a transboundary nature.

The development of international certification and standardisation mechanisms in the field of information security is another promising area of cooperation.37–39 This area includes the development of common approaches to assessing the level of security of information systems and the formation of common security criteria. An important element is the creation of international certification centres for information security specialists, which will ensure a uniform level of competence in different countries. Of particular importance is the development of international security standards for new technologies, including artificial intelligence systems and the Internet of Things.

The formation of a global cyber threat monitoring system is becoming one of the key areas of international cooperation in the field of information security.40 Such a system involves creating a network of national and regional monitoring centres united by a single information platform. An important component is the development of common methodologies for risk assessment and forecasting of cyber threats at the international level. The creation of an early warning system for cyber threats will help to improve the effectiveness of countering international cybercrime. Another necessary element is the development of mechanisms for the rapid exchange of data on identified threats and vulnerabilities.

A comprehensive approach to implementing these areas is particularly important for the Kyrgyz Republic in the context of developing international cooperation in information security. Integration into international systems for the exchange of information on cyber threats, and participation in joint educational programmes and research projects creates the basis for strengthening the national information security system. Active cooperation with international partners in the field of standardisation and certification helps improve the security of information systems and develop the professional competencies of specialists. An important factor in the successful development of international cooperation is the balance between national interests in the field of information security and the requirements of international standards and interaction protocols. Implementation of the outlined areas of cooperation can efficiently integrate Kyrgyz Republic into the global information security system and successfully counteract modern cyber threats.

Thus, promising areas for the development of international cooperation in the field of information security form a comprehensive programme of action aimed at strengthening both national and regional security. Effective implementation of these areas requires coordination of efforts by all stakeholders at the national and international levels. Of particular importance is the development of mechanisms for multilateral cooperation and the establishment of sustainable partnerships in the field of information security.41 The achievement of the set goals in the field of international cooperation will help to increase the level of security in the information space and develop the capacity to counter modern cyber threats.

Promising areas for developing international cooperation in information security closely relate to the internal transformation processes in the Kyrgyz Republic. Analysis of the dynamics for 2018–2023 shows that changes in approaches to international cooperation correlate with the stages of the national digital transformation. In particular, the increased emphasis on international cooperation in 2021–2023 coincides with a period of active modernisation of the national digital infrastructure and public administration reform.

There is a tendency to strengthen the role of international cooperation in times of internal institutional change. For instance, increased participation in international cybersecurity initiatives accompanied the adoption of new regulations in the field of information security in 2022. The digitalisation of public services in 2021–2022 also played a significant role in expanding international cooperation in the protection of critical information infrastructure.

The development of the national education and training system particularly highlights the dynamics of changes in approaches to international cooperation. The active development of international partnerships with leading educational centres coincides with the introduction of new educational programs in the field of information security. There is a direct correlation between the development of national educational programs and the intensity of international cooperation in the educational sphere. An important trend is the strengthening of the regional component in international cooperation, which reflects the general direction of the Kyrgyz Republic’s foreign policy. The analysis demonstrated that the development of regional mechanisms for cooperation in the field of information security is occurring in parallel with the strengthening of regional economic and political ties. The result is evidence of the complex nature of regional integration processes and their impact on the information security sphere.

In the context of technological transformation, there is a trend towards diversification of international cooperation formats. While traditional forms of interaction used to prevail, new formats of cooperation were developed, including the creation of joint cyber threat response centres and information exchange platforms. This transformation reflects both the country’s domestic needs for the development of information security systems and global trends in this area.

Building on the identified challenges and priorities, this study proposes the contextualised information security cooperation model, designed specifically for developing countries such as the Kyrgyz Republic. The model integrates technological, institutional, and human factors into a unified framework to strengthen national and regional cybersecurity capacities. The regulatory framework is the central element of the model that provides legitimacy and structure to all other components, covering laws, policies, and standards harmonised with international requirements. Technological infrastructure encompasses hardware, software, and monitoring systems that form the backbone of cybersecurity, including national Computer Emergency Response Teams, incident monitoring platforms, and secure data exchange channels. Human resources refer to the trained professionals capable of developing, implementing, and managing information security measures, supported by education, certification, and capacity-building initiatives. Digital literacy reflects the awareness and everyday skills among the general population that reduce vulnerability to social engineering, phishing, and misinformation. International cooperation highlights cross-border collaboration in threat intelligence sharing, standardisation, joint incident response, and cooperative research, strengthening all other components through access to best practices and pooled expertise.

Figure 2 visualises the interconnections among these constructs, showing the central role of the regulatory framework and the reinforcing function of international cooperation.


[image: An illustration of a flow diagram depicts the contextualised information security cooperation model for developing countries.]

Fig 2 | Contextualised information security cooperation model for developing countries


The regulatory framework enables and aligns both technological infrastructure and international cooperation. Human resources are essential for maintaining and improving both the infrastructure and the regulatory framework. Digital literacy reinforces institutional resilience, reducing the risk of human-factor vulnerabilities. International cooperation acts as a multiplier, enhancing the effectiveness of the other four components by providing resources, knowledge, and legitimacy. The model’s applicability is supported by parallels with existing initiatives. For instance, the regulatory-technological nexus reflects priorities of the Resolution of the Government of the Republic of Kazakhstan No. 407 “On Approval of the Concept of Cybersecurity” (“Cyber Shield of Kazakhstan”) programme, while the emphasis on human resources and digital literacy corresponds with Decree of the President of the Republic of Uzbekistan No. UP-6079 “On Approval of the Strategy Digital Uzbekistan-2030 and Measures for its Effective Implementation” strategy.17,18 Similarly, Kyrgyzstan’s own e-justice reforms highlight the centrality of institutional and legal frameworks. These examples confirm that the model’s components are consistent with documented regional practices.




Discussion

The results of the study demonstrate a significant transformation of the nature of international information security under the influence of technological changes. The data obtained on trends in the development of information threats are consistent with the findings of Humayun et al., who also note the growing role of technological factors in the formation of new types of cyber threats.4

A striking example of this transformation is the impact of the COVID-19 pandemic, which accelerated digitalization globally, particularly in healthcare. As organizations rapidly adopted telemedicine, cloud computing, and IoT-enabled devices, critical cybersecurity vulnerabilities were exposed, especially in developing countries. This aligns with the findings of Garcia-Perez et al.,42 who emphasize that healthcare systems became prime targets for ransomware, phishing, and supply chain attacks due to unsecured networks and underprepared staff. The pandemic highlighted the importance of resilience-centric cybersecurity, which prioritizes adaptive capacity, uncertainty management, and systemic interdependence over purely technical solutions. These observations resonate with the present study’s findings on the Kyrgyz Republic, where institutional factors and international cooperation play a more significant role than technological infrastructure alone.

The identified features of the development of the information security system in the Kyrgyz Republic confirm the observations of Maralbaeva about the need for an integrated approach to information security in developing countries.2 However, in contrast to the conclusions of Li and Liu, the present study shows a more significant role of institutional factors in the development of national information security systems.3 The analysis of the dynamics of the development of the elements of the information security system of the Kyrgyz Republic revealed higher growth rates of international cooperation indicators compared to the development of technological infrastructure, which partially contradicts the results of the study by Gunduz and Das, prioritising the technological factors.5

This discrepancy can be explained by the unique challenges faced by developing countries, as highlighted by Takavarasha Jr et al.43 Limited budgets often force trade-offs between digital adoption and security investments, while reliance on international cooperation and localized adaptations of global standards becomes essential. The pandemic further revealed that the human factor continues to be the most vulnerable aspect of cybersecurity. This is consistent with the present study’s emphasis on the complex relationship between digital literacy and the effectiveness of information security systems in the Kyrgyz Republic, as well as the need for context-specific strategies, such as regional partnerships and low-cost, high-impact measures like staff training.

The study also situates its findings within the wider global governance arena. The Budapest Convention on Cybercrime, as the first international treaty seeking to address internet and computer crime by harmonizing national laws and improving investigative techniques, provides a key reference point for aligning Kyrgyzstan’s regulatory framework with international legal standards.44 Similarly, the UN Open-ended Working Group processes, which involve all UN member states in discussions on responsible state behaviour in cyberspace, confidence-building measures, and capacity-building, highlight the multilateral nature of cybersecurity governance.45 These frameworks demonstrate that effective information security depends not only on national and regional measures but also on active engagement in multilateral processes that establish norms, promote trust, and create mechanisms for cooperation. Participation in such initiatives is especially critical for developing countries like the Kyrgyz Republic, as it allows them to strengthen their institutional capacity, benefit from knowledge exchange, and ensure that their national approaches remain consistent with evolving international norms.

Other multilateral initiatives, including the activities of the OSCE, the Shanghai Cooperation Organization, and ITU-led programmes, further broaden the cooperative landscape.9 These initiatives reflect the diversity of approaches to cybersecurity governance, ranging from legally binding instruments like the Budapest Convention to political dialogues and capacity-building platforms such as the OEWG. The study underscores that engagement in this broader ecosystem of governance is indispensable for countries with limited resources, as it provides both normative guidance and practical support for developing effective national information security systems. The results of the study of promising areas of international cooperation are in line with the conclusions of Alqahtani on the importance of developing an organisational culture of information security.46 At the same time, the study complements the conclusions by emphasising the need to develop regional cooperation mechanisms.

The data obtained on the role of the human factor in ensuring information security confirm the results of the study by Kovačević et al., but the analysis revealed a more complex relationship between the level of digital literacy and the effectiveness of information security systems.47 In contrast to the research of. Yee and Zolkipli, which emphasises the primary role of technical infrastructure in the triad of confidentiality, integrity and availability of information, the results show that the effectiveness of the information security system depends more on the quality of international cooperation than on the level of technical infrastructure development.48 This is especially important for developing countries, where limited resources require optimising investments in the development of information security systems. A significant result of the study is the identification of the critical role of international standards in the development of national information security systems, which complements the findings of Wu et al. on the interdependence of information security risks on a global scale.6

The obtained results open prospects for further research in the field of the development of regional mechanisms for ensuring information security and adapting international standards to the specifics of developing countries. Of particular interest is the study of the impact of cultural and socio-economic factors on the effectiveness of information security systems. Additional analysis shows that the results on the need to develop digital literacy of the population as a key factor in information security were confirmed by Ismailova et al. in a study on the level of awareness of cyber risks among students in Central Asia.1 However, this study extends these findings by demonstrating the need for a comprehensive approach to improving digital literacy among all segments of the population.

The results of the analysis of institutional mechanisms for ensuring information security complement the research of Kessler et al. on the role of organisational climate in ensuring information security.49 At the same time, the study revealed a more complex relationship between institutional factors and the effectiveness of information security systems in the context of developing countries. An interesting aspect is the discrepancy between the results obtained and the conclusions of Prislan et al. regarding the priority of technical protection measures.50 The analysis demonstrated that for developing countries, the development of international cooperation and exchange of experience is a more critical factor than the implementation of complex technical solutions. This is especially relevant in the context of limited resources and the need to efficiently allocate investments in information security.

The data obtained on the dynamics of the development of components of the information security system in the Kyrgyz Republic create a basis for further research in the field of assessing the effectiveness of national cybersecurity systems. Of particular interest is the study of factors affecting the speed of adaptation of international standards and best practices in different national contexts. In addition, the results of the study on the development of digital literacy in the Kyrgyz Republic complement the findings of Zaini et al. on organisational flexibility in the implementation of information security.51 At the same time, the analysis revealed a more complex relationship between national digital literacy programmes and the development of organisational security culture.

The significant contribution of this study is the identification of models of regional cooperation in the field of information security, which adds new aspects to the conclusions of Tojimamatovich on the conceptual framework of information security.52 The analysis demonstrated that regional partnerships often act as a catalyst for the development of national information security capabilities, especially in conditions of limited resources. The results of the study also emphasise the importance of public-private partnerships in the development of information security systems, which confirms Pereira et al.’s findings on the challenges of network security in the context of Industry 4.0.7 At the same time, the data obtained indicate that in developing countries, the effectiveness of such partnerships largely depends on the maturity of the national regulatory framework and institutional mechanisms.

An aspect of the results obtained is the role of adapting international standards in national information security systems. While Alkhudhayr et al. addressed the technical aspects of security implementation, the present study showed that successful adaptation of international standards requires significant consideration of local socio-economic and cultural factors.53 The results of the study on the dynamics of international cooperation in the field of information security partially contradict the conclusions of Lundgren and Möller on the universality of approaches to information security.54 The analysis shows that regional specificity plays a more significant role in the formation of effective security mechanisms than previously assumed.

The study also broadened the definition of the role of capacity building in the development of information security. While Humayun et al. assessed technical vulnerabilities, the findings highlight the critical importance of human capital and institutional capacity development in building effective security systems.4 The analysis of the Kyrgyz Republic’s experience in developing information security systems provides valuable lessons for other developing countries, especially regarding the balance between international integration and national security interests.

Thus, the discussion of the research results identified several key aspects of the development of international information security in the context of technological transformation. First, the importance of institutional factors in the development of national information security systems is confirmed, which complements the conclusions of Choucri et al. on the role of international institutions in the formation of effective cybersecurity mechanisms.55 Secondly, the study revealed the special role of regional cooperation in the formation of effective information security mechanisms, which is consistent with the research of Manulis et al. on the importance of creating distributed security systems in modern conditions.56 Third, the study demonstrates the need for an integrated approach to developing the population’s digital literacy as an important component of the national information security system.

The quality of international cooperation and the effectiveness of national information security systems deserve special attention, especially in the context of optimising the resources of developing countries. This confirms the findings of Zaini et al. on the critical importance of organisational flexibility in implementing information security programmes.51 Another significant result of the discussion is an understanding of the role of socio-economic and cultural factors in the process of adapting international information security standards to national conditions.

Analysis of the impact of digital transformation on information security has revealed several non-obvious patterns. Gebremeskel et al. highlighted a direct correlation between the speed of digitalisation and the growth of vulnerabilities in information systems.57 However, present data show a more complex picture in developing countries, where this relationship is often levelled out by a more cautious approach to the introduction of new technologies. Notably, the divergence of our findings from the predictions of Ghelani regarding the development of cyber threats.58 If Ghelani focuses on technological aspects, the results of the present study highlight the dominant role of humans and organisational culture in shaping a secure digital environment.

In the context of the development of IoT technologies, the results of Husain and Haroon.59 Their approach to protecting IoT devices is effective for developed countries, but our study demonstrates its limited applicability in the Kyrgyz Republic, where basic digital literacy is of paramount importance. Yee and Zolkipli proposed a theoretical model of information security that proved to be too abstract to be applied in developing countries.48 Our data show the need to significantly adapt classical security models to local conditions.

A methodology for managing information security programs that emphasizes the value of thorough risk assessments and flexible tactics was put out by Lanz and Sussman.60 However, their suggestions are based on a high degree of resource availability and institutional maturity, which may not be possible for emerging nations like the Kyrgyz Republic. In contrast to the extensive deployment of complex security frameworks, the current study proposes an alternate strategy that places an emphasis on resource optimization and small-scale enhancements. Our research shows that a more practical approach is necessary for situations with limited resources, even if Lanz and Sussman emphasize a high-resources approach.

In order to optimize authentication techniques, Loo et al. presented a hybrid model that combines the Analytic Hierarchy Process with Evolutionary Game Theory.61 Their approach, while technically demanding, caters to settings with sophisticated digital infrastructure. On the other hand, the Kyrgyz Republic continues to struggle with infrastructural development and digital literacy. As a result, the current study contends that a gradual implementation of more straightforward security measures, such awareness campaigns and simple password regulations, works better than the intricate, multi-criteria decision-making models suggested by Loo et al. The study’s conclusions highlight the need for more straightforward and flexible solutions in the Kyrgyz setting.

In their study of cybersecurity risks in the space sector, Manulis et al. emphasized the value of global collaboration in reducing cross-border threats.56 According to their research, cooperation is essential, especially in highly specialized domains like satellite security. Although they concentrated on space technology, their findings regarding the necessity of global collaboration are consistent with the current study’s focus on Central Asian regional cooperation. The current study makes clear, however, that cultural and institutional closeness are just as important to the success of such collaboration as technical congruence. These elements have a big impact on trust and knowledge exchange, which makes regional collaboration more successful when there are shared institutional frameworks and cultural linkages.

Nguyen and Reddi addressed technological solutions in the field of cybersecurity, but present research shows that in developing countries, it is not so much the technological sophistication of solutions that is critical, but their relevance to the real needs and capabilities of local experts.62

According to this study, the degree of international cooperation and the ability to modify international standards to suit local circumstances are directly related to the efficacy of the Kyrgyz Republic’s national information security systems. The examination of the information security system’s dynamics reveals significant advancements in international collaboration, legal frameworks, and technology infrastructure. But there is still a big gap in digital literacy, which calls for focused educational efforts. Harmonized regulatory frameworks, cooperative educational initiatives, and the development of information sharing platforms are promising avenues for international cooperation. Improving national security capacities in Central Asia is largely dependent on regional collaboration. The study also highlights how crucial it is to strike a balance between institutional and human capacity development and technical improvements. This comprehensive strategy, which incorporates institutional, technological, and human variables, is necessary to guarantee that security measures are durable and effective. The study emphasizes how important it is for developing nations to have a holistic approach to information security. In order to guarantee that information security systems are robust, inclusive, and sensitive to changing threats, future research should improve regional collaboration mechanisms and modify international standards to local settings.



Conclusions

The study of current trends and peculiarities of the development of international information security in the era of technological transformation on the example of the Kyrgyz Republic formulated the following conclusions.

The study reveals a significant transformation of approaches to information security under the influence of technological changes. The study established that the effectiveness of national information security systems in modern conditions largely depends on the level of international cooperation and the ability to adapt international standards to national conditions. The analysis of the dynamics of the development of the information security system of the Kyrgyz Republic for the period 2020–2025 showed a steady increase in all key components: technological infrastructure (from 55% to 78%), regulatory framework (from 52% to 79%), human resources (from 48% to 72%), international cooperation (from 59% to 82%) and digital literacy of the population (from 45% to 70%). At the same time, the components related to the regulatory framework and technological infrastructure demonstrate the highest growth rates.

The key factors affecting the effectiveness of the information security system in the context of technological transformation, including the level of development of international cooperation, the quality of the regulatory framework, the state of technological infrastructure and the level of digital literacy of the population, are identified. A direct correlation between the intensity of international cooperation and the pace of development of the national information security system was established.

The study identified promising areas for the development of international cooperation in the field of information security, including the creation of systems for exchanging information on cyber threats, the development of joint educational programmes, the harmonisation of the regulatory framework and the formation of mechanisms for joint response to information security incidents. Of particular importance is the development of regional cooperation and the creation of multilateral interaction platforms.

The study identified the main constraints in the development of the information security system of the Kyrgyz Republic, including the relatively low level of digital literacy of the population (70%), which is the lowest among all components of the system, limited resources for the development of technological infrastructure and the need to further improve the regulatory framework. These constraints require the development of comprehensive measures to overcome them, considering international experience and national specifics. The results of the study provided a basis for further research into the mechanisms of information security in the context of technological transformation and the development of international cooperation in this area. Of particular interest is the study of the impact of cultural and socio-economic factors on the effectiveness of information security systems in different national contexts.

Several limitations must be considered when interpreting this study’s conclusions. Firstly, its focus on the Kyrgyz Republic restricts its applicability to other regions. The socio-economic, political, and cultural context of the country may influence information security systems, limiting generalization to countries with different digital infrastructure or institutional structures. The study heavily relies on secondary data, including statistical reports, regulatory documents, and scholarly literature, which may introduce biases due to data inconsistencies, gaps, or varying classification of cyber events. Additionally, quantitative indicators such as technological infrastructure and digital literacy may not fully capture qualitative aspects, such as the execution of policies or the real efficacy of security measures. Discrepancies in measurement and reporting across national and international sources may also affect the accuracy of progress assessments. Furthermore, contextual factors, such as public trust in digital systems and institutional maturity, may differ significantly between the Kyrgyz Republic and more technologically advanced countries, thus influencing the study’s applicability to other settings. To enhance the robustness of future research, it is crucial to conduct studies that compare countries with varying levels of digital development. This could involve employing primary data collection methods, such as surveys and expert interviews, to gain deeper insights into the challenges and opportunities related to information security, allowing for more accurate generalizations beyond the Kyrgyz context.

The study demonstrates that its findings and recommendations can be partially generalized to other developing countries facing similar challenges in the field of information security, as universal issues such as the need to adapt international standards, develop international cooperation, improving the digital literacy of the population, and modernizing the regulatory framework are characteristic of many countries with similar levels of digitalization and resource constraints. In particular, countries with similar conditions may find the experience of the Kyrgyz Republic useful in developing systems for sharing information about cyber threats, harmonizing legislation with international requirements, and creating joint educational programs. However, the specifics of the Kyrgyz context, including regional features of cooperation in Central Asia, national socio-economic conditions, the level of digital literacy of the population, and the availability of technological resources, impose limitations on the direct application of the results obtained, requiring their adaptation to local cultural, institutional, and political characteristics, which emphasizes the need for a comprehensive approach that combines international experience with local needs and opportunities.
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