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ABSTRACT

Modern maritime transport and port systems operate in a complex environment characterized by a high frequency of technical, organizational and natural risks. The article proposes an integrated concept of risk-oriented planning aimed at improving the sustainability, reliability and efficiency of maritime transport and port networks. The model is based on a combination of multi-criteria risk assessment, analysis of the degradation of technical and behavioral safety barriers, and optimization of management interventions in real time. A system of equations has been developed that describes the dynamics of risk, availability, and efficiency of ship and port subsystems, taking into account the interdependence of technical, human, and climatic factors. The model implements the principles of project-oriented management, allowing to make decisions on resource allocation, maintenance priorities and corrective actions within the framework of digital management support systems. The modeling results showed that the implementation of targeted interventions increases the sustainability of the port network and reduces productivity losses compared to the baseline scenarios. The proposed model can be used as a methodological basis for the development of intelligent systems for managing the safety and efficiency of seaports and ship operations.
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Introduction

Maritime logistics is presently characterized by the increasing complexity of operations, which creates new challenges for ensuring the safety and reliability of port-ship interactions. The dynamic operating environment creates a new structure of risks that directly affect the efficiency and safety of port operations. In such conditions, traditional approaches to risk assessment based on static parameters and fixed scenarios are not sufficient to ensure adaptability and timely response.

There is a growing need to create models that can integrate dynamic risk reassessment, degradation of technical and organizational barriers, and optimization of management decisions in real time. Of particular importance are risk-informed planning approaches that combine quantitative modeling, multi-criteria assessment, and resource management under conditions of uncertainty. Such models should become the basis for the development of intelligent decision support systems (D).

High-profile incidents in recent years, such as the collision of the container ship DALI with a bridge pillar in the port of Baltimore (2024) and the accident of the Milano Bridge in the port of Busan (2020), have demonstrated systemic vulnerabilities in existing mooring procedures. The causes of the accidents go beyond technical errors and point to a lack of situational awareness, fragmented application of risk assessment methods, and insufficient integration of data into the decision-making process.

Research in the field of search and rescue operations outlines the main challenges for planning and demonstrates the potential of AI-oriented algorithms to reduce response times and improve the accuracy of incident localization.1 These ideas correlate with the work on autonomous navigation, where adaptive multi-source quantitative risk assessment allows to take into account the dynamics of the environment and reduce the likelihood of collisions.2 At the macro level of industry policy, the focus is shifting to environmental goals: research on achieving greenhouse gas emission reductions emphasizes the risks of not meeting international standards,3 while a review of ML applications in maritime risk management4 outlines methodological gaps and prospects for explanatory AI. Expanding the analytical framework through game theory and network approaches5 allows for the integration of reliability issues in complex transportation systems.

In the area of sensor networks, the use of LoRaWAN for decentralized monitoring, which increases the stability of data transmission channels in marine areas, is attracting attention.6 This approach is enhanced by the coordinated route planning of unmanned vehicles (UAVs and USVs), which can provide real-time monitoring despite the uncertainty in travel time.7 Security studies demonstrate the effectiveness of probabilistic networks in modeling the role of barriers,8 assessing the risks of transporting dangerous goods, including electric vehicles,9 and assessing the sustainability of green shipping policies.10 At the same time, deep learning models provide forecasting of offshore winds, which are critical for safe navigation.11

An important area is the integration of cognitive maps with causal analysis methods and expert opinions, which allows to reproduce complex human factors.12 Algorithms based on Transformer networks show potential for predicting “near-miss” events and explaining patterns.13 This correlates with the use of fuzzy logic and Bayesian networks in the study of reliability of inert gas operations14 and general overviews of BN applications in the maritime industry.15 The safe trajectory of autonomous vessels is also built through risk-based planning16 and multi-scale scenario analysis.17 In parallel, FRAM combined with AIS data shows how system interactions lead to incidents in port operations.18

Real-time monitoring of containers is realized through hybrid IoT networks,19 while the resilience of LNG chains is analyzed by methods ranging from static Bow-tie to dynamic epidemiological modeling.20 Bayesian networks are increasingly being used to evaluate trade routes under uncertainty,21 optimize the placement of SAR equipment,22 plan AUV courses,23 and enhance process security on a regional scale.24

Against this background, it is worth noting the contribution of Ukrainian research. Papers25,26,27 form the basis of a probabilistic approach to hydrometeorological risks and navigation safety assessment. The development of a methodology for expert assessment of the quality of risk analysis of operations27 is directly integrated into modern DSS systems. The analysis of the efficiency of the Trumpet fleet28 and the impact of hull geometry on maneuverability29 add a practical engineering component, while the study of ship systems efficiency30 emphasizes the reduction of energy consumption.

Special mention should be made of the work on improving the fuel efficiency of engines through additives31 and ensuring the safe operation of diesel plants.32 These are examples of applied technical solutions that are consistent with the general paradigm of sustainable development. Although the works on mathematical analysis33 or optimization of port equipment34 are more of a fundamental nature, they demonstrate the connection between accurate models and applied logistics problems. Finally, new methods based on Markov processes and fuzzy sets35,36,37 bring reliability assessment to a level capable of taking into account uncertainty and multicriteria. Studies in the field of law and policy38,39 introduce into the discussion the dimension of “gray areas” and cluster management, which is important for the institutional context of risk management.

Hydrodynamic aspects are revealed in the modeling of the impact of cold-water pipes and mooring systems on OTEC-type platforms,40 which emphasizes the importance of physical models and numerical simulations in the overall safety loop.The increasing complexity of maritime transportation, combined with new environmental requirements and the transition to autonomous solutions, necessitates a systematic review of current approaches to risk management.

Works41,42 analyze methods of managing the environmental safety of shipping and the parameters of marine diesel engines, emphasizing the need to balance technical efficiency and environmental constraints. The study43 proposes an optimization model for energy flows and supply that is directly applicable to port networks operating in a mixed energy supply mode. Article44 presents the application of wavelet transformation for diagnosing the technical condition of systems, which reinforces the direction of predictive monitoring in port infrastructure risk management. The works45,46 address the issues of information security in shipping, AIS data manipulation, and the development of strategies to reduce nitrogen oxide emissions, forming an integrated basis for combining the environmental, information, and technical sustainability of port networks within the framework of risk-oriented management.

Despite the existence of numerous studies in the field of port security and risk management, most of them are static in nature and do not take into account the time degradation of technical barriers, the interdependence of subsystems, and the dynamics of risk in a changing maritime environment. The problem of combining multi-criteria risk assessment, time degradation of efficiency, and optimization of interventions in a single mathematical structure remains unresolved. This scientific gap limits the possibilities of real-time adaptive management of port networks.

The aim of the study is to develop an integrated dynamic model of risk-informed planning that combines risk assessment, degradation of security barriers, and optimization of interventions with regard to resource constraints. The scientific novelty of the work lies in the creation of a quantitative model that reconciles expert assessments (via TOPSIS) with the dynamics of risk and performance, introduces a network resilience index (Resilience Index) and allows minimizing the expected loss of throughput under conditions of uncertainty. The proposed approach forms an analytical basis for building intelligent decision support systems in seaports.



Problem Formulation

The purpose of this study is to develop a risk-informed decision-support model for port networks operating under uncertainty. The model integrates three sequential stages: (1) dynamic risk assessment, (2) optimization of resource allocation, and (3) decision-making under constraints. The problem is formulated as a multi-stage optimization task that minimizes the expected total loss due to cascading failures while respecting operational, budgetary, and temporal constraints:

minx(t)Ε[L(t)]=∑tf(R(t),B(t),C(t))(1)

subject to system dynamics

{R(t+1)=fR(R(t),U(t),ξ1),B(t+1)=B(t)−C(U(t)),     (2)

where R(t) - risk state vector, B(t) - available budget, U(t) - control/intervention vector, and ξt stochastic disturbances.

The above formulation serves as a logical bridge between risk evaluation, mitigation optimization, and adaptive decision-making, forming the foundation of the proposed DSS.



Materials

In today’s maritime logistics environment, port complexes function as complex cyber-physical systems that intertwine physical infrastructure nodes (terminals, mooring posts, control centers) with a network of information exchange, navigation monitoring, and management response. The key challenges for such a system are maintaining the functional availability of the nodes and ensuring resilience to risks caused by internal and external influences.

The availability of a node refers to its current ability to handle vessels, which depends on its technical condition, personnel, weather conditions, queues, and other factors. The availability value xi(t) ∈ [0, 1] can be interpreted as the normalized fraction of available capacity from the nominal level ci > 0, usually expressed in TEU/h or shipcalls/h.

Risk in this context is a generalized assessment of the potential loss of node functionality due to the impact of adverse events. The integral risk is denoted as ri(t) ∈ [0, 1], and reflects the probability of disruption, threats, or degradation at a particular point in the network. High values of ri(t) indicate the criticality of the situation and the need for prompt intervention.

To reduce risk, safety barriers are used - technical, procedural or administrative means that implement the protection function. The effectiveness of the barrier at a given time is denoted as EBi(t) ∈ (0,1], and usually decreases over time due to degradation or wear and tear. A decrease in the effectiveness of barriers creates the need for managed intervention ui(t) ≥ 0, which may include additional resources, changes in procedures, activation of backup systems, etc.

Table 1 summarizes examples of port network elements, their potential risks, and corresponding barriers.



Table 1 | Examples of network elements, risks and barriers

	Network Node
	Potential Risk
	Safety Barrier Example




	Cargo terminal
	Visibility reduction, crane breakdown
	Backup lighting, double check


	Towing service
	Failure of the tug, storm waves
	Emergency reserve of tugs, SOP


	Port Traffic Management
	Communication failure, human factor
	Automation of decision-making, backup channels







Figure 1 shows a generalized diagram of the key elements of the port operational network, indicating potential risks and examples of security barriers for each. Within the three main nodes - terminal, tug service and traffic control - typical threats such as reduced visibility, tug failure, and human error are shown, as well as the corresponding risk management tools: backup lighting, redundant communication channels, implementation of SOPs (standard operating procedures), decision automation and tug redundancy.


[image: An illustration depicts the network risk maritime nodes and safety barriers.]

Fig 1 | Network risk maritime nodes and safety barriers


Most traditional approaches to risk management look at events in isolation without considering the cascading effects of one node on others. Instead, the modern concept of network risk dynamics focuses on the interconnections between system components, taking into account that a disruption in a critical element can cause a domino effect throughout the network. Therefore, the key task is to develop a dynamic model that takes into account changes in risk and availability over time, describes the degradation of barriers and the effectiveness of interventions. In addition, it allows for the evaluation of integrated metrics (resilience, reliability, ETL) and serves as the basis for building an optimization problem of management in conditions of limited resources.

Seaports nowadays are complex cyber-physical logistics systems consisting of many interdependent elements: mooring terminals, towing stations, approach channels, control centers, energy and navigation systems. Ensuring the sustainability and functionality of the port in the face of dynamic changes in the external environment (weather conditions, traffic intensity, technical failures, cyber threats) requires the use of adaptive risk analysis and decision-making models.

The networked nature of the port is particularly challenging, where the failure of a single node or degradation of a particular subsystem can cause cascading effects that affect overall performance. Therefore, an approach that combines local risks with global impacts, also takes into account the degradation of security barriers over time and allows for optimized interventions (including tugs, slot transfers, routing) with limited resources, and is also focused on assessing the resilience index of the port network is relevant.

The port system is represented as a directed graph:

G=(V,E)(3)

where: V - set of nodes (terminals, pilotage, towing service, traffic control); E - a set of arcs (logistics links, approaches, channels, interaction, etc.).

Each node i ∈ V - is characterized:

	availability xi(t) ∈ [0, 1] - which reflects the effective share of the node’s capacity;


	integral risk ri(t) ∈ [0, 1] - from low to critical;


	nominal capacity ci - for example, in teu/h;


	controlled intervention ui(t) ≥ 0, i.e., resources or actions that reduce the risk;


	the effectiveness of the safety barrier EBi(t) ∈ [0, 1], which decreases over time according to the exponential law.




The diagram in Figure 2 shows the logic of risk assessment and efficiency of the port network based on the availability of its key elements.


[image: An illustration depicts the network performance and resilience metrics in port risk assessment.]

Fig 2 | Network performance and resilience metrics in port risk assessment


The central component is Availability - an integrated assessment of the effective throughput of a network node (terminal, towing post, etc.). It is determined under the influence of risks ri(t), barriers Zi(t), and managed interventions ui(t) that can compensate for infrastructure degradation or external threats.

From the accessibility indicator, four key system-level metrics are further calculated, namely:

	Performance: total effective current network performance Φ(t);


	Network Reliability (Rnet): the probability of network uptime at the current time;


	Resilience Index (RI): network resilience index - the share of restored or preserved bandwidth during a period of stress;


	Expected Throughput Loss (ETL): expected bandwidth losses averaged over a time horizon.




Thus, resilience determines how quickly and efficiently the port network is able to adapt to risks and external changes, and the relevant metrics quantify this adaptation to support informed management decisions (Table 2).



Table 2 | Key performance and risk metrics for port network assessment

	Metric
	Notation
	Description




	Network Performance
	Φ(t)
	Total effective throughput capacity of the port network at time ttt, calculated as the sum of node capacities weighted by their availability.


	Network Reliability
	Rnet(t)
	Probability that the port network remains operational at time ttt, considering the aggregated risk levels at each node (e.g., berths, tug stations).


	Resilience Index
	RI
	Fraction of the maximum possible throughput preserved over a time horizon T; reflects the system’s ability to recover from disruptions.


	Expected Throughput Loss (ETL)
	ETL
	Average relative productivity loss over a given time horizon; quantifies cumulative inefficiencies due to risk, failures, or degraded operations.







Figure 3 shows a generalized structure of the interaction between risk, availability, intervention and network indicators. The diagram shows how local risks shape the overall dynamics of the system by affecting availability, which in turn affects performance, resilience, expected losses (ETL) and reliability (Rnet).
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Fig 3 | Interaction between risk, availability, intervention and network indicators




Mathematical Formulation

The dynamic behavior of the port network resilience is represented by the time-dependent performance function Φ(t), which describes the normalized operational state of the system under uncertainty.

The aggregated network risk level Rnet(t) is defined as a weighted combination of subsystem performance indicators:

Rnet(t)=∑iΦi(t)⋅wi(4)

where Φi(t) – normalized performance level of subsystem i at time t, wi - – normalized risk weight of subsystem i (∑iwi = 1).

We define the Expected Throughput Loss (ETL) as a normalized time–integral measure of degraded performance that quantifies the cumulative degradation of system performance during the observation horizon T:

ETL=1T∫0T[1−Rnet(t)]dt(5)

where Rnet(t) ∈ [0, 1] denotes the instantaneous network reliability and T is the evaluation horizon. The normalization by T ensures that ETL is dimensionless. The resilience index (RI) is then defined as:

RI=1−ETL,      RI∈[0,1](6)

Thus, higher RI values indicate more stable and resilient port operation, while ETL reflects the total performance loss over time due to disturbances or cascading failures.

The proposed framework uses several resilienceoriented indicators:

	Φ(t): normalized operational performance function (0–1);


	Rnet(t): network-wide risk level, obtained by weighted aggregation of node risks;


	RI: resilience index, representing mean normalized availability;


	ETL: expected throughput loss, reflecting cumulative performance degradation;




All indicators are bounded in [0,1], allowing cross-scenario comparison.



Methods


Port network, Conditions and Risk

As indicated, a port system is considered as (1) where the set of nodes V represents moorings, towing facilities, control centers and supporting technical systems, and the set of arcs E represents logistical or technological links between them. Each node i ∈ V is characterized by the current availability state xi(t) (from 0 to 1), which reflects the share of preserved functionality or throughput.

Node performance depends on the level of risk ri(t), which integrates technical, behavioral, and climatic factors, as well as the reliability of security barriers EBi(t), which degrade over time. Thus, risk and accessibility are interrelated - an increase in ri(t) leads to a decrease in xi(t), and vice versa.

To describe the behavior of the system, a dynamic pair of equations is introduced:

ri(t+1)=σ(αiri(t)+∑jγijrj(t)+bi•zi(t)−ηiEBi(t)ui(t)                    +ξi(t))xi(t+1)=∏[0,1](xi(t)−kiri(t)                    +ρiEBi(t)ui(t)+ωi(t))(7)

where: σ(⋅) - a logistic function that normalizes risk within [0,1]; γij - risk transfer coefficients between nodes (cascade effect); bi⋅zi(t) - Vector of external disturbances (weather, visibility, ship congestion); ui(t) - managed intervention (prevention, reserves, additional towing); ξi(t) and ωi(t) - stochastic noise components.

This system of equations describes the bi-directional dynamics of risk and performance, which is the foundation of the port network risk management model. It is consistent with the concept of dynamic risk reassessment, which the authors of the article define as a transition from static standards to adaptive management.

The effectiveness of each security barrier EBi(t) decreases exponentially:

EBi(t)=E0,ie−λit,(8)

where E0, = 1 - initial efficiency, and λi - degradation rate (h–1).

The calibration of λi - is performed by the (9):

λi=−ln(EBi/E0,i)t(9)

The barrier degradation model allows to quantify the time aspect of safety degradation, which directly affects the operational risk ri(t). The largest value of λ (e.g., 0.010 for a control system) means a rapid decline in efficiency, and thus a higher priority in maintenance planning.

For node i at step t: criteria {k} (equipment reliability, human factor, weather, tugboat traction margin, visibility etc.) with weights wk. Let Ci(t) ∈ [0, 1] be an indicator of proximity to the ideal solution - the closeness with TOPSIS; then ri(t) = 1 - Ci(t).

Thus, if the mooring scenario receives a high value of Ci (for example, 0.78), the risk ri(t) is equal to 0.22, which automatically reduces the negative impact in the first equation of the system. This combination of methods allows us to move from a qualitative expert risk assessment (TOPSIS) to a dynamic model with quantitative updates. This ensures consistency between DSS decisions and the system’s actual state.



Supersystem Network Indicators

The analysis of the port system at the level of individual nodes (terminals, mooring posts, towing points) allows you to track local changes in the state, but for strategic management it is important to obtain integrated metrics that characterize the behavior of the entire network.

Such metrics include:

	instantaneous network performance Φ(t);


	probability of failure-free operation Rnet(t);


	resilience Index (RI);


	expected Throughput Loss (ETL).




The total efficiency of the port network at time t is defined as the aggregate throughput of all nodes, taking into account their availability:


Φ(t)=∑i∈Icixi(t),(10)


where ci - nominal (design) capacity of node i; xi(t) - current availability (0–1).

The function Φ(t) describes the actual efficiency of the system. If all elements are fully operational, xi(t) = 1, we obtain Φ(t) = Φmax. A decrease in xi(t) due to risks or degradation of security barriers directly affects performance.

pi(t)=1−exp(−βiri(t)),Rnet(t)=∏i(1−pi(t)).(11)

A stochastic approximation based on node failure probabilities is used to estimate the integral reliability:

RI=1ΦmaxT∫0TΦ(t)dt(12)

or in a discrete form:

RI=1ΦmaxT∑t=1TΦ(t)(13)

If RI ≈ 1, the system operates stably even under the influence of external risks; if RI < 0.9, there is a significant loss of efficiency that requires corrective action.

Indicator ETL characterizes the average performance loss during the operation period:

ETL=1T∑t=1TΦmax−Φ(t)Φmax(14)

ETL measures the fraction of time that the system operates below its optimal level. This is a key criterion for evaluating the effectiveness of intervention strategies ui(t): the lower the ETL, the better the system performs under real-world uncertainty.

The combination of indicators Φ(t), Rnet(t), RI and ETL forms a supersystem monitoring level that allows assessing the operational state of the port network in real time, the impact of external disturbances on overall efficiency, the effectiveness of stabilization measures, and the comparative sustainability of alternative operating scenarios.

Thus, these metrics are the basis for the subsequent optimization block - the intervention management problem, which determines how to minimize risks and productivity losses with limited resources. In other words, a risk-based management planning problem, where local dynamics ri(t), xi(t) and barrier degradation EBi(t) are integrated into a strategic optimization model and the goal is to determine how, when and to which nodes it is advisable to direct interventions ui(t) to minimize the total loss of efficiency with limited resources.



Risk–Reliability Coupling

We explicitly distinguish reliability and risk. The network reliability aggregates node-level failure probabilities pi(t). Under conditional independence:

Rnet(t)=∏i=1N(1−pi(t))(15)

When dependencies are non-negligible, we include pairwise correlation terms:

Rnet(t)≈∏i=1N(1−pi(t))+∑i<jρijpi(t)pj(t)(16)

where ρij - dependence between nodes i and j.

Risk is defined as the expected loss weighted by consequence C(t):

Risk(t)=[1−Rnet(t)]⋅C(t)(17)

Assumption of conditional independence is justified for decentralized subsystems; otherwise, ρij ≠ 0 is calibrated from historical or simulated cascading events. This coupling clarifies the role of pi(t) in forming Rnet(t) and its linkage to RI via ETL.



The task of Planning Risk-Based Management

Under conditions of environmental uncertainty (weather changes, queues, equipment failures), the port network must maintain stable performance while limiting the level of risk. Therefore, a multi-criteria optimization problem is formed that takes into account three key objectives:

	minimizing bandwidth losses (via ETL);


	minimizing the total risk of nodes ri(t);


	minimizing the cost of intervention ui(t).




To formulate the objective function, the problem is written mathematically as follows:

minut(t)E[∑t=1T(χETL(t)+Σi∈Vμiri(t)+Σi∈Vvi‖ui(t)‖1)],

on conditions: dynamic ri(t), xi(t),

EBi(t) from port network;

Σi∈Vciui(t)≤B(t);ui(t)≥0.(18)

where: ϰ - weighting factor of productivity losses; μi - risk weight of a node i; vi - cost-effectiveness of the intervention; B(t) - available resource or budget at the moment t; E [⋅] - mathematical expectation under stochastic perturbations.

The logic of the objective function

	The first term (ϰETL(t)) estimates the system performance loss - its minimization ensures that a stable flow of cargo is maintained.


	The second term (∑μiri(t)) minimizes local risks - it prevents critical values of ri(t) from exceeding the nodes.


	The third term (∑vi||ui(t)||1) imposes a penalty for excessive or irrational interventions - it stimulates the optimal use of limited resources.




Together, these elements form a compromise multi-criteria task that balances safety, efficiency, and economic feasibility.



Implementation Details

The optimization problem was solved using a discrete-time MPC approach with a prediction horizon of 10 steps (24 h). The solver CVXPY (Python) with an interior-point method was used.

Weights were normalized as wR = 0.3, wB = 0.3, wT = 0.3.

Constraints included: R(t) ≤ 0.8, B(t) ≥ 0, U(t) ≤ Umax = 1.0.

The algorithm converged within 15 iterations on a 2.9 GHz CPU.

Degradation and transfer parameters were estimated through a hybrid approach combining expert elicitation and analysis of maintenance event logs from a port terminal dataset. Rates α and γ were adjusted within ±20% during calibration to achieve convergence with observed operational failure frequencies over a 6-month monitoring period, Table 3.



Table 3 | Degradation and transfer parameters

	Parameter
	Symbol
	Value
	Method of Estimation
	Description




	Barrier degradation rate
	α
	0.20
	Empirical calibration
	Rate of exponential decay in subsystem reliability


	Risk transfer coefficient
	γ
	0.15
	Expert elicitation
	Coupling intensity between interconnected nodes


	Recovery coefficient
	β
	0.10
	Derived from maintenance data
	Speed of recovery after mitigation


	Disturbance factor
	μ
	0.05
	Monte Carlo initialization
	External stochastic influence


	Budget constraint
	B(t)
	≤1.0
	Normalized constant
	Fraction of available mitigation resources









Resource Constraints and Managed Interventions

Interventions ui(t) reflect any actions aimed at reducing risk or strengthening barriers such as an additional tug during mooring, a backup power line, increased monitoring or manual control, or temporary relocation of the vessel to another berth.

The total resource at time t is limited by:

Σi∈Vcostiui(t)≤B(t),(19)

where B(t) can be interpreted as the number of tugs, energy reserves or man-hours available in a particular shift.

Link to risk dynamics because interventions directly reduce risk in the dynamic model (eq. 7):

ri(t+1)=σ(⋯−ηiEBi(t)ui(t)+ξi(t)),(20)

where ηEBi(t)ui(t) reflects the risk reduction due to active action, adjusted for the current effectiveness of the barrier EBi(t), which means that even an effective intervention ui(t) will be less effective if the barrier has already degraded (small EBi(t)).

The problem belongs to the class of stochastic dynamic optimizations, where we can use approaches such as Model Predictive Control (MPC): optimization on a rolling horizon with state updates every Δt or Cut-and-Column Generation (C&CG): two-stage solution with uncertainty scenarios. In addition, Heuristic strategies: intervention priorities ∝kiri(t)ci, i.e. the greater the node’s contribution to performance and the higher the risk, the higher the priority of the action.

The proposed approach enables a systematic integration of risk management and logistics planning. Interventions are not distributed statically, but in accordance with the current risk dynamics and the state of the network. To implement adaptive control because the model can update decisions after each evaluation cycle ri(t) and xi(t), which ensures that the DSS responds to real changes in the environment. As well as assess the trade-off between efficiency and cost, the coefficients μi, vi, ϰ allow you to adjust priorities - from “maximum security” to “minimum cost”.

The optimization module is implemented using a Model Predictive Control (MPC) framework, where the system state x(t) evolves according to a discrete-time stochastic process. The planning horizon H = 10 iterations corresponds to a 24-hour operational window. Constraints include: R(t)≤Rmax,    B(t)≥0,   U(t)∈[0,Umax].

Optimization is solved iteratively using a quadratic programming solver (Python–cvxpy, interior-point method) with a convergence tolerance of 10–5. Computational complexity grows linearly with the number of monitored subsystems, ensuring scalability for networks up to 50 nodes.




Results

The modeling results allowed us to quantify the impact of technical, organizational and climatic factors on the functioning of the port network under conditions of operational uncertainty. The simulation study covers three typical scenarios - Baseline, Adverse metocean and Adverse + Mitigation, which reflect different levels of risk load on port infrastructure and ship operations. The analysis of the dynamics of system performance, reliability and resilience showed that the implementation of controlled interventions can significantly reduce efficiency losses and stabilize the network functioning in real time.

This section summarizes the results of the calculations for the key indicators - relative performance, network reliability, resilience index, and expected capacity losses. For clarity, the system behavior is analyzed using graphical visualizations (Resilience curve, Network reliability, Risk heatmap, and degradation of security barriers) that reflect the evolution of the port network state in time and space. The obtained dependencies are interpreted from the perspective of risk management, intervention planning, and increasing the adaptability of port systems to changing operating conditions.

Simulation parameters:

	Horizon: T = 24 hrs (step 1 h).


	Subsystems and barrier degradation: λctrl = 0.010, λeng = 0.007, λnav = 0.006, λcom = 0.004.


	Scenarios: Baseline, Adverse metocean, Adverse + Mitigation (in mitigation, the u(t), that strengthens barriers at the highest risk nodes and reduces ri(t)).


	Alignment with TOPSIS: local risks are taken as ri(t) = 1−Ci(t), where Ci(t) ∈ [0,1] - proximity coefficient obtained from TOPSIS.




The degradation rates and risk-transfer coefficients were estimated using a combination of expert elicitation and validation against port maintenance data collected over a six-month observation period. The parameters α and β were tuned within ±20% during calibration to ensure consistency with the observed failure frequencies and recovery dynamics, allows the model to remain interpretable while preserving empirical relevance without relying on confidential operational data.


Port Network Simulation Algorithm

Stage 1: Initialization of parameters. At the beginning of the simulation, the initial values of key variables are determined. For each node of the port network, full availability xi(0) = 1, initial risk ri(0) = 0.05, and the effectiveness of barrier mechanisms EBi(0) = 1 are set. In parallel, the numerical parameters of the model are set - the weights of self-risk αi, inter-node impact γij, barrier degradation λi, risk penalties μi, intervention costs vi, and response efficiency ηi. The time horizon of the simulation is determined (e.g., 24 hours) and three scenarios are generated: normal (Baseline), adverse (Adverse metocean), and a scenario with compensatory measures (Mitigation).

Step 2. Generation of external disturbances. At each time step, a stochastic vector of external influences Zi(t) is generated, taking into account meteorological conditions (wind, wave, visibility), tug loads, and other operational factors. These disturbances affect the risk through the corresponding sensitivity coefficients bi, reflecting the dynamics of disturbances or complications in the system.

Stage 3. Risk assessment using TOPSIS. The integral risk in a node at time step t is calculated based on the TOPSIS method, a multi-criteria ranking method. Technical, human, natural and navigational factors are taken into account. For each node, an indicator of proximity to the ideal solution Ci(t) ∈ [0, 1] is determined, after which the risk is calculated as ri(t) = 1 - Ci(t), which allows for adaptive display of the node’s state change under conditions of uncertainty.

Stage 4. Updating the dynamics of states. At this stage, two key model equations are applied: for risk evolution and availability. The risk in a node is updated taking into account the impact of its own previous state, the risks of neighboring nodes (cascading effect), external disturbances, barriers, and interventions. The availability is updated based on the balance between the damage from the risk and the effect of the intervention, taking into account the degradation of barriers. The logistic smoothing function σ(⋅) is used and projected onto the interval [0, 1].

Step 5. Optimization of interventions. At each time step, the allocation of intervention resources is optimized. The minimization problem includes three components: performance loss (ETL), risk penalty, and cost of interventions. The resource constraint of the intervention budget ∑icostiui(t) ≤ B(t) is taken into account. Priority is given to nodes with high risk and high criticality (throughput), which meets the criterion ∝kiri(t)ci.

Step 6. Calculation of network metrics. After updating the states, the system performance indicators Performance Φ(t), Network Reliability Rnet(t), Resilience Index (RI) and Expected Throughput Loss (ETL) are calculated, which allow to quantitatively compare scenarios and evaluate the effectiveness of interventions.

Step 7. Analysis and visualization. The modeling results are visualized as a series of graphs that show the dynamics of performance, reliability, risk, and barrier degradation over time. Key indicators are summarized in a comparative table. This makes it possible to draw conclusions about the system’s sensitivity to external factors and the benefits of risk-informed port network management (Figure 4).


[image: An illustration of a flow diagram depicts the algorithm for simulating port network dynamics.]

Fig 4 | Algorithm for simulating port network dynamics


Figure 5 shows the share of available network performance Φ(t)/Φmax over time for the three scenarios. In Baseline, the curve is almost “flat” at ≈ 0.98; in Adverse, there is a systematic drop to ≈ 0.90–0.93 during periods of deteriorating conditions; in Mitigation (using targeted interventions u(t)), the curve rises between these two, stabilizing at ≈ 0.94–0.96.


[image: An illustration of a graph depicts the resilience curve over 24 h.]

Fig 5 | Resilience curve over 24 h


The difference between Adverse and Mitigation reflects the effect of risk-informed management: the use of u(t) can return a significant portion of the lost throughput by strengthening barriers in bottlenecks.

Figure 6 shows the evolution of network reliability Rnet(t) with confidence bands (e.g., 5–95th percentile) based on the results of Monte Carlo simulations of random weather/load disturbances. In Baseline, Rnet remains at ≈ 0.98–0.99; in Adverse, it decreases to ≈ 0.95–0.97, and the bands become wider (greater variability); in Mitigation, the median shifts upward (≈ 0.97) and the spread decreases.


[image: An illustration of a graph depicts the network reliability Rnet(t) with Monte Carlo bands.]

Fig 6 | Network reliability Rnet(t) with Monte Carlo bands


The narrower bands for Mitigation indicate not only an increase in the average reliability level, but also a decrease in uncertainty - the grid becomes more predictable under the intervention.



Sensitivity and Robustness Analysis

To evaluate model stability, we performed one-factor sensitivity tests and Monte Carlo simulations. Variations of the key degradation parameter α within the range [0.1–0.4] produced changes in the Expected Throughput Loss (ETL) of approximately ±18 %. Adjustments of the transfer coefficient γ within ±20 % resulted in less than 6 % variation in the Resilience Index (RI). A Monte Carlo procedure with 500 random draws from uniform parameter distributions confirmed the robustness of the optimization output, with 95 % confidence intervals for RI within ±0.05 of the mean. These results indicate that the proposed adaptive optimization framework maintains consistent performance under parameter uncertainty and limited data variability (Table 4).



Table 4 | Sensitivity test summary

	Parameter Varied
	Range Tested
	Metric Affected
	Change (%)
	Interpretation




	α (degradation rate)
	0.1 – 0.4
	ETL
	±18
	Moderate sensitivity


	γ (risk transfer factor)
	± 20 %
	RI
	±6
	Low sensitivity


	Budget B(t)
	± 15 %
	Rnet
	±9
	Stable behavior







The heat map in Figure 7 (nodes on the vertical, time on the horizontal; shades - risk level ri(t)) shows the “hot zones”. In Adverse, temporary high-risk clusters appear at weather/visibility-sensitive nodes (e.g., approach channel, mooring terminal). In Mitigation, the intensity of the hot spots is significantly reduced, and the risk front is localized (smaller spatial and temporal scope).


[image: An illustration depicts the heatmap of local risk ri(t) by node and time.]

Fig 7 | Heatmap of local risk ri(t) by node and time


The heatmap allows for spatial and temporal localization of interventions: first, to stabilize the control and traction of tugs on the approach, then to strengthen navigation/communication barriers during periods of poor visibility.

Figure 8 shows four exponential curves EB(t) for the subsystems: Control (the fastest decline, λ = 0.010), Energy (0.007), Navigation (0.006), and Communication (0.004). At about the 100th hour, Control’s efficiency drops to ≈37% of the initial one, while Communication maintains the highest level.


[image: An illustration of a graph depicts the exponential degradation of safety barrier effectiveness EB(t).]

Fig 8 | Exponential degradation of safety barrier effectiveness EB(t)


Such a difference in λ determines the priority of maintenance: short inspection/reinforcement intervals for Control and Energy; longer ones for Communication with regular monitoring.

Table 5 shows a comparison of the integrated performance indicators of the port network under three scenarios: baseline, adverse metocean, and mitigation. The metrics used provide a comprehensive picture of the system’s state over the daily observation horizon.



Table 5 | Comparative results for maritime network scenarios (24 h horizon)

	Scenario
	Φ(t)/Φmax
	Rnet
	RI
	ETL




	Baseline
	0.98
	0.985
	0.975
	0.020


	Adverse metocean
	0.92
	0.961
	0.926
	0.080


	Adverse + Mitigation
	0.95
	0.971
	0.949
	0.050







Thus, in the baseline scenario, the network exhibits a stable state (RI = 0.975, ETL = 0.02), corresponding to nearly full operability. When hydrometeorological conditions deteriorate, performance and reliability decline: the average throughput drops to 0.92, and RI decreases to 0.926, indicating a loss of about 8% of efficiency. The introduction of managed interventions - strengthening technical barriers, using backup tugs, flexible slot scheduling - increases RI to 0.949 and reduces ETL to 0.05. This means that approximately half of the performance loss was compensated.



Case Study Example

To demonstrate the model’s applicability, a simplified case was implemented using anonymized data from the Odesa port region. Three critical subsystems were modeled (power supply, IT control, and navigation aids).Baseline simulation without adaptive control yielded an average Expected Throughput Loss (ETL) of 0.082. Under the proposed adaptive DSS, ETL decreased to 0.054, indicating a 34% improvement in operational resilience.



Validation and Sensitivity Analysis

The model was tested on anonymized operational data from a port network with three interdependent subsystems. A Monte Carlo experiment with 1000 iterations was performed to estimate variability of RI and ETL. The resulting 95% confidence intervals were: RI = 0.93 ± 0.04, ETL = 0.056 ± 0.008. The sensitivity analysis showed that varying the degradation parameter α from 0.1 to 0.3 resulted in ±12% change in RI.



Ablation Study

To quantify the marginal contribution of each module, we evaluate three ablations: (i) no degradation model, (ii) no cascading, (iii) no MPC. The impact is reported as the change in resilience index (ΔRI) relative to the full model. The results, summarized in Table 6, indicate the relative drop in resilience index (ΔRI, in percentage points) compared to the full implementation.



Table 6 | Impact of individual modules based on ablation scenarios

	Configuration
	ΔRI (pp)




	No degradation model
	−7.5


	No cascading
	−4.8


	No MPC
	−9.2



	Negative values indicate a reduction in resilience versus the full integrated framework.









Discussion

The results obtained confirm that the application of a dynamic risk-based approach can increase the sustainability and reliability of the port network even in the face of external disturbances. The proposed model combines analytical rigor and practical adaptability, which makes it possible to formalize the relationships between technical, behavioral, and climatic factors. The modeling process revealed that control and power supply systems remain the most sensitive to degradation, while communication nodes demonstrate the greatest stability but accumulate latent risks under prolonged loads. This is in line with empirical data from maritime practice, where control errors or delays in crew interaction with port services are the main triggers of emergencies.

Comparison with previous studies shows that the developed model outperforms traditional risk assessment methods (FMEA, static risk matrices) by taking into account time degradation and the possibility of dynamic parameter updates. The inclusion of degradation parameters and adaptive interventions makes the model particularly relevant for real-time decision-support systems (DSS) that integrate operational and climatic data streams, bridging the gap between predictive analytics and port logistics. It also provides a quantitative integration of the results of multi-criteria analysis (TOPSIS) with real operational data, which creates the basis for using the model in digital port monitoring systems. The practical result is to prove the effectiveness of management interventions that not only reduce risks but also stabilize network capacity, increasing the overall resilience index by 2–3 percentage points.

Thus, the model can be considered as a basic element of a modern maritime transport safety and efficiency management system based on the principles of forecasting, adaptation, and continuous improvement. Its use will contribute to the formation of a new paradigm of port project management - from reactive to proactive, where decisions are made based on risk analytics, resource flexibility, and digital sustainability indicators.

Limitations of the present work include the reliance on expert-driven weighting and the assumption of exponential degradation for barriers, where future research may extend the model to cover multi-port interactions and cyber-physical dependencies within port clusters.

The developed model can be implemented within port Decision Support Systems (DSS) for maintenance scheduling, anomaly prioritization, and predictive failure management. It allows operators to dynamically allocate maintenance crews and energy resources under uncertainty, improving response times and reducing unplanned downtime. The clarified definitions of ETL (normalized, dimensionless) and RI, together with the explicit risk–reliability coupling, improve interpretability and comparability across scenarios. The approach also provides a methodological foundation for digital-twin integration and real-time resilience monitoring.



Conclusion

This paper presents an integrated mathematical model for port network risk management under conditions of operational uncertainty that combines dynamic risk assessment, degradation of safety barriers, and optimization of interventions within available resources. The model allows to quantify the relationships between technical, behavioral and climatic factors, determining their impact on the performance, reliability and resilience of the port system. The combination of the dynamic approach with the TOPSIS method ensures coherence between expert opinions and digital parameters of the decision support system (DSS). The study provides full computational reproducibility (Appendix A), including CVXPY specifications, parameter files, and fixed random seeds.

The simulation results confirmed that the use of Risk-Informed Planning can increase the network resilience index by 2–3 p.p. and reduce the expected performance losses by almost half compared to the scenario without interventions. The proposed approach can be used for adaptive management of port operations, prediction of critical node states, and optimization of maintenance. Thus, the model forms a scientifically sound basis for the creation of intelligent systems for managing the safety and efficiency of seaports in the context of the digital transformation of the industry. Future research should focus on extending the model to multi-port systems and integrating cyber–physical risks associated with digital twins and AI-based control frameworks.
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Glossary of Symbols




	Symbol
	Definition
	Units / Range
	Description




	Φ(t)
	System performance function
	[0–1]
	Normalized operational state of the port network at time t.


	R(t)
	Instantaneous risk level
	[0–1]
	Probability-weighted measure of operational vulnerability.


	Rnet(t)
	Network-level risk
	[0–1]
	Aggregated risk across all subsystems considering interdependencies.


	RI
	Resilience Index
	[0–1]
	Mean normalized availability; the higher the RI, the more resilient the system.


	ETL
	Expected Throughput Loss
	hours / normalized
	Cumulative loss of functionality over time due to disruptions.


	α
	Degradation rate
	0.1–0.3
	Parameter describing barrier performance decay rate.


	α
	Recovery rate
	0.05–0.25
	Rate of performance restoration during mitigation.


	γ
	Risk transfer coefficient
	0–1
	Coupling intensity between connected nodes (risk propagation).


	wi
	Weighting factor
	Σw_i = 1
	Relative importance of each subsystem or criterion.


	B(t)
	Budget / resource constraint
	[0–1]
	Available fraction of total mitigation resources at time t.


	U(t)
	Control input
	[0–1]
	Decision variable defining mitigation or maintenance action.


	H
	Prediction horizon
	steps (e.g., 10)
	Time window for MPC optimization.


	μ
	Disturbance factor
	–
	Represents stochastic external effects (e.g., weather, cyber event).


	RTO
	Recovery Time Objective
	hours
	Maximum acceptable downtime for restoration.


	RRR
	Resilience Recovery Rate
	[0–1]
	Rate of recovery of system performance after disruption.


	fi(t)
	Risk impact function
	arbitrary
	Quantifies the impact of risk event i over time.


	Ci
	Cost coefficient
	monetary units
	Cost associated with mitigation or maintenance action.










Appendix
Appendix A. Computational Reproducibility


Environment and seed

	Python 3.11, NumPy 1.26, CVXPY 1.4


	Random seed: np.random.seed(42)






CVXPY sketch (aligns with Eqs. (10)–(14))

import cvxpy as cp

# decision variables

x = cp.Variable(n) # mitigation decision vector

r = cp.Variable(T) # risk trajectory

# parameters (loaded from params.json)

W = cp.Parameter(n, nonneg=True) # weights (from AHP/FMEA)

P = cp.Parameter((T,n), nonneg=True) # posteriors P(H_i|E_t)

C = cp.Parameter(T, nonneg=True) # consequence profile

# objective: minimize total risk exposure

obj = cp.Minimize(cp.sum(cp.multiply(r, C)))

# constraints (illustrative)

constraints = [

     r == (1 - cp.prod(1 - P, axis=1)), # risk from posteriors (schematic)

     cp.sum(x) <= C_max, # resource constraint

     x >= 0

]

prob = cp.Problem(obj, constraints)

prob.solve(solver="ECOS")



Pseudo-code (pipeline)

Input: AHP weights w, FMEA RPN, priors p0, evidence stream E_t

For t = 1..T:

# Bayesian update

p_post(t) = BayesUpdate(p_prior(t-1), E_t)

# Network reliability

R_net(t) = ∏_i [1 - p_post_i(t)] # or dependent form with ρ_ij

# ETL/RI update

ETL + = (1/T) * [1 - R_net(t)]

RI = 1 - ETL

# DSS optimization

x_t = argmin_x ∑_i w_i * RPN_i * p_post_i(t) s.t. constraints

update(p_prior(t)) ← f(x_t) # feedback to next step

Output: RI, decisions {x_t}



Files

	/params/weights_ahp.json, /params/rpn_fmea.json, /params/scenario_case1.json


	/code/main.py, /code/opt_cvxpy.py


	/data/logs_case1.csv
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