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ABSTRACT

This study presents a fuzzy logic framework for modelling trust dynamics and ethical decision-making in artificial intelligence (AI) systems within the digital economy. The research investigates how trust, a crucial component of AI adoption, evolves based on adherence to ethical principles, such as privacy, fairness, and transparency. 

A fuzzy rule-based system was developed to quantify trust as a dynamic, context-dependent variable, rather than a binary concept. The model incorporates fuzzy membership functions for key ethical dimensions, with privacy, fairness, and transparency being treated as fuzzy variables. The study further analyzes how varying adherence levels to these ethical principles impact the overall trust score of AI systems. 

The results show that trust increases incrementally based on an AI system’s ethical behaviour. High adherence to privacy, fairness, and transparency results in higher trust scores, with privacy being the most influential factor. A sensitivity analysis demonstrates that reduced privacy significantly lowers trust, indicating the importance of data governance in AI trust dynamics. 

The fuzzy logic framework effectively models trust as a continuum, addressing the complexities of ethical decision-making in AI systems. This approach allows for adaptable, context-aware ethical decision-making, emphasizing the importance of privacy in data governance and providing practical insights for developers, policymakers, and organizations aiming to build trustworthy AI systems. Future research could integrate machine learning to dynamically adjust ethical dimensions, further refining the trust model.
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Introduction

The digital economy has grown so quickly that it has changed the way that businesses, governments, and people use data to make decisions. In the middle of this change are artificial intelligence (AI) and data governance frameworks, which are now needed to deal with the huge amounts of data that are created every day.1 These systems can make decisions automatically, make operations more efficient, and come up with new solutions. They can help in many fields, such as healthcare, banking, education, and public services. Because the data is sensitive and the ethical issues that could arise are serious, strong ways to ensure trust are becoming more important as our reliance on AI systems grows.2

Individuals who do not believe in AI platforms might not want to share their information. Government officials and regulators may also not trust businesses. In reality, trust is a scale that is shaped by many factors, such as how well the system follows moral rules like being transparent, private, and open.3 AI privacy is the extent to which it keeps private information safe from others. People usually lose trust because they think their personal information is at risk when there is a data privacy breach. More people trust AI when it makes fair decisions, especially when it is used in sensitive areas like hiring, lending, or criminal justice.4 If AI systems are seen as “black boxes” or unclear technologies, people might not trust them because of a lack of transparency.5

AI systems work in complex environments where they often have to make decisions based on morals that are not clear or are at odds with each other. Some systems have to pick between keeping users’ data private and sharing it to make the service better. In some systems, being fair is less important than making sure everything runs smoothly. This level of complexity can be understood well with fuzzy logic. This idea was first put forward by Lotfi Zadeh.6 Variables are shown as levels of trust instead of binary states. This helps us understand how trust changes in the real world. Because AI systems handle moral issues so well, it might take a while to trust them. AI can also be taught how to act with rules that are based on systems which can help us make strict moral choices.7

Using fuzzy logic, we will construct a model that can illustrate the evolution of trust in the digital sphere. Research also shows that people use “fuzzy rules” to help them decide what is right and wrong. These rules make openness, fairness, and privacy seem like “fuzzy variables.” It also shows that making moral decisions is not always simple; sometimes, it depends on the circumstances. More trust in AI will grow as it is used in more important areas. To make this happen, we need ethical AI and strong data governance. In this study, trust is regarded as a vague, changing thing that is impacted by lots of moral factors.

The primary objectives of this study are as follows:


i. Develop a fuzzy logic framework that models trust as a dynamic, context-sensitive variable rather than a binary state. This framework aims to capture the complexities of ethical decision-making and trust evolution in AI systems.

ii. Quantify the influence of ethical dimensions (privacy, fairness, and transparency) on trust scores within AI applications. By treating these ethical components as fuzzy variables, the model allows for a more granular understanding of how varying levels of ethical adherence impact trust.

iii. Test and analyse how prioritizing certain ethical principles (such as privacy over transparency) can alter trust levels across different AI governance scenarios.

iv. Propose actionable insights and recommendations for policymakers, developers, and organizations to enhance AI systems’ ethical governance and trustworthiness in the digital economy.



The study is based on the following research questions to reach these goals:


i. How can fuzzy logic be applied to model trust in AI systems as a dynamic, context-sensitive variable rather than a binary state?

ii. What is the impact of ethical dimensions such as privacy, fairness, and transparency on trust dynamics within AI systems?

iii. How does the prioritization of specific ethical dimensions (e.g., privacy over transparency) affect the overall trust score in different AI applications and governance frameworks?



Based on these research questions, we propose the following hypotheses:

Hypothesis (H1): Fuzzy logic makes it possible to model trust in AI systems as a continuum, which allows trust to slowly rise or fall based on moral behaviour.

Hypothesis (H2): In AI systems, higher trust scores will be linked to stricter rules about privacy, fairness, and openness.

Hypothesis (H3): Changing how much ethical factors are valued (e.g., putting more value on privacy over fairness) will have a big effect on how trust works. In data-sensitive situations, privacy is likely to have the biggest effect. With the study’s methodology and findings in hand, we can create ethical AI systems and aid data governance systems in fostering long-term trust within the digital economy.



Literature Review

Building trust in AI systems has become a lot more important over the last few years. This is because AI is growing in value in the online world. AI systems and their users rely on trust, a multifaceted concept that impacts user engagement, rule compliance, and system adoption.8 Many experts and academics are investigating the significance of trust in AI. Concerning AI systems’ relationship with moral concepts, such as honesty, openness, and privacy, they have been primarily focused. These things not only make people less trusting, but they also change how AI works in a way that is moral and responsible.

Ethics in AI: Building Trust

A lot of research has shown the extent to which trust and AI systems following moral rules are linked.9 This is very important for keeping users’ information safe and allowing everyone to use the system. Stahl10 found that people are more likely to trust AI if they think it is moral. This is especially true when it comes to privacy and its functioning. It turns out that moral behaviour has a big impact on how much people trust a website.11 When people and businesses use AI systems, one of the main things they are concerned about is the safety of user data. When privacy is shattered, bigger things can happen in society and the law, resulting in a lower level of trust.

Open AI systems make people more likely to trust them. With open algorithms, there is less of the unknown that comes with black-box algorithms.12 Now, though, a lot of algorithms are very hard to grasp, which makes it difficult to make AI more open. A lot of the time, they have to work with very large datasets and machine learning models that are tough for non-experts to fully grasp. Thakur et al13 assert that trust is important for AI to work well in fields with a lot of data, such as healthcare, e-commerce, and finance. They discovered that people are more likely to trust AI systems when there are strong safeguards in place to ensure that data is handled fairly. In these frameworks, rules tell us how to get, store, use, and share the data. Mazurek and Małagocka14 claim that rules that make AI systems follow data privacy laws (like General Data Protection Regulation [GDPR]) and make it clear how user data is used can help people trust these systems.

To ensure that AI is used in a way that is acceptable to society, it is morally important to adhere to privacy regulations, be transparent, be useful, and reduce bias (as shown in Figure 1). The most important things to think about when it comes to the law are accountability, privacy, responsibility, correctness, and freedom of choice. Safety, cognitive services, accountability, acceptance, and robot rights are just a few of the many interconnected big ideas. It is important to find a balance between legal and moral issues so that AI systems are trustworthy, open to everyone, and responsible.


[image: An illustration depicts the legal and ethical considerations in artificial intelligence. The considerations are accountability, transparency, inclusion, planning, bias, robot rights, security and cognitive services.]

Fig 1 | Legal and ethical considerations in artificial intelligence (AI) 

Source: Naik et al15



Challenges in Trust and Ethical AI Systems

It can be hard to trust AI because it is always changing and getting smarter. Therefore, static or binary models cannot be used to check whether it is reliable. AI that follows rules is often made more ethical by adding rule-based systems. According to studies, rule-based systems are overly inflexible to handle the ambiguities and shifts that occur when making obvious moral decisions.16 One example of a rule-based system is the idea that AI should always put the privacy of data first. But in real life, getting privacy might mean that things are less open or fair.17,18 When AI systems are too fixed in their ways, it can be hard for them to make fair decisions that take everything into account.

“Ethics by Design” in AI means taking moral, legal, and technological issues into account to make sure that AI development is done in a responsible way.20 A big part of “Ethics by Design” is making sure that AI systems have morals from the very beginning. Around this core, we can see three main areas: law, ethics, and technology, as depicted in Figure 2.21 Law experts emphasize that AI systems should be limited in what they can do, their intellectual property (IP) should be protected, and they should be given tools to assist them in following the rules. The last domain is Technology, which looks at what can be done technically. It examines tools that can help make rules and protect “Onlife” rights, which are rights that cover both online and offline interactions.22 While AI is progressing, these moral and legal limits need to be taken into account. Morality is subjective and up to individual judgement. It speculates on how AI, once implanted in human brains, might one day become self-aware, as AI has the potential for both good and evil, and AI fundamentally lacks moral or ethical dimensions.23 Elon Musk considers it the most important technological advance of our time.


[image: An illustration of a chart depicts the ethics by design which includes onlife rights, digital platforms regulation, ethics, tooling for interpretable AI, fighting digital bias, technology, AI tools for regulation making, IP protection of AI model and law.]

Fig 2 | Will AI ever be ethical? 

Source: World Economic Forum. Will AI ever be ethical? Not according to itself. World Economic Forum. 2021 Dec 15.19 Image: Atos 2019



Fuzzy Logic as a Solution to Trust Dynamics in AI

In fuzzy logic, there are different levels of truth, not just true or false options like in binary logic.24 For this reason, it is very good at modelling uncertainty and slow changes in situations where choices are not clear.25,26 The groundbreaking work that Zadeh did on fuzzy logic gives us a way to deal with not knowing what to do or being too vague. Because of this, it is perfect for modelling trust, which is affected by many variables that are not always easy to measure. The level of trust that people have in AI systems can be influenced by how effectively the systems adhere to moral principles, such as privacy and fairness. When people’s trust levels rise or fall gradually rather than suddenly, fuzzy logic can model this phenomenon.

Some new research has looked into how fuzzy logic can be used in AI, especially when the AI has to make moral decisions. For their study, Alonso et al27 used fuzzy logic to make a model of the moral problems faced by AI systems. What they showed is that AI can make better decisions with the help of fuzzy rule-based systems. Some ethical dimensions are privacy, fairness, and transparency. By giving these dimensions fuzzy values, the AI system can compare them and make decisions that are not either/or but instead show a balanced ethical approach. It is important to be able to deal with trade-offs and ambiguities when there is not a single answer that is completely moral in every way.

Data Governance and Trust in the Digital Economy

The digital economy makes it even more important to have good data governance if we want people to trust AI systems.28,29 The economy we have now makes data more valuable, so the systems that gather, store, and use it need to make sure that AI systems follow privacy laws and are honest. A study by Saura et al.,30 proclaims that to build and keep trust, there is a need for strong data governance. This is very important in fields where private data is handled by AI, like healthcare and finance.

Most of the time, data governance frameworks have rules about how to handle user data. These rules include privacy policies, moral guidelines, and ways to make sure that rules are followed.31 Setting up these kinds of systems can change the way trust works directly. When people know AI will be honest and safe with their data, they are more likely to trust it. Frameworks for data governance should be adaptable since rigid models might not be able to keep up with the changes that happen over time in AI applications that are driven by data.32,33

Finding the best balance between moral issues like privacy, fairness, and openness is a big part of data management. For this reason, AI systems need to be able to make moral decisions in real time so that the system keeps running smoothly. Because it allows AI to think about moral issues as fuzzy variables, fuzzy logic is believed by many to be a potential solution to this problem. However, AI can assess the degree to which fairness, privacy, and transparency are upheld without actually deciding on these areas.

Fuzzy Logic in Ethical Decision-Making

In a fuzzy logic-based system, parts of ethics like fairness, privacy, and openness are given fuzzy membership functions.34,35 We can see how well these dimensions are met by these functions. One example of a value for privacy is 0 (no privacy) and 1 (complete privacy). Values in the middle show how well privacy rules are being followed in some situations. After that, systems with fuzzy rules can be built to help the AI make moral decisions. The ethical decision score will be high if all of these things are high: privacy, fairness, and transparency. If one or more of these things is low, the ethical decision score could also be moderate or low. By utilizing fuzzy logic, AI can make more complex moral judgements that weigh the pros and cons of various moral dilemmas. It is possible to fully understand how trust changes in AI systems when we look at both fuzzy trust modelling and fuzzy ethical decision-making together. In the digital economy, AI will play a bigger role, so it will be important to be able to model trust as a variable that changes over time.



Methodology

Core Components of the Fuzzy Logic Model

The main variables chosen in this fuzzy logic model are privacy, fairness, transparency, and trust because they play such an important role in ethical AI governance. These variables show important aspects of following the rules of ethics that have a big effect on how much people trust AI systems. The values of each variable are represented as fuzzy variables, which means they can be any number between 0 and 1. They are not limited to two states, like “privacy-compliant” or “not privacy-compliant.” This setup lets the model show how ethical behaviour changes over time, so it can adapt to the complex realities of AI ethics. Variables’ description is presented in Table 1.






	Table 1 | Fuzzy Variables and Their Rationale




	Variable
	Description
	Rationale for Inclusion



	Privacy (P)
	Degree to which the AI system safeguards user data and respects confidentiality
	Privacy is a foundational principle in AI ethics, especially for applications handling sensitive data. Lack of privacy protection is a primary reason for mistrust



	Fairness (F)
	Extent to which the AI system operates impartially and avoids bias
	Ensuring fairness is crucial to avoid discriminatory outcomes, especially in sensitive areas like hiring, lending, and law enforcement



	Transparency (Tr)
	Level of openness in how the AI system operates and explains its decisions
	Transparency addresses the “black-box” problem in AI, where users cannot see or understand how decisions are made, leading to scepticism and lower trust



	Trust (T)
	Overall level of trust users have in the AI system
	Trust is the outcome variable of the model, influenced by the ethical adherence to privacy, fairness, and transparency





These variables were chosen to show important ethical issues that influence people’s decision to trust AI systems. The model can change trust scores based on the exact mix of privacy, fairness, and transparency levels because it models each ethical dimension separately.

By using these membership functions, the fuzzy logic model can capture the subtleties of ethical adherence in AI systems, providing a trust score that realistically reflects how varying degrees of privacy, fairness, and transparency influence overall trust. This flexible approach allows the model to adapt to different contexts, making it a robust tool for evaluating trust in ethical AI governance.

Data governance frameworks that use AI systems illustrate the operation of trust and the making of moral decisions using fuzzy logic. Our method is made up of two main parts: a fuzzy rule-based system for deciding what is right and wrong and fuzzy trust levels. As a whole, it should demonstrate how challenging it is to trust another person while still acting morally. Because of these updates, the AI system trust model is much better now as it becomes both more adaptable and accurate. AI systems use a fuzzy variable () to represent trust. Its value can be any number between 0 (totally not trust) and 1 (totally trust). It changes over time based on how the AI system works. When it comes to trust, being honest, open, and respectful of privacy are all important moral actions.

Membership Functions and Their Application

In the fuzzy logic model, each variable has a membership function that tells the model how to map input values to a fuzzy level of adherence. The shapes of the membership function depend on how the variable affects trust and the level of ethical adherence. The sigmoid and triangular functions used in this model were picked because they can show gradual changes and clear thresholds, respectively (Table 2).






	
Table 2 | Membership Functions and Their Description




	Variable Membership Function Description of Function Shape Rationale for Function Selection



	Privacy (P)
	Sigmoid
	A smooth S-shaped curve, allowing gradual increases in privacy adherence to proportionally increase trust
	Privacy adherence often grows gradually as compliance improves. The sigmoid function captures this smooth, continuous growth, reflecting the incremental impact of privacy



	Fairness (F)
	Triangular
	A peak in the middle, indicating a balanced range where fairness is optimal and lower values result in sharp declines
	Fairness often has an optimal range, with non-compliance quickly decreasing trust. The triangular function reflects this, highlighting that these small biases lead to sharp trust drops



	Transparency (Tr)
	Sigmoid
	A gradual increase in trust with higher transparency, levelling off as maximum transparency is reached
	Transparency’s influence on trust is often continuous, with incremental improvements leading to increased trust. The sigmoid function captures this ongoing increase



	Trust (T)
	Sigmoid
	The final trust score reflecting combined ethical adherence, with trust rising smoothly as privacy, fairness, and transparency improve
	Trust is an outcome variable influenced by multiple factors, and the sigmoid function allows for a realistic, smooth increase based on cumulative ethical adherence





The sigmoid function is used for privacy and transparency because trust in these dimensions typically grows progressively with incremental improvements. For example, as privacy measures strengthen, user trust rises steadily, eventually levelling off once maximum adherence is achieved. This smooth increase aligns with real-world expectations where continuous compliance enhances trust.

To express trust levels mathematically, we employ a sigmoid membership function, μTrust(x), a widely used function in fuzzy logic to model gradual changes:

μTrustX=11+e−kx−e

where X shows the AI system’s ethical behaviour score, which is a total score based on how well it follows ethical rules. k is a constant that controls how sharply trust increases with improved ethical behaviour. Higher values of k result in a steeper curve, which means that trust grows faster when certain moral standards are met. For instance, if an AI system only partially follows ethical rules, x would be worth very little, leading to a lower trust level. But as compliance goes up, like meeting important privacy standards, x gets closer to θ, which makes T(x) go up sharply as trust grows.



Triangular Membership Function (for Fairness)

The triangular membership function is used for fairness as it has a clear peak value, indicating an ideal adherence range. In this case, the function assigns the highest trust level to a balanced, unbiased state, with declines on either side if fairness decreases. The triangular shape is ideal here because fairness often has a more discrete impact: Even slight biases can cause trust to drop sharply, which the triangular function captures.

For fairness (F), which typically has an optimal range, we use a triangular membership function:

μFairnessx=max(0,1−|x−ab−a|)

where x is the fairness adherence level, a is the ideal fairness level at which the maximum trust is achieved, and b represents the tolerance range around the ideal fairness level. Values outside this range lead to a sharp decline in trust. This triangular function reflects that trust is highest when the fairness level is close to the ideal range (around a) and decreases sharply when fairness deviates from this optimal level. This models the reality that even slight biases can significantly reduce trust.

Example Application of Fuzzy Trust Levels

We can set a minimum level of compliance for AI systems that put privacy first, like when they follow data protection rules like GDPR. However, the level of compliance changes based on how strictly privacy compliance affects trust. In real life, where rules must be followed and user expectations are high, this allows trust levels to show what moral actions people should take.

Fuzzy Rule-Based Ethical Decision-Making

This study tests how well AI systems can make moral choices by using both a fuzzy variable to model trust and a fuzzy rule-based system. To make ethical choices in AI, we often have to balance a lot of different ethical principles, like fairness, privacy, and being open. Every one of these rules is shown as a fuzzy number that ranges from 0 to 1. If the value is greater than 0, people are following the rule. If the value is greater than 1, then everyone is following the rule to the letter.

These general things help us figure out how moral the AI is: It is important to keep user data safe. Safety (P) checks how well the AI system follows safety rules for privacy. The degree to which the system strives for impartiality in selecting winners and preventing bias from impacting results is indicated by the “fairness” (F) variable. How effectively an open system defends and explains its decisions to users and other important parties is one indicator of its openness. This is done with the transparency (Tr) variable. The overall score for moral behaviour goes up because of these moral factors. E(x) shows how well the AI system does in terms of being fair, private, and open.



Fuzzy Rule Construction

To see how well the AI system follows moral rules, a set of vague rules is used. Because of this, it gets points for making moral choices. Conditional statements that rank moral choices according to their fairness, transparency, and privacy make up rules. Here are some examples of rules:


i. If privacy (P) is high, fairness (F) is high, and transparency (Tr) is high, then the ethical decision score (E) is high.

ii. If privacy (P) is low or fairness (F) is low, then the ethical decision score (E) is moderate or low.

iii. If transparency (Tr) is low, then the ethical decision score (E) is low.



These rules are used by fuzzy logic to make an ethical decision score that tells you how moral the AI is in general. There are times when the fuzzy system’s rules can be changed to meet different legal or moral needs.

Fuzzy Aggregation of Ethical Scores

The final ethical decision score E(x) is calculated using a weighted aggregation of the fuzzy variables P, F, and Tr:

E(x) = w1 P + w2 F + w3Tr

where w1, w2, and w3 are weights, and the trust model shows how important each ethical dimension is by giving it a score. The scores range from “somewhat” to “very important.” Firms can put different ethical issues at the top of their list based on the needs of their industry since these weights are adjustable. Concerns about the law and right and wrong may make privacy more important in healthcare. Some places, like schools, value openness more than others, so being able to explain decisions might be more important there.

Combining Trust and Ethical Decision Scores

There is one trustworthiness score made up of the fuzzy trust score and the ethical decision score. This is done to show how trust works in the AI system. This score shows how trustworthy the AI system is as a whole based on how well it follows moral rules and gains users’ trust over time. The overall trust score Ttotal is calculated by aggregating the ethical dimensions (privacy, fairness, and transparency) within the fuzzy framework:

Ttotal = w1P + w2 F + w3 Tr

This score lets us know how well AI systems keep our privacy safe, are fair, and are open. We can use fuzzy logic to show how AI systems trust each other and decide what is right or wrong on a small or large scale. This time, trust is shown as a range instead of a single number. This proves that trust grows over time and gives a way to handle rule-based moral binds. Privacy, fairness, and openness are valued in different ways in different fields, so this method can be used in those fields. Firms can change the way they check trust based on their own needs and the rules that affect them.

Validation through Prior Research

We use foundational theories and new empirical applications of fuzzy logic in ethical AI and decision-making frameworks to show that our fuzzy logic approach works. This process of validation makes sure that our model is strong and useful for studying how trust works in AI systems.

Zadeh6 came up with the basic ideas of fuzzy logic in 1965. Since then, there have been many improvements to the model, including his important work in 1996 that showed how useful it is in situations with uncertainty and slow changes. In his theory, which was based on the degrees of truth instead of absolute states, variables that do not fit into simple binary definitions could be modelled. Because of this, fuzzy logic is perfect for use in ethical AI, where strict moral standards, like protecting privacy or making sure everyone is treated fairly, cannot be properly shown by rigid, binary classifications. Fuzzy logic allows us to make more realistic and flexible decisions by consenting to choose from a range of values. This is especially helpful when we need to make ethical trade-offs based on the situation, which helps AI systems understand how trust works in complex ways.

Applications in the Ethics of AI 

Because fuzzy logic is flexible, it is widely used in ethical AI frameworks. Fuzzy rule-based systems were used by Omari and Mohammadian36 and Varshney and Torra37 to study how AI should make ethical decisions. They specifically looked at situations where values like privacy, fairness, and transparency clash. Their research showed that fuzzy logic is a good way to handle ethical conflicts because it lets systems balance different ethical principles without making people strictly follow one over the others. This finding backs up the use of fuzzy rule-based models in our study, especially when different ethical values may not be equally important, like when privacy is more important than openness in some sensitive applications.

Internet of Things systems focus on situations where moral flexibility and making decisions in real time are very important.38–41 Research showed that fuzzy variables allow systems to make moral choices that are not limited by hard and fast rules. This makes them flexible in tricky moral situations where following one moral principle might need to be changed to fit another. This adaptability is important for ethical AI systems because they work in environments that change quickly and following all ethical rules perfectly is often not possible. Fuzzy logic can help AI systems make better ethical decisions in many different areas by letting them handle different levels of adherence. This supports the flexible trust modelling framework we proposed in our research.

Techniques for Validating Empirical Models

We have done both theoretical and empirical validations of our fuzzy logic model to show that it is reliable. These include sensitivity analysis and scenario-based testing. To do a sensitivity analysis, we changed the ethical dimensions of privacy, fairness, and transparency in a planned way to see how they affected trust. Our results showed that privacy was a very important factor in figuring out trust scores, as even a small drop in privacy compliance had a big effect on the level of trust. This is in line with what people have seen in real life in privacy-sensitive areas like healthcare and finance.42 It was also found that transparency had a big effect on trust, especially in areas where clear decisions are needed, like in financial applications. It was found that trust in financial and regulatory settings depends on the openness of the system.43 These results show that our model correctly shows how important different ethical aspects are in different situations.

We did scenario-based testing in specific use cases, like healthcare and finance, to make sure that the model could be used in a lot of different areas. When it comes to healthcare, where data security is very important, privacy is given a lot of weight. When privacy standards were lowered, the model’s trust score dropped significantly. This is in line with real-life observations that patients value privacy when they share data with healthcare systems.44 When it comes to finance, transparency is emphasized because clients expect decision-making processes to be clear and open. When transparency was low, trust scores dropped a lot, which is what users expect in financial services, where it is clear how decisions are made and that builds trust.

Rationale for Fuzzy Logic in Modelling Trust in Ethical AI

Fuzzy logic is a great way to model trust in ethical AI because it takes into account how trust grows over time, which is something that binary or deterministic decision-making models cannot do well. Fuzzy logic is different from traditional binary logic because it does not just accept true or false statements. When AI systems are used in the real world, moral principles like privacy, fairness, and openness are not always absolute. Instead, they change levels of strictness depending on the situation, the level of compliance, and the expectations of stakeholders. Fuzzy logic is a more realistic and flexible way to judge trust because it lets people follow ethical rules in some situations.

When it comes to ethical AI, trust is always changing. Instead of going from “trusted” to “untrusted” all at once, it changes over time based on what an AI system does and how well it follows ethical rules. As an example, an AI app might slowly gain trust if it always follows privacy rules. On the other hand, a small privacy breach could lower trust without completely erasing it. Fuzzy logic can describe this changing pattern, where trust can rise or fall smoothly depending on how ethically sound someone is acting. This adaptability is very important for ethical AI because trust must be earned and kept by always following ethical rules. A model that only uses binary logic would miss these subtleties, giving a too-simplified picture of trust that could be wrong in more complicated situations.

Also, fuzzy logic works really well in situations where different morals might clash or need to be traded off. Ethical principles like fairness, privacy, and transparency do not always work well together in AI systems. For example, to improve transparency, some information might have to be made public, which could put privacy at risk. Fuzzy logic is a good way to deal with these kinds of trade-offs because it lets you think of each ethical dimension as a variable that has its own weight and level of adherence. Because of this, rules can be made that take into account different levels of importance for ethical factors, and trust scores can be changed to reflect this without forcing an all-or-nothing approach. Fuzzy logic is a flexible, rule-based framework that understands how hard it is for AI to make moral decisions, where some principles may be more important in some situations than others.

Additionally, fuzzy logic’s ability to represent doubt and ambiguity fits well with the way ethical problems arise in AI, where information is often lacking and social norms are always changing. AI works in many different settings, each with its own set of ethical rules that can change quickly as social norms and laws change. Because fuzzy logic can deal with uncertainty, the model can adapt to these changing standards and stay useful even as moral priorities change. This ability to change is very important in ethical AI because a model that cannot change could quickly become useless as new ethical issues come up. The trust model is flexible and can reflect the complexity of ethics in the real world because it uses fuzzy logic. This makes it a powerful tool for helping AI systems make decisions.



Results

The model, which is based on fuzzy logic, gives serious consideration to the mechanisms of trust and the decision-making process of AI. The effects of transparency, equity, and privacy on these domains are carefully considered. The fuzzy trust model helped us see how following each moral factor affects the overall trust score. It was clear that a range is better than a single value for showing trust. The results also show that privacy is a big part of trust scores. This is true because trust drops very quickly when privacy rules are broken, even when everything is fair and open. We show through a set of scenarios and sensitivity analyses that the most moral choices are the ones that have the highest levels of adherence in every way.

Fuzzy Trust Model and Ethical Decision Scores

People trust AI systems more or less based on how fair, private, and open they are. The Fuzzy Trust Model and Ethical Decision Scores framework can be used to look into these issues in more depth. It is seen as a spectrum with different moral levels. An essential component of trust-building is prioritizing privacy, which the model was able to do according to its weights. These moral factors are used by the fuzzy rule-based system in this framework to come up with an ethical decision score. This score can be used to judge the morality of an AI system.

Table 3 shows different situations with different levels of fairness, privacy, and openness, along with the fuzzy trust model scores that go with them. The trust score T(x) was created using a sigmoid membership function, which allowed the trust to grow slowly as the AI got better at being ethical (as shown by the following privacy, fairness, and openness rules). The formula for this membership function was:






	Table 3 | Trust Levels Based on Ethical Behaviour




	Privacy (P)
	Fairness (F)
	Transparency (Tr)
	Weighted Ethical Behaviour (x)
	Trust Score (T(x))



	0.7
	0.6
	0.8
	0.73
	0.75



	0.5
	0.9
	0.85
	0.725
	0.74



	0.4
	0.6
	0.8
	0.61
	0.55



	0.8
	0.7
	0.9
	0.79
	0.78



	0.6
	0.5
	0.6
	0.57
	0.53





Tx=11+e−2x−0.5

Once specific moral requirements are satisfied, there are significant obstacles to a person’s trustworthiness, as this function shows. When an AI system consistently acts ethically, trust goes up sharply. Users will only trust this setup more if it is clear that it follows moral rules. When scores for both privacy and transparency were moderate to high, scores for trust were always higher. These two things have an impact on trust. In real life, this works well for apps in healthcare, finance, and public service where user trust is important.

Scenario 1: Very Public and Private (Trust Score = 0.75)

When people were very open (0.8) but not very private (0.7), the trust score was 0.75. This suggests that being open and truthful can compensate for some loss of privacy, provided that adequate privacy is still maintained. Even if privacy rules are not fully met, users may feel better about the AI’s choices if they know the criteria it used to make them. Users can trust the system if it is more open, even though it does not strictly follow privacy rules.

Scenario 2: Not Very Open and High Privacy (Trust Score = 0.74)

The trust score was also 0.74 when privacy was high (0.85) and openness was moderate (0.7). This shows that strict privacy rules do help trust, even if they are not fully transparent. It is important to protect patient data, so privacy is important in healthcare. Moderate transparency means that some AI systems might not fully explain how they make diagnoses.

Scenario 3: The Trust Score Drops from 0.75 To 0.55 because of Low Privacy and Fairness and Openness that do not Change

Privacy went from moderate (0.7) to low (0.4), but fairness and transparency stayed the same. Trust dropped sharply from 0.75 to 0.55. This drop shows how important privacy is to trust; losing privacy impacts trust more than other moral ideas. This might be like an AI-powered personalized marketing system that is very open about how it customizes ads (e.g., by telling users what data is used and why certain ads are shown) but not very good at protecting users’ privacy (e.g., by sharing data with third-party advertisers). It is clear, but users do not trust it as much when privacy rules are not followed to the letter. If people who do not have access to users’ data can get to it, they might feel unsafe and troubled and could lose faith in the system.

It turns out that privacy always has a bigger effect on trust, even though openness also has an effect. People can trust each other more when they have some privacy and a lot of openness. Trust is earned only by keeping people’s privacy safe, especially when it comes to apps that deal with private information. Privacy should come first when AI is used in healthcare, finance, and the government. By investing in privacy measures such as data encryption, access limits, and data anonymization, businesses can gain people’s trust. In real life, people trust AI in different ways depending on the situation, as shown by this fuzzy logic model. Truthfulness and openness help build trust, and strict privacy rules make it stronger.

Ethical Decision-Making Model: Weighted Aggregation of Ethical Scores

The ethical decision score E(x) was calculated using the weighted sum of privacy (P), fairness (F), and transparency (Tr). These dimensions were weighed as follows:


w1 = 0.4 for privacy,

w2 = 0.3 for fairness, and

w3 = 0.3 for transparency.



Table 4 shows different mixes of privacy, fairness, and transparency, along with the scores that were used to make ethical decisions. The ethical decision score E(x) was found by adding up the privacy (P), fairness (F), and transparency (Tr) dimensions. After that, we could look at how these moral issues affect AI’s choice-making in general. This model gave privacy the most weight (0.4), which shows its importance for figuring out what is right and wrong. The weights for fairness and transparency were both 0.3 when ethics were taken into account.






	
Table 4 | Ethical Decision Scores for Different Scenarios




	Privacy (P)
	Fairness (F)
	Transparency (Tr)
	Ethical Decision Score E(x)



	0.7
	0.6
	0.8
	0.73



	0.5
	0.9
	0.85
	0.725



	0.4
	0.6
	0.8
	0.61



	0.8
	0.7
	0.9
	0.79



	0.6
	0.5
	0.6
	0.57





Scenario 1: High Openness and Moderate Privacy: A Strong Score for Ethical Decision-Making 

Privacy got a score of 0.7, fairness with a score of 0.6, and transparency got a score of 0.8 for the first case. This mix has both high transparency and moderate privacy, which shows how important high transparency is for the ethical score. This means that a moderate level of fairness and high transparency can still make people feel very ethical, as long as their privacy is respected. For users to trust the app, they need to be able to see how decisions are made. Very clear (0.8) means that it is easy to see how choices are made and how data is used in the system. Privacy protections are moderately enforced (0.7), which means that there is some freedom in how data is handled without compromising core protections. These factors work together to make a strong ethical score, which suggests that transparency can strongly support ethical assessments as long as privacy is kept at a basic level.

Scenario 2: Fairness is High and Privacy is Moderate, so the Ethical Score is Balanced

When privacy was set to 0.5, fairness was set to 0.9, and transparency was set to 0.85 in the second case, the ethical decision score reached 0.725. High fairness is a key part of the ethical evaluation here, and it helps balance out the lower privacy score. This finding shows that when both fairness and transparency both high, a slightly lower privacy score can still be supported, and the ethical assessment will still be pretty strong. People trust the system more in this case because they think it is fair and clear, even though privacy is not as well protected as in some other cases. An AI system used in healthcare to help sort patients into groups might put fairness first, making sure that decisions are fair and unbiased (fairness at 0.9). It also keeps its high transparency (0.85), which lets users understand the criteria used to make decisions. Privacy is a little lower (0.5), but it is enough for compliance. It is not optimal, though, because some non-identifiable data might be shared for better healthcare insights. In this situation, fairness and transparency work together to build ethical confidence. They make up for the slightly lower privacy adherence, giving the situation an ethical score of 0.725.

Scenario 3: Loss of Ethical Score Due to Lack of Privacy and Constant Openness and Fairness

In the third scenario, privacy was lowered to 0.4, while fairness and transparency stayed at 0.6 and 0.8, respectively. Because of this, the ethical decision score dropped to 0.61, which is a big decline from the previous scenarios. Even if the system maintains high or stable scores for transparency and fairness, privacy breaches significantly impact how ethically it is perceived, as shown by the drop in scores. An AI system used in customer service that uses user data to improve responses might get a high score for fairness (0.6), meaning it treats all users about the same, and a moderate score for transparency (0.8). This means it tells users how data is used. But the ethical score drops a lot if privacy measures are not strong (0.4), like when data is shared with third-party advertisers without clear user consent. Users are less likely to like the system, even if it is open and fair because privacy breaches put them at risk of having their data misused. This example shows that privacy is a must for ethical AI, even if it is completely open and fair. This is especially true in areas where data is very personal.

Scenario 4: The Best Ethical Score is One with High Privacy, Fairness, and Openness

In a different situation, the ethical decision score was the highest at 0.79, with high scores for all three dimensions: privacy (0.8), fairness (0.7), and transparency (0.9). The ethical score is highest when high ethical standards are met across all dimensions. This suggests that full compliance with privacy, fairness, and openness is the best way to get high ethical scores. When these three aspects are taken into account, user trust and regulatory compliance are more likely to be at their best. This situation is a good fit for a financial AI platform that puts privacy first, makes sure credit checks are fair, and keeps things very open (e.g., by requiring full user disclosures). The system gets a high ethical score by maximizing each ethical dimension. These kinds of setups are especially helpful in fields that are closely regulated because making sure that everyone follows ethical standards greatly increases trust.

Scenario 5

The ethical decision score for the last scenario was 0.57, which was the lowest in this set. This was because people only moderately adhered to privacy (0.6), fairness (0.5), and transparency (0.6). This result shows that moderate adherence across all dimensions leads to a lower ethical score because no single dimension is strong enough to make up for the others. It seems that people’s sense of ethics is weakened when only some of the dimensions are met. Because of this, prioritizing at least one or two ethical dimensions is critical for establishing credibility. In a generalized AI for customer analytics, users may think that the system is satisfactory but not perfect when it comes to ethical standards if it adheres to most of them. In low-risk situations, this kind of average performance across dimensions might be fine. But in fields that need a lot of user trust, like healthcare or finance, stronger adherence in at least one area (like privacy or openness) would be needed to improve how ethical people see things. Because privacy has a big effect on user trust, these results show that companies should make it a top priority in their data governance and ethical AI frameworks.

Sensitivity Analysis: Impact of Privacy on Trust Score

The sensitivity analysis demonstrates how variations in privacy adherence significantly affect the trust score T(x) within the AI system. In this analysis, privacy (P) was systematically reduced while keeping fairness (F) and transparency (Tr) constant at 0.6 and 0.8, respectively. By isolating privacy, we aimed to assess its impact on trust, providing insights into how crucial privacy adherence is in maintaining a high trust score, as presented in Table 5.






	
Table 5 | Sensitivity Analysis of Privacy on Trust




	Privacy (P)
	Fairness (F)
	Transparency (Tr)
	Weighted Ethical Behaviour (x)
	Trust Score (T(x))



	0.7
	0.6
	0.8
	0.73
	0.75



	0.4
	0.6
	0.8
	0.61
	0.55



	0.3
	0.6
	0.8
	0.55
	0.52



	0.2
	0.6
	0.8
	0.49
	0.47



	0.1
	0.6
	0.8
	0.43
	0.44





Initial Scenario: High Privacy (P = 0.7) and High Trust Score (T(x) = 0.75)

The trust score is 0.75 in the first scenario, where privacy compliance is moderate to high (P = 0.7), showing that users have a lot of faith in the AI system. The high trust score suggests that users think that the system is moral and reliable when privacy rules are followed to a reasonable degree and there is consistent fairness and transparency.

Privacy Loss (P = 0.4): Trust Score Drops to 0.55

We see a big drop in the trust score to 0.55 as privacy adherence goes from 0.7 to 0.4. This big drop shows that less privacy hurts trust right away, even if fairness and openness stay the same. This drop in trust suggests that privacy is a key factor in trust and cannot be broken without making users less confident. If third-party marketers are allowed to share data with a financial AI platform used for credit risk assessment, people may not follow privacy rules as closely. Even if there is clear fairness and transparency (for example, by explaining why loans are turned down and making sure that evaluations are fair), users will probably feel uneasy if outside entities can see their personal financial information. This lack of privacy protection can lead to a big drop in trust, since users may think their information could be misused, which impacts the system’s credibility.

Even Less Privacy (P = 0.3): Trust Score Keeps Going Down to 0.52

The trust score drops again, this time to 0.52 when privacy is respected even less, to 0.3. This steady drop shows that privacy is important for keeping users’ trust, and any weakening of privacy standards has a domino effect on trustworthiness. For example, a social media site that uses AI to suggest content starts to loosen its privacy settings, letting advertisers see more information about its users. It does not matter if the platform is clear about its algorithms or treats users fairly; the lack of privacy protection can make people feel like they are being spied on. People may think that their personal information is being used for advertising too much, which can make them lose trust. People who feel like they have less control over their personal information are less likely to trust others, even if other ethical issues are handled well.

The Trust Score Drops a Lot to 0.47 when there is Low Privacy (P = 0.2)

When people do not follow privacy rules (P = 0.2), the trust score drops even more, to 0.47. One clear message from this big drop is that trust is fundamentally broken when privacy is not respected. Users are likely to question the system’s moral integrity even if it is always open and fair. Think about an AI system in a store that uses past purchases to make personalized suggestions. Users may feel like their buying habits are no longer private if this system starts sharing detailed information about user preferences with outside vendors (low privacy adherence).

Very Little Privacy (P = 0.1): The Lowest Level of Trust (T(x) = 0.44)

In the last case, where privacy is not respected much (P = 0.1), the trust score drops to its lowest point of 0.44. At this point, there are almost no privacy protections, and even though the AI system tries to be open and fair, users do not trust it at all. These results show that privacy is an important part of trust. Other moral qualities, like being honest and fair, cannot fully rebuild trust without adequate privacy. An online shopping recommendation system that uses AI might share user data with partner sites in a public way. The lack of privacy protection makes it hard to trust the system, even if it is clear about how it uses data and fairly makes recommendations.

Several things happen in the real world because of this finding: Privacy should be very important to businesses and should be at the heart of their data governance frameworks. Companies can keep users’ trust even in complex AI applications by making sure privacy is well protected. Being open and fair is important, and they also help protect privacy. In industries where user data is very important, like finance, healthcare, and social media, privacy protections must be strictly followed to keep users’ trust and meet regulatory requirements.

Figure 3 shows the way through which trust in AI systems grows over time as they become more ethical. At first, when the ethical behaviour score is low, the trust score rises slowly. This shows that users are still wary when AI systems do not follow important rules like privacy, fairness, and openness. This slow growth shows that trust is still being built and that just doing the right things will not make people feel very confident. The red dashed line points to the point (0.5) where trust starts to rise quickly. The curve loses its shape as the score for moral behaviour goes up. To get the most trust, privacy, fairness, and openness must always be respected. For this part of the curve, simple morals can help build trust. But over time, we need to follow more complex morals to get the most trust from users.


[image: An illustration of a graph of sigmoid membership function for fuzzy trust. The graph depicts trust score increases steadily and trust escalation threshold is 0.5.]

Fig 3 | Sigmoid membership function for fuzzy trust



Figure 4 shows how the ethical dimensions of privacy, openness, and fairness affect the overall ethical decision score E(x) in different situations. Privacy always makes the biggest difference in the ethical decision score because it has the highest weighting (0.4). Being honest is more important than being fair and transparent, which each weighs 0.3. Privacy is getting a lot of attention these days, which shows how important it is for building trust when it comes to private information. When privacy is moderately high, like in Scenario 1 (privacy = 0.7), being open and honest makes the moral score higher. This backs up the idea that being honest and open builds trust as long as privacy is respected. When privacy scores are low, like in Scenario 3 where privacy = 0.4, the ethical decision score changes a lot, even when fairness and transparency scores are moderate to high. This pattern makes a point of showing that openness can help build trust, but it works best when combined with strong privacy safeguards, which are an important part of ethical AI.


[image: An illustration of a bar graph depicts the fuzzy aggregation of privacy, fairness, and transparency for five scenarios from scenarion1 to scenario 5.]

Fig 4 | Fuzzy aggregation of privacy, fairness, and transparency



Figure 5 shows that trust is more sensitive to changes in privacy adherence, with trust scores dropping more quickly as privacy decreases. This sharper curve shows that the relationship between respecting privacy and trust is not linear. It shows that even small decreases in privacy can cause trust levels to drop significantly. For example, trust drops quickly when privacy goes from 0.7 to 0.4, which supports the idea that privacy is a key part of trust. As people’s adherence to privacy continues to drop, the trust score gets closer to zero. This shows that low privacy seriously undermines user confidence, even when other ethical factors like fairness and transparency are taken into account.


[image: An illustration of a graph depicts the sensitivity analysis of privacy on trust. The graph tells us the trust is more sensitive to changes in privacy adherence, with trust scores dropping more quickly as privacy decreases.]

Fig 5 | Sensitivity analysis of privacy on trust



Mathematical Derivation of Fuzzy Logic Rules

It is possible to test AI systems on three different moral dimensions: fairness, privacy, and openness. These can be done by using fuzzy rules to make moral decisions. The ethical decision score E(x) changes depending on how well the rules are followed. This is because each rule looks at a different mix of these factors. We can see how these moral issues affect the score as a whole by breaking down each rule (Table 6).






	Table 6 | Fuzzy Rule-Based System for Ethical Decision-Making




	Rule Condition
	Privacy (P)
	Fairness (F)
	Transparency (Tr)
	Ethical Decision Score E(x) Outcome



	Rule 1: If P is high, F is high, Tr is high
	High
	High
	High
	High



	Rule 2: If P is low or F is low
	Low
	Low
	-
	Moderate or Low



	Rule 3: If Tr is low
	-
	-
	Low
	Low





Rule 1: High Privacy, Fairness, and Transparency Lead to a High Ethical Decision Score

This rule emphasizes that an AI system makes the most ethical choices when it cares a lot about privacy, fairness, and openness. Privacy laws like the GDPR and other similar data governance policies are very strict in places like Germany and Canada.45 It is required that systems responsibly collect data, treat users fairly, and be clear about how they work.

Rule 2: Low Privacy or Fairness Leads to Moderate or Low Ethical Decision Scores

Rule 2 says that the ethical decision score goes down if either fairness or privacy is not respected. This indicates a moderate or low outcome. It is clear from this rule that trust cannot exist if there is even one moral aspect that is missing, especially when it comes to privacy or fairness. Data privacy laws may not be very strict in India or some other parts of Latin America.46 This means that AI systems may not have strong privacy protections in these places. A system might get a moderate or low ethical score if it does not protect user data well. Users may be given some openness, but when there are not strong privacy and fairness standards in place, they feel vulnerable.

Rule 3: Low Transparency Leads to Low Ethical Decision Scores

It states that a lack of transparency lowers the ethical decision score directly. Transparency is important because it makes it clear how the system works and how decisions are made. For healthcare AI systems to work in places with strict privacy laws, like the US under Health Insurance Portability and Accountability Act, users must be able to see how decisions are made to keep their trust.47,48 If a healthcare AI model makes accurate diagnoses but does not explain how it comes to its conclusions in a way that is easy to understand, it may still have trouble earning full trust. Transparency is important for both patients and doctors to make sure that decisions are made correctly and fairly. So, even if privacy and fairness standards are high, trust will stay low if there is not much openness.

The fuzzy logic model did a good job of showing trust as a continuum, with trust scores going up or down depending on how well people followed ethical standards in privacy, fairness, and openness. The results support H1 by showing that trust changes over time as people follow ethical rules more closely. Fuzzy logic is used by the model to cover this range. This is similar to how AI works in the real world, where small changes in moral behaviour lead to higher trust scores. For instance, healthcare systems do not have to do everything at once to build trust; they can take small steps towards being more open over time.

Higher levels of privacy, fairness, and openness always lead to higher trust scores in the model, which supports H2. The fact that ethical adherence and trust are linked in a good way shows that people trust AI systems more when they follow high standards in these areas. For example, people are more likely to trust AI used in financial services if privacy protections are clear, decisions are made fairly, and the loan approval process is kept open.

The sensitivity analysis showed that respecting privacy had the biggest impact on trust, especially when the levels of fairness and transparency were average. The results show that privacy is a very important part of building and keeping trust, especially in areas like healthcare and finance where data is sensitive. A drop in privacy adherence leads to a big drop in trust scores, even when fairness and transparency are moderately upheld. Countries with strict data protection laws, like the European Union’s GDPR, put privacy first in AI applications because they know that users will lose trust if privacy standards are broken, even if other ethical promises are made.49 This result backs up H3, showing that privacy is important for keeping people’s trust in AI and that industries that deal with private data should put it ahead of other factors to keep trust.

Finally, the fuzzy rule-based system and sensitivity analysis show that trust in AI systems is complicated and depends on how open, fair, and private they are. The model pretty much backs up the study’s hypotheses because it breaks down the process of making an ethical choice into tests based on rules. The most important thing in trust dynamics was found to be privacy. For this reason, privacy should be the most important thing for data governance frameworks. The trust continuum model in fuzzy logic also shows that as people become more moral, trust grows over time. This supports situations in the real world where making things more moral can slowly boost user confidence. Like what has been seen in places with strict privacy laws, these results make sense. They also show other places how to use good governance to make people trust AI systems more.



Discussion

The present study’s results show that fuzzy logic is a good way to model how trust works in AI systems in the digital economy. Trust is not a static, binary concept, which is a key takeaway. It evolves through time in response to the AI system’s actions in areas of morality, such as transparency, privacy, and fairness. The fact that trust changes over time fits with how complicated AI is in the real world, where making choices often means weighing different moral concerns. In this case, the fuzzy rule-based approach is fair because it allows AI systems to know that people follow these moral rules in different ways, which leads directly to trust. This study adds a lot to the field by using fuzzy logic to help AI systems make moral decisions, especially about how to handle data. Most of the time, traditional rule-based systems cannot handle uncertainty and different moral priorities because they are based on set rules. On the other hand, this article’s fuzzy logic framework allows us to make more complicated decisions by showing trust as a spectrum and allowing AI systems to change how they act morally.

Additionally, the fuzzy aggregation method that was utilized in this research is a noteworthy improvement. In a governance or application framework, the different stakeholders can rate how important different values are. There are different levels of weight given to each ethical dimension. Because of this, privacy might be seen as more important than being open when it comes to data governance. In jobs like finance and healthcare, where private data needs to be kept safe, this is very important. Because it is flexible, the model that was suggested can be used in many real-life situations.

This lends credibility to previous studies that examined the significance of trusting AI systems and the necessity of making moral decisions within a framework that can evolve. For example, Winfield and Jirotka50 say the degree to which users have trust in AI is proportional to the system’s ethical behaviour, particularly concerning the declaration of public and private information. Our research adds to theirs by giving this relationship a number model and showing how fuzzy logic can be used to create a trust score by combining various ethical aspects. AI systems should not decide right away but rather should build trust over time. Furthermore, Winter and Davidson51 and van Ooijen et al52 explain the importance of trust in data-based fields and situations where AI systems need to deal with complex data governance frameworks. Privacy, fairness, and openness all have an effect on trust, which supports this view. These ethical considerations can be used in the present study’s fuzzy model to determine the veracity of a person’s claims of trustworthiness. Because of this, we can improve our future AI applications.

Also, Shukla and Shubhendu53 and Omoteso54 explore how fuzzy logic can be used in moral AI systems. They used fuzzy rules to try to model moral problems in AI. It was found that fuzzy logic helps us make moral decisions even when there are a lot of trade-offs. Their results are strengthened by the fact that our study uses fuzzy logic in a trust model. Fuzzy ethical decision-making and fuzzy trust modelling work together to give us a full way to deal with trust in settings that are always changing and based on data.

A lot of important things can be learnt from this study about how to build and use AI systems in the digital economy. One way to get a better idea of how people gain or lose trust over time is to model trust as a variable that changes based on how the AI system acts. Businesses can run their AI systems better if they know which ethical aspects, such as fairness, privacy, or openness, are most important for keeping users’ trust. There are a lot of rules about privacy in healthcare, e.g., so companies may choose to give privacy more weight in the fuzzy aggregation model. In this way, they can be sure that their AI systems put ethics first.

Second, the fuzzy rule-based system allows AI to make moral decisions that are fair even if different moral factors are at odds with each other. It is very important to do this in the digital economy because AI systems often have to deal with huge amounts of data right away and make decisions that affect lots of people who have different morals.

Finally, this study’s sensitivity analysis shows how important privacy is to trust. As privacy rules became less strict, people lost a lot of trust in AI systems. The significance of safeguarding people’s peace is demonstrated by this. AI systems must follow privacy rules such as the GDPR to keep users’ trust and stay out of trouble with the government. On top of that, it says companies should be aware of how changes to their privacy policies can affect how users and regulators trust them.

Limitations

While the study does have a few shortcomings, the fuzzy logic framework does a decent job of illustrating the temporal dynamics of trust. One thing to keep in mind is that the importance you place on ethical dimensions can vary from person to person and from one situation to another. To discover the optimal compromise among transparency, equity, and privacy in practice, additional study and feedback from numerous stakeholder groups may be necessary. Potentially, in the future, scientists may investigate machine learning methods that can dynamically adjust these weights in response to trust and real-world data. Second, the fuzzy membership functions used to model trust and morality are based on set limits, in the sigmoid function. Some AI systems might not respond the same way to these limits. For some uses, these thresholds could be even better, but the fuzzy trust model needs more research to be useful in more areas.

Future Study

One thing that could be done is to see how machine learning and fuzzy logic can be put together to make flexible trust models. Users, regulators, and other interested parties could give real-time feedback to the fuzzy aggregation model. This feedback could be used to change how much weight is given to different ethical dimensions. This is one way that AI systems could keep getting better at being moral and honest as times and standards change. There are other places where the fuzzy trust model could be useful, like schools, healthcare, and finance. It could help us learn more about how trust works in AI systems that are made for certain tasks.

Making moral decisions while online is challenging and fraught with uncertainty; this model illustrates this by using a trust scale and the fact that people’s morals vary. When fuzzy rules are used, AI can tell what is right or wrong based on the situation. In real life, this makes us trust people more. There are now ways to quantify trust, which adds to what is known about AI ethics and data governance. To further enhance the reliability of AI systems in the digital economy, researchers will now investigate ways to incorporate machine learning, specific AI applications, and ethical considerations.



Conclusion

This study uses fuzzy logic to build a complete framework for looking into how trust works in AI systems, more specifically how these systems make moral choices in the digital economy. Instead of the simple models of trust, the fuzzy logic approach suggests that trust is more like a spectrum that changes depending on how well people follow important moral principles like honesty, privacy, and openness. We learn a lot of vital information from these studies’ findings. In the beginning, privacy was the most important thing for building trust. This is especially true in fields like healthcare and finance where AI uses a lot of private data. The results of the sensitivity analysis demonstrated that a significant decline in trust could occur if individuals did not adhere strictly to privacy regulations. This highlights the significance of privacy-first data governance frameworks. It is easier to change trust assessments when privacy, fairness, and transparency are given different weights.

Fuzzy rule-based systems have the advantage of allowing AI systems to make right or wrong decisions as the situation demands. In the digital economy, AI systems are required to adhere to numerous moral regulations. No one makes choices without thinking about them first. Instead, choices depend on the situation and can be altered to fit complex real-life situations. The field of AI ethics is growing, and this study adds to it by creating a quantitative model for figuring out how trust works in AI systems. In contrast, this framework knows that moral AI systems will gain trust over time.

Fuzzy logic allows AI to determine the correct course of action when competing values such as privacy, fairness, and transparency are present. AI systems must possess the ability to adapt for them to behave morally in various scenarios. AI systems that value equity, user-centricity, privacy, and transparency can be developed if businesses can dynamically model trust based on moral behaviour. Policymakers can use the framework as a guide for how they should handle AI. Following these rules can help AI stay moral and follow new laws, such as the GDPR. This is because AI systems are being used more in daily tasks, mainly in areas that handle private and sensitive data.

This research gives us a strong and adaptable way to think about how trust changes in AI systems. It makes a big difference when it comes to data rights and AI ethics. In terms of transparency, equity, and confidentiality, this research demonstrates that AI systems are highly reliable. With fuzzy logic, we can see that trust is something that changes over time. It can help us deal with the big moral problems that AI brings to the digital world. People who make rules and businesses can use it to figure out how reliable AI systems are and how to make them more reliable. AI systems must uphold moral principles for them to be both practical and trustworthy. This is of utmost importance because they are increasingly being used to make major decisions in numerous fields. Fuzzy logic seems like it would be a good fit here because it gives AI systems more leeway to determine right from wrong. Privacy emerged as the most influential factor, highlighting the need for robust data governance to sustain user trust. Our findings offer valuable insights for developing AI systems that prioritize ethical principles, fostering greater confidence and accountability in AI applications.
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