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1. "Wi-Fi Configuration Challenge' Interactive Scenario
Objective: Simulate the real-world task of installing and securing a wireless network.
How It Works:

e Learners are presented with a drag-and-drop or point-and-click interactive interface
simulating a home or small office wireless setup.
e Tasks include:
o Selecting the correct 802.11 standard based on given needs (e.g., range vs.
speed).
Choosing encryption settings (e.g., WPA2 vs. WPA3).
Enabling/disabling SSID broadcast.
Setting up enterprise authentication vs. pre-shared key.
o Adjusting channel/frequency to reduce EMI.
o Feedback is provided for each choice, with a score and summary upon completion.
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Why It Works:

This activity transforms theoretical knowledge into practical problem-solving, mimicking real
tasks IT professionals perform. It also highlights trade-offs and consequences, fostering deeper
learning.

2. "Wireless Security Protocols Sorter" Drag-and-Drop Timeline
Objective: Reinforce understanding of wireless encryption protocols and their security status.
How It Works:

e Learners are presented with:
o Protocol cards: WEP, WPA, WPA2, WPA3, Open.
o Drop zones for:
= Security rating (Insecure, Secure)
= Encryption method (e.g., RC4, AES)
= Authentication mode (e.g., TKIP, CCMP, SAE)
e Bonus option: Match each protocol to its release year.



Why It Works:
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Helps students visualize evolution and hierarchy of wireless security standards, encouraging
better retention of differences between them — especially critical for test preparation.

3. "Wi-Fi Heat Map Detective" Simulation

Objective: Understand signal propagation, placement, and interference.

How It Works:

e Learners explore a virtual office floor plan where they can:
o Place and move access points.
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zones.

Toggle between omnidirectional and directional antennas.

View a simulated heat map showing signal strength.

Receive warnings for interference from microwaves or baby monitors.
Adjust channels and power levels to optimize coverage and minimize dead

e Optional challenge: Create a coverage map with minimal overlap and no dead zones.

Why It Works:

This taps into spatial reasoning and design thinking, helping students connect theory (e.g.,
attenuation, EMI, beamforming) with real-world layout considerations in wireless deployment.

Summary Table

Activity

Skills Reinforced

Engagement Style

Wi-Fi Configuration
Challenge

Protocols, Authentication,
Frequency Choices

Scenario-based simulation

Wireless Protocols Sorter

Security levels, Encryption
standards, Timelines

Drag-and-drop classification

Wi-Fi Heat Map Detective

Antenna types, Interference,
Coverage planning

Visual/interactive simulation
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