Virtualization

Thomas Holt Russell, M.Ed., D.
Hon (cybersecurity)

SEMtech

Student Engagement & Mentoring in Technology




Introduction
to
Virtualization

Virtualization is a transformative technology in modern enterprise
computing. It has significantly evolved from the early days of
mainframes and client-server architectures and now serves as the
foundation for cloud computing infrastructure.

Historical Context

* Mainframe Era: Centralized computing in data centers, heavily
dependent on mainframe systems.

* Client-Server Shift (1980s-1990s):
* Brought computing power to individual desktops.
* Enabled use of dedicated servers for specific functions.
* Made centralized computing more efficient and modular.




Emergence of Virtual Servers

As client-server environments matured, resource
inefficiencies became evident:

* Many physical servers were underutilized, sitting idle and
waiting for load spikes.

* Virtualization technology resolved this by allowing
multiple virtual machines (VMs) to share the same
physical hardware.




Benefits of Virtualization:

Dynamically allocates resources (CPU, memory, storage).
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Hypervisors:
The Core of
Virtualization

A hypervisor is the software layer that
enables virtualization. It allows multiple
guest operating systems torunona
single physical host, managing access to
the underlying hardware.

How It Works:
* The host machine runs the hypervisor.

* The guest machines (VMs) operate
independently, unaware they are virtual.

* The hypervisor allocates hardware
resources among VMs.




Hypervisors: The Core

of Virtualization

* Examples:
* Type 1: VMware ESXi, Microsoft Hyper-V (data centers).
* Type 2: VirtualBox, Parallels (personal use).

Types of Hypervisors:
Type Description Example Use Case
Runs directly on hardware, hosts VMs on top.
Type 1 (Bare Metal) More efficient and secure. Data centers, cloud services (e.g., laaS).
Runs inside an existing OS, then hosts VMs as
Type 2 (Hosted) applications. Personal computers for testing or compatibility.




Type 1 vs Type 2 (Comparison Table)

Feature

Type 1 (Bare Metal)

Type 2 (Hosted)

Runs on Physical hardware Host operating system
Performance High Moderate

Data centers, cloud
Use case providers Personal computing, testing

Examples

VMware ESXi, Hyper-V

VirtualBox, Parallels



Virtualization
in Enterprise
Environments

Type 1 Hypervisors:
Common in enterprise data centers.
Used by Infrastructure as a Service (laaS) providers

(e.g., AWS, Azure).

Managed by the cloud provider, not the customer.

Type 2 Hypervisors:

Suitable for individual users or developers.

Allow running a different OS on a personal machine
(e.g., Windows on MacBook).



Exam
Essentials

Virtualization allows multiple VMs to share
the same physical server.

Hypervisors manage VM access to physical
hardware.

Type 1 hypervisors (bare-metal) are used in

enterprise environments and do not require a
host OS.

Type 2 hypervisors run on top of a host OS,
Ideal for testing or running alternative OSs on
personal computers.



Practice
Questions &
Explanations

Question 1

Scenario: A MacBook user needs to occasionally run
Windows software. You want a cost-effective solution.

Best Choice:
B. Deploy a Type 2 hypervisor

Explanation:

Type 2 hypervisors like VirtualBox can run on the user’s
MacBook without additional hardware.

Type 1 hypervisors require dedicated infrastructure.

Providing two laptops or switching platforms is costly
and inconvenient.



Scenario: Your organization uses an laaS provider for
computing infrastructure. Who manages the hypervisor?

Correct Answer:
B. The laaS provider is solely responsible

Explanation:

Question 2

In the shared responsibility model, the cloud provider
manages everything below the OS layer.

This includes physical hardware and the Type 1
hypervisor.

Your organization manages the guest OS, applications, and
data.



Conclusion

* Virtualization underpins much of ; .
modern IT and cloud architecture. '
Understanding the roles of B

hypervisors, the distinctions

between Type 1 and Type 2, and the Student Engagement & Mentoring in Technology
shared responsibility model in

cloud environments is essential for

IT professionals, especially those

pursuing roles in cybersecurity,

cloud administration, or systems

architecture.
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