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Cloud GUI



Pre-requisites

User checklist:
v’ Internet access
v Computer with correct date/time

v"Recent web browser (Chrome, Firefox & Safari
preferred)

v Account creation email received

Production cloud:
backend.sigfox.com

Support contact:
support.sigfox.com



backend.sigfox.com
backend.sigfox.com

Cloud GUI

'sigfox DEVICE  DEVICETYPE  USER  GROUP =0 =
NEWS
SIGFOX_France o
SERVICE MAPS
KNOWN ISSUES
Welcome to
[ ]
sigfox portal
OPERATOR
Release 8.9 O 9
Ths re ontane . o e SEPTEMEER

2019

COLLECTIVE IMPROVEMENT

APIv2 General availability

BASE STATIONS AND SITES




Cloud GUI

'sigfox DEVICE  DEVICETYPE  USER  GROUP 20 &

NEWS
SIGFOX_France

SERVICE MAPS

KNOWN ISSUES

Welcome to

sigfox portal

OPERATOR
Release 8.9 O 9
SIGFOX Cloud 8.9 release implements internal system improvement to enhance user experience and satisfaction.
This release also contains the Following: SEPTEMBER
COLLECTIVE IMPROVEMENT 2 0 1 9

APIV2 General availability

BASE STATIONS AND SITES

Main page shortcut (News, service maps, known issues)
Category selection (Device, Device type, User, Group)
Global entries (profile, online help, logout)



Cloud GUI

'Sigfﬂl DEVICE DEVICE TYPE USER GROUP

DEVICES

Device - List
DELETED DEVICES

Salect a group

Count :

Selected category
Action buttons

Filter conditions
Displayed items/total

I
L2}
®
*

00000

Filter operations
Export list to CSV
Page switch
(O Column display customization



Cloud GUI

'sigfox DEVICE DEVICE TYPE USER GROUP
DEVICES Device - List New  Newseries
DELETED DEVICES

Id

Additional Filter conditions
Column edition menu (max. 8 columns)
Column edition validation

0000 &3l

,\J f i
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Organization & hierarchy



Group
&Subgroups

Cloud organization is hierarchically structured

DIS#1 Group

Distributor level group

Customer #1 Customer #2

Customer sroup level Customer group level

Group #1 . Group #2

Company level Company level ‘
H« Group scope H‘ Group scope = Customer scope

DIS#2 Group
Distributor level group

t

<= Distributor scope

10



Group creation in
detail

'sigfox DEVICE  DEVICETYPE  USER

GROUPS

Group - List

&

Test_Support_team »

Step 1 : Click on New button in Group tab
Step 2 : Select the Parent Group e e e

New Group

Select a group

' sigfox

BHB

aAO »

11



Group creation in
detalil

Step 3 : Enter Group information

Group - New

Group information

MName
Description

Parent group Group Demo

Timezone |UTC v

Ok || Cancel

— 1

12



User roles

User creation is linked to rights allocation on groups. A specific
attention shall be given to the user role allocation:

» SIGFOX CORP predefines user roles

> DIS/Customers are granted with DIS#1 Group @&

Distributor level group

the rights that correspond to their needs

» User rights can be fine tuned (R/W)
Customer #16

Customer sroup level

Group #1 . Group #2

| Company level I Company level

' sigFox User roles are composed of different custom roles on different groups

Customer #

Customer group level

13



User creation In
detall

' sigFox DEVICE DEVICE TYPE USER GROUP aho=® »

USERS .
User - List b M=

Profile
=T=a]-]:]

page 1

Last login Groups

Step 1: Click on New button in User tab

Step 2 : Enter user information  Newuser

User information

First name

Last Name

' SingX Timezone utc v 14



User creation In
detall

Step 3 : Click select a group button and choose a group

Profiles

Group | || selecta group | | Select a group
Profiles Select the profiles below Py .
[0k [ Cancel |
CORP_SD_Support

Step 4 : Choose profiles

Profiles

Group |CORP_SD_Support ” Select a group

Profiles Select the profiles below

Info Name

(]

DEVICE MANAGER [R]

Click on question
marks to get full
description of profiles

DEVICE MANAGER [W]
LIMITED_ADMIN
ONLINE_HELP
OPT_DEVICETYPE_ORDER [W]
OPT_DEVICETYPE_READ
OPT_NOC_ENHANCED
OPT_SERVICE_MAP

PUBLIC_SERVICE_MAP

0 OO0 & OO0 OO

TEST_RIGHT_DEVICE_CREATE

Helpful resources:

Select

|

0 Y o I 0 O B

Backend user roles

' sigfox

15


https://resources.sigfox.com/document/backend-user-roles
https://support.sigfox.com/
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Devices & Device types



Device & Device
type

Device notions:

= Unique ID per device

= One property title for each one: PAC (Porting Authorization Code)

Device type notion:

» Set of devices with the same behavior

» Linked to a single order (same subscription levels and duration)
= Belongs to a unique group

= Callback availability to retrieve messages

— To ease device management

' sigfox

17



Device & Device
type

Device type

Device type

._/

Device type

& @
&

Device type

[




Order allocation =1 ®
BSS order

Customers
validate order: Customer #1 Device typ

Customers allocate
contracts to Groups
and possibly to
device type.

Groups allocates @ =) © © @@@

contracts to device @@@
type in their group or
in sub-groups below

-

Device type

—

' sigfox 19




Device type creation in
detalil

'sigfox DEVICE  DEVICETYPE  USER  GROUP 2A0@® @

LIST

Device type - List New
DEVICES BEING REGISTERED

GEOLOCATION PAYLOAD

BULK OPERATIONS

ooe

page 1

Description  Displaytype ~ Group Keepalive Name

Step 1 : Click on New button in Device type tab

Device type - List

Step 2 : Select a group

n| Select a group x

Include sub gr| # Search

CORP_SD_Support » RESET

Count:4/4



Helpful resources: ' sigfox

Device type creation in Create a new device type

detail
Step 3 : Enter device type information

Device type - New

Device type name

Device type information

Enable/disabl Demipml:l Keep-alive configuration
nable/disable

Subscription automatic e ]

renewal for all devices e Select a contract

automatic renawal [2]

Contract |Comrac1_ServiceDesk (9 tokens left, geoloc: yes) Vi

Dll’ect = DOWﬂ|Ink data Sent by the baCkend IF we Fail to call one of your callbacks, an email will be sent | Emall addreSS COﬂfIgUI’ed fOf
. ert emai i
Callback => Downlink data sent through callback e callback taulure

Downlink data
Downlink mode |DIRECT

Expression must either include hexadecimal encoded bytes (ex: ¢

Downlink data sent in DIRECT mode

Downlink data in hexa |{tapld}0000{rssi} 7]

Payload display

Display customization (Data decoding)
Select below the most suitable parsing mode fr- g

Payload parsing | Regular (raw payload) -

' sigfox @ Contracts can not be changed once device type is created

21


https://resources.sigfox.com/document/create-a-new-device-type
https://support.sigfox.com/

Device management in
detail

Device - LiSt New New series Edit series Transfer series Replace series Delete series

% Average SNR (all)

State v Last seen from date |

|
0006

©

page 1

Count:1/1

Average Rssi Average SNR Communication status Device type Group d ~ Last seen * Name * Token state
- - -

Step 1 : Select a way to register devices

= New : register devices one by one

= New series : register batch of devices

= Edit series : edit device information

= Transfer series : move devices from device types (same or different contract)
» Replace series : replace a broken device by a new

= Delete series : batch of devices deletion

' sigfox

22



Device management in

detail

Helpful resources:

' sigfox

Reqister a device

Step 2a : If New has been chosen, select a group to register the device

DEVICE DEVICE TYPE USER GROUP

Device - List

Select a group

#

CORP_SD_Support

Step 3a

et

. Enter device information

PAC *

Device location for
static devices

Device - New

Device ID

Device information

Identifier (hext) |0000

mame [ ] End product certificate if
e[ ] the device is certified
B S e (Sigfox Ready)
‘Where can | find the end product certificate?
v [Keyapp ETS1 -] Select a Device Type

Map Locate on map

(*) PAC and product certificate are

provided by the device reseller 93


https://resources.sigfox.com/document/register-a-device
https://support.sigfox.com/

Device man agem ent In Step 2c : If Edit series has been chosen
d etal I Device - Bulk edition

Use this Feature to edit several devices simultaneously

Step 2b : If New series has been chosen Device information

Devices Browse... @

csv or txt file with devices information

Device - Bulk creation

Use this Feature to create several devices simultaneously

Device information

Device name = prefix petchname @
+ increment Batch description o
- ! Allows device to keep
Device type Devices names prefix | ) commu_nicate aftfar the
Group: test onboarding end of its subscription
csv or txt file with wvpe. [DT_fordemo ] date
ID/PAC Identifiers | Parcourir... | Aucun fichier sélectionné.
Encderptri?ig;tcet [ e
End product certificate : Helpful resources: ' sigfox
|f the deViceS are ‘Where can I find thes _.d produck certificate?
certified (Sigfox I ey _ - Reqister a batch of devices in one go
Ready) Allows device to take - Edit multiple devices simultaneously

Activable  [] @ a token after the end
] Ok | Cancel of its subscription date
' sigfox 24


https://resources.sigfox.com/document/how-to-register-a-batch-of-devices-in-one-go
https://resources.sigfox.com/document/edit-multiple-devices-simultaneously
https://support.sigfox.com/

Helpful resources: ' sigFox

Move a device

Device management in

detalil
Step 2d : If Transfer series has been chosen, select the destination group

DEVICE DEVICE TYPE USER GROUP

Device - List New  Newseries  Editseries  Transfe
Select a group x
- Search

CoRP_50_support Device - Bulk Transfer : o
o Device type destination

et
Transfer options
MNew Device Type |DT_fordemo (test_onboarding) ~
Identifiers file | Parcourir... = Aucun fichier sélectionné. @
Step 3d : Enter transfer information pa
csv or txt file with 1D e ) (one by line)

Keep message history

M.B: list must contain only one id per line

Keep history []
M.B: if you leave this option unchecked, all the messages receive

Allows device to take
. a token after the end
' sigFox of its subscription date Ok el 25

Activable [v] @


https://resources.sigfox.com/document/move-a-device
https://support.sigfox.com/

Device management in
detail

Step 2e : If Replace series has been chosen

Device - Bulk replacement

Use this Feature to kransfer inFormation From several devices ko others simultaneously

Device information

Devices Browse... @

csv or txt file with old devices (faulty or
stolen for instance) and new devices

Helpful resources: ' sigFox

Replace a device

26


https://resources.sigfox.com/document/how-to-replace-a-device
https://support.sigfox.com/

Device management in
detail

Step 2f : If Delete series has been chosen

Device - Bulk Delete

Delete options

Identifiers file | Chaisir un fichier | Aucun fichier choisi 2]

Format of the file to choose

The format of the file has to be .txt or .csv
per line : one device identifier (hex!)

Eelehlat csv or txt file with identifier only (hex) to be
00178445 deleted

0017B46E
0017B46F
00178470
00178471
00178472
00178473

Helpful resources: ' sigFox

Deleting devices

(or) eentiiers Lt OR enter the list of devices you want to

(hext)

delete in this field

N.B: list must contain anly one id per line

' sigfox | Ok || Cancel

27


https://support.sigfox.com/docs/deleting-devices
https://support.sigfox.com/

Helpful resources: ' sigfox

- Communication status indicator

Ch eC k d eV| C e - Link Quality: general knowledge

mesSages
1.

' sigFox DEVICE TYPE USER  GROUP
Go to Device tab
. . . Communication status  Device bype  Id : Last seen : Mame : Token state
SeIeCt a deVICe by CIICkIng on the 1D [ ] TestsD 77FFF  2019-02-20 12:54:33  00OTTFFF 4
'sigfox
Go to the message tab

LOCATION

MESSAGES

EVENTS

STATISTICS

EVENT CONFIGURATION

Send a message and check that the message has been received by the
backend

2019-02-15 12:07:00 000000000000000000150c62 ull 9 g 0

' sigfox

28


https://resources.sigfox.com/document/communication-status-indicator
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Service map



Helpful resources: ' sigFox

SerV| C e m ap Sigfox Service map

'sigfox DEVICE  DEVICETYPE  USER  GROUP 20 &

NEWS . .
SigFox service maps

SERVICE MAPS

KNOWN ISSUES OPERATOR SERVICE MAP

Select your product uplink class and desired radiolink margin to obtain Sigfox service map corresponding to your application
Select "max” for outdoor and "20dB" for indoor.
For other specific product operating condition please contact Sigfox directly

© The last complete coverage calculation ended at 2019-09-26 17:03:26 (time zone: Europe/Paris)

Service overlap for max link budget ¥ product class|0U ¥ JForecast | Curr Operators ©| [ SIGFOX_France x|
Search | Enter an address or coordinates ( e.g. 41.40338, 2.17403
Tle de M: i Minsk
Plan - 6 Go Man, Minck
Dublin Manchester Hambourg ®.
® ~ 5
Irlande Liverpool Biélorussie
Amsterdam Berlin Pologne
@ e
Londres fays:pad Varsovie
®
¢ Bruxelles ,Cologne  Allemagne Ki¢
L,La ° = Ku
glgique Francfort-sur-le-Main Prague =
“Luxemb
useptoury Tchéquie
Pa.ns o4 ul
{ Motuch Vienne  Slovaquie
0| ©
. £ Autriche BuC eat Moldavie
o Hongrie Chisinaue +0d¢
Fral'lce . Suisse On‘
’ Milan Slovenie! o zagreb Roumanie
o Belgrade
_h Croatie, Beorpag;
PR 3 () Bucarest
®
3 Sarajevo,  serbie =2
Fahve A aiia Mnnsdndoin S

Service map SIGFOX Ready Device class

Territory selection Forecast

Installation type Specific place selection

Monarch service map 30



https://resources.sigfox.com/document/sigfox-service-map
https://support.sigfox.com/

o

APIs & callbacks



Cloud interfaces

Web portal access to all cloud
functions (admin, billing, service
map, messages...)

API (pull mechanism) access to all
cloud functions interconnecting
customer servers with SIGFOX.
Usage: customer IT platform
integration

Callbacks (push mechanism) for
automatic, instantaneous
notifications (new messages,
alarms...)

i

4

APIls

N

Callbacks

32



API creation

Step 1 : Click on New in API access tab (in Group tab)

'sigfox DEVICE ~ DEVICETYPE ~ USER  GROUP

INFORMATION . .
Api access 'Test_Support_team' - List
ASSOCIATED USERS

ASSOCIATED DEVICE TYPES

EVENT CONFIGURATION

API ACCESS

Api access - Creation

Api access information
Name

Timezone [Europe v | Paris

BSS_CHA_QUUTE

Step 2 : Grant API the appropriate rights

DEVICE MANAGER [R]
DFVICFS MFSSAGFSTRI 7
3

[ 1Ok | Cancel

Step 3 : Retrieve credentials to use APl Apiaccess Test_support_team'-List

ApLdemo o [ %

Login: <= S
Password: -1 (I
Timezone: Europe/Paris
Creation date: 2016-12-26 15:11:24
. Created by: PA SOLIGNAC
' Slgfox Last edition date: 2016-12-26 15:11:24

Last edited by: PA SOLIGNAC

Helpful resources: ' sigfox

API credential creation

2A0 =&

DEVICE MANAGER [W]

To access your group's device types and devices programmatically, please refer ta the APl documentation.

33


https://resources.sigfox.com/document/api-credential-creation
https://support.sigfox.com/

API creation

Step 4 : APl documentation is generated according to API access rights

Api access 'Test_Support_team' - List

ApLdemo & (&

To access your group's device types and devices programmatically, please refer to the APl documentation.

' igfox

General protocol information

Authentication and security
HTTP status codes
ing the API from the command line
url
Groups APl
Group list
Group information
Group creation
Group edil

Group deletion

evice types APl
es list

e information

DEVICE  DEVICETYPE  USER  GROUP &AO C

REST API Export

REST API

Some of the features found on the Sigfox backend's website can also be accessed programmatically using a webservice API. This APl uses the HTTP protocol, following the REST principles.
AlL AP1 endpoints return data in the JSON Format, with the corresponding «application/json» content type header.

IF a property has no value, it won't appear in the result.

General protocol information

Authentication and security

The APl is accessible only using HTTPS, and all API endpoints require authentication credentials (login and password). Since all communication is encrypted, the authentication is performed using the simple HTTP Basic scheme.

Authentication credentials are associated ko a group, which define the available device types that will be available with those credentials. A group initially does not have associated credentials, and it's up to you to create them using the

«Generate credentialse buttons in the group edition screen.

IFthe API credentials

ever get compromised, new ones can be regenerated at any moment, invalidating the previous ones.

CORS and JSONP are intentionally unsupported

Your credentials must remain private: exposing them to third parties is a bad practice.

CORS and JSONP JavaScript techniques tends to expose your credentials to your users.

IFyou really need to call Sigfox API from JavaScript in the browser, you must set a revarse proxy on your website,
Be careful not to blindly proxify all request to Sigfox backend but select only needed ones.

HTTP status codes

34



Callback creation

Step 1 : Click on New in Callback tab (for a given device type)

' sigfox

INFORMATION
LOCATION
ASSOCIATED DEVICES

DEVICES BEING REGISTERED

STATISTICS

EVENT CONFIGURATION

CALLBACKS

BULK OPERATIONS

DEVICE DEVICE TYPE USER GROUP

Device type 'Keyapp ETSI' - Callbacks

These callbacks transfer data received from the devices associated to this device type to your infrastructure. For more informations, please refer to the Callback documentation

ahAe

C 2

35



Callback creation

Step 2 : Choose a callback type (e.g. Custom callback)

'sigfox DEVICE DEVICE TYPE USER GROUP

INFORMATION Device type 'Keyapp ETSI' - New Callback

LOCATION

ASSOCIATED DEVICES

DEVICES BEING REGISTERED

STATISTICS

EVENT CONFIGURATION

CALLBACKS

BULK OPERATIONS

ahe =

36



Helpful resources: ' sigfox

1 - Custom Callback Creation
Cal | b aC k C reatl O n - Downlink acknowledgement
Step 3a : Enter callback information  Geocallback creation

- Callbacks and connectors

Device type Keyapp_PA_BSS - Callback new

Callback type (DATA, i
SERVICE, ERROR) Type [DATA v |[UPLINK v

Channel | URL

Communication channel (URL,
Batch_URL, email)

Send duplicate

* DATA - Uplink : send uplink messages to customer platform — BIDIR : send uplink messages to customer
platform and wait for DOWNLINK messages from the same platform;

* ERROR: in case of communication failure, it allows to know if it is a device (based on keepalive value defined
in the device type edition page) or a network issue

* SERVICE : provide additional services based on service messages or network information
*  STATUS: device battery and temperature information provided by service messages (e.g. keepalive messages)
*  ACKNOWLEDGE: status about the downlink emission. This does not ensure that the device received the message
*  REPEATER: service messages (battery, number of repeated messages,...) from repeater devices
DATA_ADVANCED: Some variables are computed over the different BS which received the messages and thus this callback

is delayed by approximately 30s. The list of available variables is displayed on the backend upon creation.

Using batch_URL is strongly recommended to limit the number of request when retrieving messages.
Batch URL gathers messages within 1 seconds prior to sending the HTTP request.

' sigfox 37


https://resources.sigfox.com/document/custom-callback-creation
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https://resources.sigfox.com/document/geocallback-creation
https://resources.sigfox.com/document/callbacks-and-connectors
https://support.sigfox.com/

Callback creation

Step 3b : Enter callback information

Device type Keyapp_PA_BSS - Callback new
Callback mode (Uplink or BIDIR)

Callbacks

R Callback is triggered for each duplicate (same
Channel |URL v . o
message received by a different BS)
Send duplicate
Custom paylosd Customized payload decoding
conng w
URL syntax: http://host/path?id={device)&time={time}&key1=[var1}&key2={var2}..
é.z?il:rzzlf;ai:gi;s: device, time, duplicate, snr, station, data, avgSnr, lat, Ing, rssi, seqNumber
HTTP method (GET, POST, PUT) Url pettern
Use HTTP Method [ POST ¥ Variables to be used in callback
Send SNI (Server Name Indication) for 55L/TLS connections
Headers

Content type  application/s-www-form-urlencoded

HTTP body (if applicable)

Body

Ok || Cancel

' sigfox 38



Callback creation
Step 4 : Check that Callback is ENABLED and downlink (if BIDIR callback configured)
Device type 'Keyapp_PA_BSS' - Callbacks New

These callbacks transFer data received from the devices associated to this device type ko your infrastructure. For more informations, please refer to the Callback documentation

DATA callbacks

Downlink Enable Channel Subtype Duplicate Batch Information Edit Errors Delete

4 = UPLINK O (0  Test (john.doe@sigFox.com) Test {device} F4 x

Link to Callback
documentation



Thank you!



