‘ ENV: production | EXAM_WEIGHT: ~30% | SECTION: 02
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The ACE Blueprint

Planning and Implementing Cloud Solutions

A HIGH-YTELD VISUAL STUDY GUIDE FOR THE GOOGLE CLOUD ASSOCIATE CLOUD ENGINEER
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Declarative Inputs (RAD Ul)

I

. Provisioned Infrastructure (GCP Console)

container_resources: CPU/Memory (

min_instance _count: 1 ¢

o@

€A

CPU/RAM

Cloud Run Revisions / GKE Workloads

enable cloud_armor: true O

o
o (=)
b5

Horizontal Pod Autoscaler (HPA)

2

© | i3y
(N

(G

Global External App Load Balancer + WAF

Infrastructure as Code abstracts the underlying complexity,
but the ACE exam tests your mastery of the resulting reality.
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Stateful /
Persistent

Workload Statefulness

Stateless / |
Ephemeral

| Compute Engine |

Standard/Spot VMs,
MIGs. Highest control,

(77 i s |
| GKE Autopilot

Containerized, supports
stateful sets and network |
policies. Abstracts node |

]

Raw Infrastructure

Operational Abstraction

lowest abstraction. j pools entirely.
2 _ P ] B _
App Engine Cloud Run Cloud Functions
Standard (language Serverless, stateless 2nd Gen
sandboxes) vs Flexible containers. Scales to zero. | | Event-driven, single-purpose
(custom containers). Triggered via HTTP or | snippets built on Cloud Run
Web-app focused. Eventarc. E infrastructure.
| - e — 2 i ’—l—- 7T 4 -

Fully Managed Serverless

>

Key Takeaway: Move right for operational efficiency.
Move up and left for customized state and granular control.
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| VM Fleet Diagnostics

Stam'!-ard vs Spot _ I
o (@ 5

Standard Spot

Guaranteed uptime Lower cost, pre-emptible,
strict availability policy

Manage:d Instance Groups (MiGs)

VM

T =

VM > |vM || vM || vM

= \ F i [ FIHL I
VM

=l

Autoscaling + Rolling Updates. Control maximum

unhavailable & surge count during template rollouts.

- Block Storage Tiering

Hyperdisk

Next-gen storage (Extreme/Throughput).
Independently configurable 10PS and
capacity for advanced databases.

SSD (pd-ssd)
High-performance transactional
workloads.

Balanced (pd-balanced)
SSD for standard 0S disks.

Standard (pd-standard)
HDD for sequential backups.

I—Nate: Zonal vs. Regional PDs.

Regional synchronously replicates across two zones
for High Availability.

Key Takeaway: Select the appropriate compute and storage tier based on workload criticality,
performance requirements, and cost optimization strategies.
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l 0S & Fleet Management (

Access Architecture: 0S Login

Project-level metadata (enable-oslogin=true).
Replaces fragile SSH keys with 1AM roles
(roles/compute.osLogin &
roles/compute.osAdminlogin).

Google’s recommended access method. |

0S Inventory

,_E,;;‘, 0S Patch

OS Configuration
EEE@ Management

Management
Schedules automated patch

jobs across fleets with defined | Declaratively BﬂfDFCP_rSIdesired
rollout windows. state via OS policies.

Collects installed package data
across the entire project footprint.
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Object Storage Tiering & NFS |

Retrieval Cost & Min Duration (Increasing)

- _.._-___:-.._ = .ld.-' =
2 = s s o] [

Network File
Systems (NFS)
« Cloud Filestore: Fully
managed NFS. Shares

persistent files across
containers.

* NetApp Volumes:
Enterprise alternative for
SAP/Oracle. Advanced
snapshots, cloning, and
SMB support.

Standard: High frequency,
2ero retrieval fee.

T -

arline: Access < l/month.
-day minimum duration.

Storage Cost (Decreasing)

Archive: Access < Iyear.
365-day minimum duration.
Highest retrieval fee.
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Jz’o"d Database Se'eCtmn Gmde{ | E 0l | | | Memorystore (Redis)

(In-memory caching layer |

applicable across al
database architectures.)

AlloyD8
o (Analytical +
. rgj?,f;ﬂm Transacﬁgfm! HTAP)
: _ regional "
Require Jeployment HTAP vs Standarg
Relational

X Wworkloads?

Cloud SQL
(Standard
Pastgres/MzS QL.
| Secure via Auth Proxy.)

e el

Massive scale

Cloud Bigtable |
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Data Loading Mechanics: Transfer locally via geloud storage ¢p, load to BigQuery via bg load,
or automate cross-project replication via Storage Transfer Service.

| B 111 MIr) ! 1] 20l F & 1 101 PFII PACIVI) Ar . 1 110IT 15 C
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Pub/Sub

\ Decouples
3|~ producers/consumers. |
©  Core backbone for |
event-driven async

Managed Kafka |

L Drop-in replacement |

for self-managed
Apache Kafka.

Eventarc

Routes events ||
(Pub/Sub, 6CS audit |

= logs) directly to Cloud
Run targets. -3'

Dataflow || " I Serverless analytics
K ﬁgﬁﬁfﬂfﬂgﬂbﬁf 13 Ingests via Dataflow,
= | = 1 native Pub/Sub

XK bé'_é%’f ﬂ';‘;‘i‘"if,’,:’g 1 subscriptions, or
enrichment). | or direct loads.

o ) A i
F - i ” 1
i - y i
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Host project owns the VPC network.
Service projects attach to it.

Enables centralized network
governance while separating
application IAM boundaries.

Replaces auto-mode to prevent
IP overlap. Subnets are
explicitly defined per region.

Subnet A

_ Direct VPC Egress
(Region1) 7

(vpc_egress_setting)

Subnet A
| (Region 1)

Private Service Access
(Connects to Google-managed
services like Cloud SQL).

Custom-Mode VPC




[M@hﬁ@@ﬁumﬁ Defense: Cloud S@cumy Perimeter l

I Ty

efense: Cloud
eﬁﬁen A" Mo,
| edge. . Applies WAF Pﬁf.-c;

~ Eg‘\@‘ﬁa“ ‘}Iﬁteﬂt'lﬂn Att flacheq to Gl bﬂ {JS
al £ ﬂ‘roﬂg{‘

‘5’?3; {&G,? :

rrrrrrr

4 ¢ rules. Drgamzatm na
2o paselines (e.g., pe
: & @-‘-3\ projects Cann, tor

Unlike legacy network tags (arbitrary
strings), Secure Tags require specific IAM

£ permissions (tagUser) to attach to a VM.
Prevents unauthorized self-assignment.

[ — i e )
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| Network Tier Comparison: Premium vs. Standard l

5 . User |
Premium Tier i

(The Google Backbone)

Standard Tier

“\\ (The Public Internet)
]\ Internet
Node

Default tier. Traffic enters Google's 33}; j S m

network immediately. Required | ower cost. Traffic uses the

for Global External App Load e f public internet for the majority

Balancers ?nd glubﬁl Anycast IPs. N0 of the tlrallstlt.;m SLA :

Minimizes latency; highest SLA. equivalent to Premium. For
B e Inrﬁeu?:t \\ non-latency-sensitive workloads.

Global External Application
Load Balancer

Terminates SSL globally on a

single Anycast IP.

Routes traffic to Serverless NEGs
Cloud Run) or the Gateway API

= | B OB

GCP Region GCP Region

|
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Terraform Fabric FAST
(The Core) (The Enterprise Foundation)
Declarative state management (terraform.tfstate) stored in Google’s opinionated Terraform framework.
versioned GCS buckets. terraform plan previews destructive Bootstraps production landing zones in progressive stages
changes. Lock providers to prevent breaking updates. (Resource Management -> Networking -> Security).

Config Connector Helm &
(Kubernetes Native) (App Packaging) . ‘ﬁ
|
Manages GCP resources directly Kubernetes package manager. M
as Kubernetes Custom Resource Bundles manifests (Deployments, \ 2 ﬁ

Definitions (CRDs). Enables Services, HPA) into versioned archives
unified GitOps pipelines using with environment-specific templating. 7
standard kubectl commands. ]




 Essential Google Cloud CLI Tools |

The Swiss Army Knife: gcloud ‘ GKE Mastery: kubectl

gcloud compute instances create ... | kubectl get pods
gcloud run deploy ... kubectl describe deployment

. o | =L |
Critical flag for scripting and exam —t i Deep Dive: kubectl exec -it <pod> -- /bin/sh |
scenarios: --format="value(name)"' | (Opens a live shell inside a running container '

— ——— - for debugging).
The Modern Data Mover: gcloud storage !
BigQuery CLI: bq |
gcloud storage buckets create gs://my-bucket @
| gcloud storage cp ./file.txt gs://my-bucket/ bg load ...
el B .| (Subtext: Imports data from GCS) 1
Replaces legacy gsutil. Offers I bq query --use_legacy_sql=false 'SELECT ...'
faster parallel transfers. '! a L
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~ — = = = =| Provisioned idempotently via Terraform & Config Connector |~ === == == = = =

E Custom-Mode VPC A7

Cloud Run Cloud SQL Replica
(Serverless NEG) (via Auth Proxy) .

| 1| |
g 8 o .
B S W |
| a4 e ! 9

GKE Atopi!ot GCS Standard

Bucket

and secure networking, entirely automated by code.
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Compute

Storage & Data

Networking

IaC & Tooling

Standard vs. Spot
availability
profiles.

| 0S Login
enablement vs
legacy SSH.

Serverless
scaling bounds
(min/max_instance
_count).

GCS Storage Class

minimum
durations
(30/90/365 days).

Relational

(Spanner/SQL) vs
NoSQL
(Bigtable/Firesto
re) use cases.

Regional vs Zonal

Persistent Disk
mechanics.

| Shared VPC

Host/Service
boundaries.

Secure Tags vs
legacy network
tags.

Premium vs
Standard routing
tiers.

gcloud storage vs
legacy gsutil.

Terraform remote
state concepts.

Config Connector
vs Helm

responsibilities.

1L L O W
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// END OF ARCHITECTURAL BLUEPRINT.
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