Ensuring Solution and
Operations Excellence

Google Cloud PCA Exam Guide: Section 6

~12.5% of PCA Exam
FRAMEWORK: Google Cloud Well-Architected
IMPLEMENTATION: Tech Equity RAD Platform
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The Foundation:
Tech Equity RAD Platform

GCP
Services

App
GKE

Containerized
workloads on
GKE Autopilot.

App
CloudRun

Serverless
containerized
applications.

The foundational
shared
infrastructure.

> DEPLOYMENT_MODEL: Variables configured in the RAD UI deploy instantly to the GCP Console.
This playbook maps PCA operational theory directly to these observable infrastructure outcomes.
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Quality Control & Security:

Shifting Left (Sec. 6.5)

Gate 1:
Code Repository

Cloud Source
Repositories

Gate 2:
Build & Validation

Cloud Build

Gate 3:
Artifact Registry

Container Analysis

Gate 4:
Post-Deploy Scan

Security Command
Center (SCC)

Automated policy-as-code
gate checks triggered on
every push.

Terraform plan validation
and gcloud CLI invocations
to audit IAM policies prior
to application.

Built-in automated
container vulnerability
scanning before image

promotion.

Web Security Scanner
actively detects XSS and
mixed-content issues in the
deployed web application.
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Safe Deployments: Zero-Downtime Migrations (Sec. 6.3)

‘ Step 1: Trigger l

Step 2: Pre-Deploy
Migration

Cloud Build pipeline
initiates the infrastructure
and application rollout.

000

// CLOUD SPANNER ARCHITECTURE

A containerized migration
script runs as a standalone
Cloud Run Job. It executes
against the Cloud SQL
database, ensuring the
schema is updated in a
backwards-compatible
manner.

For globally distributed databases, use the
Spanner Schema Update API. It applies DDL

changes without locking tables, enabling
true zero-downtime migrations.

Step 3: App
Promotion

The new application
revision is deployed

alongside the old one.

Step 4: Traffic
Cutover

Cloud Deploy securely
routes live traffic to the

newly promoted application

revision.
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Observability Base: RAD to Console Mapping (Sec. 6.2)

OO0  RADUI Configuration Inputs \ GCP Console Outputs
Monitoring > Alerting
alert_cpu_threshold e
' MQL-based alert pol
alert_memory_threshold, bttt Ao
alert_disk_threshold (Group 17)
(Group 17)
Monitoring > Uptime checks
(Global synthetic monitoring verifying
External Load Balancer IP the full stack)
support_users, Notification Channels
notification_alert_emails (Paging operators via email/webhooks)
App Workloads Logging > Logs Explorer
(Aggregated container stdout/stderr streams)
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Advanced Observability: The Diagnhostic Matrix (Sec. 6.2)

Cloud Monitoring

Function: Custom MQL alerts and dashboarding.
Exam Pattern: Fire alert when 95th-percentile

request latency > 2 seconds over a 5-minute
rolling window, AND Cloud SQL CPU > 80%.

Cloud Profiler

Function: Code-level optimization.

Exam Pattern: Continuous CPU and memory
profiling across a fleet to optimize application
performance overhead.

Cloud Logging
Function: Centralized telemetry.
Exam Pattern: Aggregating application-layer and

database-layer log streams into a single pane
of glass.

Cloud Trace

Function: Distributed bottleneck detection.

Exam Pattern: Visualizing and isolating
latency spikes across complex distributed
microservices.
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Ensuring Reliability: Load & Chaos Architecture (Sec. 6.6)

——— The Generators

Load-Generation
Agents

Load-Generation
Agents

Load-Generation
Agents

Deployed horizontally as Cloud
Run Jobs or GKE Pods. Enables
thousands of concurrent
simulated users with no load-
generator infrastructure to
manage.

The Response

LATENCY ALERT: > 2000ms

posenns __ ./

Application
Load Balancer

SCALE UP

GKE HPA Cloud Monitoring Alerts
Dynamically scaling up Triggering due to
pod count intentionally breached

latency thresholds

> FATAL_INJECTION: CHAOS ENGINEERING

Intentionally inject faults (terminating random pods, blocking network ports)
to verify HA architecture functions as designed. (Note: Review GCP
Acceptable Use Policy for external penetration testing).
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Support & Incident Response (Sec. 6.4)

Enhanced Support

Premium Support

Standard Support

General support for
standard operational
queries.

Faster response times
designed for critical issues
cclitical issues and

expanding cloud footprints.

Designed for mission-critical
production workloads.

15-Minute Initial
Response SLA for P1
(Sev-1) cases.

Assigned Technical
Account Manager (TAM)
for proactive architectural
guidance and incident
management.
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Synthesis: The Well-Architected Operations Loop (Sec. 6.1)

Automate
Deployments

Cloud Build, Cloud Deploy,

Cloud Monitoring (MQL),

Monitor
Systems

Artifact Registry : Cloud Logging,
(Vuln Scanning) excgllij:r:gg?;ilut : Profiler, Trace
destination; it is a
continuous loop of
improving service
reliability and
velocity.
Continual Respond to
Refinement Events
Distributed Load Testing, Alerting Webhooks,
Chaos Engineering (Fault Premium Support TAMs,
Injection), SAST (SCC) 15-min P1 SLAs




The Architect's Exam Checklist

Quality & Deploy (6.3, 6.5)

Spanner DDL =
Zero-downtime
globally.

Cloud Run Job =
Pre-deploy DB
migrations.

Container Analysis =
Artifact Registry Vuln
Scanning.

SCC Web Scanner =
Post-deploy XSS
checks.

Observability (6.2)

MQL = Advanced
custom
metrics/alerting.

Synthetic Monitors =
Global uptime
verification via

external LB.

Cloud Profiler =
Continuous CPU/
Memory optimization.

Cloud Trace =
Microservice latency
bottlenecks.

Reliability (6.6)

Support (6.4)

Cloud Run Jobs =

Serverless load-gen
agents.

Chaos Engineering =
Intentional fault
injection (pod
termination).

Premium Support =
Mission-critical
workloads.

15-Min P1 SLA =
Premium tier exclusive.

TAM =
Proactive guidance &
Sev-1 management.

&1 NotebookLM




