Google Cloud Professional Cloud Developer Prep

Mastering PCD Section 2:
Building & Testing Applications

The definitive visual guide to Google Cloud developer
tools, CI/CD pipelines, and secure deployments.
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Mission Parameters: PCD Section 2

Master the journey from local development to secure, automated cloud deployment.
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The Developer’'s Journey

The certification doesn't just test isolated tools; it tests your ability to wire them together into a
continuous, secure software supply chain.
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[ Target Platform ]

GKE Autopilot

[ Test & Secure ]

[ CI/CD Build ]

=

gcloud, Gemini Code Cloud Build, SLSA Provenance,
Emulators, IDE Assist & Kaniko, Artifact Binary & Cloud Run
Authorization

Cloud Code Registry
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Foundational Setup: Auth & The CLI ,
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Application Default Credentials Critical CLI Commands

=

>-| gcloud config set project <project-id>

Developer Set local project context.

gcloud auth application-default
login (

>-| gcloud run deploy <service> --source .

Build and deploy directly from source.

[ v~ ADC Provisioned ]

Service Account f |
Key File >_| gcloud container clusters get-credentials
<cluster>
l (> Google APIs ] Pull kubectl auth for GKE.
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The Emulator Sandbox: Bypassing the Cloud Toll Booth

Accelerate development and reduce costs with local service emulation.
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Traditional Cloud Execution Path

[ High Latency (15s+) ] ( Incurs $% énsts ] [ Requires Auth ]
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Code Internet Latency Live GCP Service
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Emulator Sandbox Path

[Instant Response {*:105]] [ Free ] [Zern Auth Cnnﬁg]

= " \
b | R/ EE
Code Localhost Loop Emulator

.

!

Supported Emulators: gcloud beta emulators [service]| start

TP
;‘,&; Pub/Sub @ Datastore " Spanner @ Bigtable
O

Real-World Impact: Run pytest locally against emulated Pub/Sub and Firestore. Tests execute 15x faster than live cloud integrations.
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The Workspace Spectrum

e e e ) i = T e

Cloud Code Cloud Shell Cloud Workstations
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- Location: | 4| Location: .>;_ ~ Location: f? ™
Laptop (VS Code / JetBrains # Browser Terminal (GCP Fully Managed Cloud VMs
extension) Console)

- Key Feature: @ ))E @ Key Feature: Le] - Key Feature: "I C/\)
Browse GKE resources, local 5GB persistent home directory, Consistent, reproducible IDEs
Cloud Run emulator, Secret pre-installed tools, zero local secured via IAP. Source code
Manager explorer. install required. Perfect for never leaves the corporate

ad-hoc tasks or restricted cloud. Ideal for strict security
corporate laptops. requirements.
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Differentiating the Gemini Twins
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Gemini Code Assist

</>

Gemini Cloud Assist

| T

I

The Developer

o
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The Operator

@ @ Location: & @
Inside the IDE (via Cloud Code) or idx.google.com

Location:

The GCP Console (Sparkle icon in top nav)

L Superpowers: B
4} Context-aware inline completion, q
generating unit tests, code explanation.

Superpowers:

Writing MQL (Monitoring Query Language),
analyzing logs, infrastructure querying.

—— Example Prompt:
?- ] Write a Python function to read the 10 E
most recent rows from Bigtable using a
specific row key format.

Example Prompt:

Which Cloud Run services have the
highest latency this week?

f
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The Build Architecture (CI/CD Flow)

Automatic Vulnerability
Scanning via Artifact
Analysis.
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Source Cloud Build Compilation Storage
Commit Trigger Engine Target
GitHub push Activated by Kaniko compiles the Pushes image to
enable_cicd_trigger. container image. Artifact Registry
Reads cloudbuild.yaml. (container_image).
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Source-Based Deployment: Bypassing Dockerfiles

Traditional Container Build ,
LT e il . e ) [ i R T T r

: . Deplo
COUITE Write docker build docker push Deploy to Cun[:t}air?er Runtime
Cﬁde DOCkerﬂle docker build -t .. docker push <image=> I_{E.g., Kubernetes, Cloud RUI'I)J
- 4 K J \, J b J
Buildpacks ; .
e e i o > :
%‘3’ Cloud Buildpacks
/> Auto-Detect Language & Build 6}5
Source :
Code gcloud run deploy --source . Cloud Run
Ty \. J

@ Takeaway: Buildpacks allow rapid prototyping and deployment without writing or maintaining container configurations. ]
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The Gatekeeper: Secure Supply Chain

Inspects pod
admission request

Missing Seal
iR PR
Generates (Rogue Image)
SLSA
Provenance f ]
@ Rejected
—*—' Q@ —p

Cloud Gegﬁga;“ Artifact Binary Q/

Build Provenance Registry Authorization v jid seal
(The Gatekeeper)  from trusted Deployed

attestor
| to GKE
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Automated Testing in Cl

Step 3: Push

docker

Step 1: Build Step 2: Integration Test

docker build pytest
integration_tests/

against Cloud SQL

test instance :><:

Artii

Core Rule: A non-zero exit code on any test step halts the entire pipeline.

The broken image never reaches Artifact Registry or Cloud Deploy.
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Advanced Testing Strategies

Al-Powered Unit Tests

oo +

def process_data(data):
if not data: raise ValueError
return clean_data(data) 1,

7 R
Select function -> Gemini
prompt -> Generates
boundary & error test cases

(pytest) automatically in the
IDE.

Emulated Test Isolation

| 1 |

Test Run 1 topic-uvuid-550e8400-e2%9b
|

Test Run 2 sub-vuid-aleebc99-9c0b

Append UUIDs to Pub/Sub
topics/subscriptions during
test setup and teardown to
prevent state leakage
between tests.

Local Cloud Run Testing

”~

»—()

;

Use Cloud Code to run
containers locally with exact
production GCP environment

environment variables and
Secret Manager bindings.
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The Google Cloud Developer Ecosystem Map
Your mental model for PCD Section 2. : ______________ Monitoring logs & latency |

e R T N "R = TR S \ L T R R T \
I Local / IDE ! | The Pipeline | I Deployment & Ops }
| | ; | I
: : : ﬁL{@:—) _?:;;ugdeimld ]_ | : ;
[ ‘(. .3| Cloud Code l : : | :
: — | | y l | |
| I I : l [ '
I | | E[ Integration | l |
| ' | @) Tests | | E' @ I
: D'q, Local ) Q— :
| T Emulators | | ! & Eiha GKE Autopilot / | |
: : : 4[ @ Kaniko : I Auth Gate Cloud Run :
| ]
[ +  Gemini : : : v : | :
: Code Assist [ | S [@ Artifact Registry + | : I
| ; : SLSA Attestation : | i
l’ ______________ .-""l “"l-.. ____________________ .-*I L.,_ ____________________ .-"",
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Final Review Checklist

System Readiness Check

Can you configure Application Default Credentials (ADC) without service account
keys?

D Can you bypass Dockerfiles using source-based deployment (--source .)?
D Can you differentiate the use cases of Cloud Code, Cloud Shell, and Workstations?
I:I Do you know how to enforce SLSA provenance using Binary Authorization?

|:I Can you execute isolated integration tests using local GCP emulators and UUIDs?

> Access hands-on labs at https://techequity.cloud
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