The Lifecycle of a
Cloud Operation

A visual playbook for Google Cloud
observability and PDE Exam Section 4.

> Moving from reactive scrambling to proactive
telemetry using the GCP operations suite.
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The DevOps Narrative

The exam objectives are not
Isolated tools; they are the
chronological phases of a
production incident.

Node 3
Manage (4.3)

Refine dashboards,
codify SLOs, eliminate
alert noise.

Node 1
Instrument (4.1)

Setup baselines,
synthetic monitors, and
notification routing.

Node 2
Troubleshoot (4.2)

Detect anomalies,
triage via logs, trace
latency.
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// The Operator's Thought Process:

Phase 1: How do we detect a failure
before users do?

Phase 2: Why did it fail and where
is the stack trace?

Phase 3: How do we prevent alert
fatigue next time?
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Synthetic
Uptime
Monitors

Proactively probe
systems from external
vantage points to
detect availability and
performance
degradation before
users report it.

Incident Output

Cloud Run

Endpoint

South
America

Condition: 3 of 6 regions fail -> Trigger Alert

Scenario: Frankfurt
endpoint returns
HTTP 503.

Result: Uptime check
detects failure
within 60s from 3 of
6 regions.

Action: P1 PagerDuty
alert triggered.
Rolled back before
EMEA customers
impacted.

Console Navigation: Monitoring > Uptime checks
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NOtifiC&l’[ion Real-World Impact

Condition Trigger:
Channels GKE Pod CPU > 90% Scenario: 02:00 AM
CPU spike.
Roqt]ng ::-Hert Result: Simultaneous
notifications to Alert Policy email sent to shared
designated operators Evak atde ops mailbox and
through structured, on-call engineer
auditable channels l Pl
based on threshold l‘ l Value: The right
breaches. person is notified
notification_alert_emails Webhook without manua1.. :
(Ops Mailbox) (PagerDuty) dashboard monitoring.
For logging & audit For urgent paging

Console Navigation: Monitoring > Alerting > Notification channels
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Logging &
Error Reporting

Capturing structured
application logs centrally
and Open Sans
automatically surfacing
deduplicated error
clusters for rapid triage.

Raw Logs
Unstructured standard output & JSON
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Cloud Logging

Parsed into structured fields.
\ Filtered by severity=ERROR
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Cloud Error Reporting

Deduplicated error clusters grouped by
stack trace with first-seen timestamps

Ak

Console Navigation: Logging > Error Reporting

NullPointerException

=

Location:

Status:

Frequency:
. Action:

payment_path
First seen 4 mins ago
Occurring 260x/min

Correlated to traffic
split. Rolled back to
zero errors in 90
seconds. No complex
log queries required.
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Query Editor > Logs

Advanced Log

Metric Correlator > Latency & CPU
Diagnostics
- 1 severity>=WARNING < HR:_;“;M ] Log Volume Spike
Utilizing structured : Sl d e doie,
qucty DpEFEltDI:S and 2 JjsonPayload.user_id='12345" +—— g
metric correlation to et i
. . ructourea ne
pinpoint the exact 3 timestamp>='2824—91—81TBB:% e frhan -
request causing a
failure. 4 resource.labels.service_name=

500 - 100
T—{ Time bounding 400 - 80

= S
: . % 300 60 2
resource.labels.service_name='chec 2 S
T g 200 a2
100 20 &
Resource
scoping 0T 0

— run.googleapis.com/request_latencies
— cloudsgl.googleapis.com/database/cpu/utilization

Insight: Visually correlating a Cloud
Run latency spike with a
downstream database CPU spike.

Console Navigation: Logging > Logs Explorer
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GKE Events Cloud Run Revisions Diagnosis
Infrastructure J
B“nd SPOtS - ErrImagePull - ContainerFailed: JetBrains Mono

user-provided

- Unschedulable container failed Scenario: Container
Dlagn05|ng - CrashLﬂngackaf to start exits immEdiatE]-Y-
SChEdUHHg, image - Liveness probe fails Result: Application logs
pull, and startup are empty because the
failures that app never started.
occur b?IDW the_ Fix: Check GKE Events
application logging tab or Cloud Run

Revision Logs tab
directly to catch
misconfigured
containerPort, missing
environment variables,
or under-provisioned
memory limits.

layer.

Console Navigation: Kubernetes Engine > Events | Cloud Run > Revisions S e



Custom

Operational
Dashboards

Aggregating key
Service Level
Indicators (SLIs)—
CPU, memory,
latency, and error
rate—for
immediate,
contextual

workload visibility.

CPU %

Memory %

H

Data Correlation l

Instance Count

Proactive Scaling

JetBrains Mono

Scenario: Flash sale
triples order volume.

Trigger: Average pod
CPU > 88% for 5 mins.

Action: Operator opens
custom dashboard, sees
correlated memory/CPU
spike across pods,
memory/CPU spike
across pods, and
scales up the node
pool before users
experience latency.

Console Navigation: Monitoring > Dashboards
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Heading

Multi-Burn-Rate
Alerting

Body

Defining Service Level
Objectives (SLOs) and
alerting based on error
budget consumption
speed rather than
arbitrary raw error
counts.

Normal Burn

| : . :
| Error Budget Consumption Over Time
i Lok \
80%
S 60%
O
=
2 |
5 /'
L 40% | ,
14x Burn Rate Spike
203£|
0%
Time (30 Days)
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SRE Alerting Logic

- Target: 99.9% of requests
< 500ms.

Event: A 14x burn rate
alert fires.

- Reason: 2% of the entire

monthly error budget was
spent in just the last 60
minutes.

Takeaway: This 1s the most
sophisticated way to page
an engineer. It ignores
harmless noise and only
flags critical budget
exhaustion.

Console Navigation: Monitoring > Services > Create SLO
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The Alerting Logic Matrix

Approach Core Syntax /Logic | Best Fit Scenario
MQL (Monitoring Native GCP resource Baseline health guards (e.g., CPU > 80% for
Query Language) thresholds. 5m).
PromQL Kubernetes-native GKE environments where teams use
queries. Prometheus (e.g.,
kube_pod_container_resource_requests).
Log-Based Alerting Triggers directly on log Security events, specific audit logs, or critical
filter matches. text strings without waiting for metric
conversion.
Multi-Condition AND/OR logic combining | Reducing false positives (e.g., Alert ONLY if
(Composite) signals. CPU > 80% AND Memory > 80%).

Console Navigation: Monitoring > Alerting > Create policy A NotebookLM



The Observability Deep-Dive Matrix

Tool Name

Core Capability

Key Use Case

Console Location

Ops Agent

High-fidelity VM & 3rd-
party metrics via
OpenTelemetry.

Tracking Compute Engine
memory/disk I/0 and apps
like MySQL/Nginx.

Compute Engine >
Observability
(JetBrains Mono)

Cloud Trace

End-to-end distributed
latency analysis (waterfall
diagrams).

Isolating a p99 latency
regression to app code vs
DB query vs network.

Trace > Trace list
(JetBrains Mono)

Cloud Profiler

Continuous production
profiling (<1% overhead).

Comparing pre/post-
deployment flame graphs to
find CPU/heap contention.

Profiler
(JetBrains Mono)

Log-Based Metrics

User-defined metrics
extracted from log
payloads.

Alerting on a structured log
field without changing
application code.

Logging > Log-based
metrics
(JetBrains Mono)

Console Navigation: Monitoring > Services > Create SLO" or a similar navigation path relevant to the previous slides, maintained for consistency.
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The Unified Observability Architecture

HTTP Request i

\,

Cloud Run / GKE
Workload
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OpenTelemetry SDK / Collector

(The Vendor-Neutral Glue)

Numeric Data

L

o

No tool is an island. A single Trace ID injected by
OpenTelemetry connects the p99 latency spike in Cloud

Latency Data

Text Data

Crash Data

Monitoring to the exact NullPointerException in Cloud Logging.

-,

Cloud Trace
Distributed Traces

=

L, vy Cloud Monitoring
Metrics
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9 Cloud Logging

= Structured Logs

(*2023-85-26 TEAT: "hey-ul87 Baze®...}
(*2B22-07 -0 PORT: "tasc™. .., )
(“2823-87-25 AT :"1ong” ...}

Error Reporting
Exception Stack Traces
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Console Navigation: Observability > Tracing | Monitoring | Logging | Error Reporting
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Alert Policy Best Practices (Reducing Noise)

Anti-Patterns (Noise)

Best Practices (Signal)

Aligning CPU metrics to 1-minute windows.

Use 5-minute alignment periods to smooth
transient, harmless spikes.

Using ALIGN_MEAN for latency alerts.

Use ALIGN_PERCENTILE_99 to catch actual
tail latency affecting users.

Alerting constantly until resolved.

Configure a renotification interval to
suppress redundant pages for long-duration
incidents.

Sending all alerts to one PagerDuty.

Use user labels to route infrastructure alerts
to Ops and application code errors to
Developers.

Console Navigation: Monitoring > Alerting > [policy] > Edit
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The Telemetry HUD: PDE Exam Section 4 Cheat Sheet

Phase 1: Instrument (4.1) Phase 2: Troublesr- Phase 3: Manage (4.3)

e Uptime Checks e C(loud Logging e Dashboards
e Notification Channels e Error Reporting e MQL/PromQL
e OpsAgent e C(Cloud Trace e SLOs
Mantra: Proactive Mantra: Deduplicate Mantra: Correlate and
baselines. and isolate. reduce noise.

Master the lifecycle, master the operation. Good luck on the PDE.
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