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Figure 1: (a) HEar-ID uses multi-task learning (MTL) to authenticate user identity and reliably infer silent speech; (b) a new
user registers in HEar-ID by recording few shots of silent commands; (c) HEar-ID leverages contrastive learning to pull cosine
similarity between projected features of whisper and ECDM; (d) the user can be verified in a natural and safe style.

Abstract

Silent speech interface (SSI) enables hands-free input without audi-
ble vocalization, but most SSI systems do not verify speaker identity.
We present HEar-ID, which uses consumer active noise—canceling
earbuds to capture low-frequency “whisper” audio and high-
frequency ultrasonic reflections. Features from both streams pass
through a shared encoder, producing embeddings that feed a con-
trastive branch for user authentication and an SSI head for silent
spelling recognition. This design supports decoding of 50 words
while reliably rejecting impostors, all on commodity earbuds with
a single model. Experiments demonstrate that HEar-ID achieves
strong spelling accuracy and robust authentication.

CCS Concepts

« Security and privacy — Biometrics; - Human-centered com-
puting — Text input; Sound-based input / output.
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1 Introduction

Although speech-based interactions offer a natural alternative to
manual or visual controls, they are not always feasible in public
settings: speaking aloud in quiet environments (such as a library)
may disturb others or expose private information (e.g., dictating a
text message). Silent speech interface (SSI) addresses these issues
by relying on mouth and facial movements rather than audible
vocalization, allowing use in both noisy and quiet spaces without
disrupting bystanders. Consequently, users tend to prefer SSI over
traditional speech recognition in public contexts [26]. However,
prior SSI-related works [4, 30, 37, 39] hardly consider the safety
issues. While normal voice-based authentication mitigates these
risks by verifying the speaker’s identity before granting access, it
can be vulnerable to replay and injection attacks (e.g., triggering
Siri via a loudspeaker), leaving an imperative need for developing
a reliable SSI system.
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We analyzed and found that the silent speech recognition task
and the speaker authentication task are correlated rather than
independent. The inherent structure uniqueness of each individ-
ual’s ear canal creates distinct acoustic propagation paths, so that
subtle ear canal deformations encode both the utterance content
and speaker identity. Fortunately, recent years have witnessed an
essential boost in earable sensing ranging from activity recogni-
tion [17, 23, 28], pose or mesh reconstruction [6, 10, 21, 25], speech
enhancement [16, 18, 19], and user authentication [7, 8, 11, 31].
Among them, several works use commodity earbuds with an in-ear
microphone to detect ear canal dynamic motion (ECDM) using ultra-
sonic sensing, where the ear canal serves as the reflection chamber.
Therefore, we employ a multi-task learning (MTL) approach upon
the earable platform, leveraging this correlation to perform silent
spelling recognition and speaker authentication simultaneously.

In this work, we enable reliable SSI by proposing HEar-ID, which
only leverages a commodity active noise-canceling earbud to emit
an inaudible OFDM signal and record both ultrasonic reflections
and whisper audio to enable silent spelling input (e.g. /iz er ar/)
for the word "ear") and user verification with a single machine
learning model. Here we treat the silent speech as equivalent to
whispering, since we found most experiment participants still make
a subtle voice due to a lack of training. As shown in Figure 1, HEar-
ID extracts features from ultrasonic waveforms (17.5-23kHz) and
whispers (0-11kHz), then feeds the twin features through a shared
encoder (TCN—Bi-GRU—MLP) to produce d-dimensional embed-
dings. A contrastive head aligns genuine-user whisper—ultrasonic
pairs and repels attacker samples, while an SSI head on concate-
nated embeddings enables word-level decoding of silent spellings.
In the preliminary experiments, HEar-ID consistently delivered
promising results: for 11 participants, the system reliably rejected
impostors with a false positive rate (FPR) of 3.2% and a true positive
rate (TPR), accompanying 90.25% Top-1 word recognition accuracy
for eight of them.

Our contributions are: (1) a multi-task SSI framework that fuses
ultrasonic features with whisper ones for joint spelling and au-
thentication; (2) a contrastive learning formulation (CLWUM) that
embeds whisper and ultrasonic signals into a “private-key” space
for robust verification; (3) an evaluation demonstrating accuracy
spelling on 50 words and strong authentication.

2 Related Work

2.1 Ultrasonic Silent Speech Interfaces

Ultrasonic sensing interpreted by doppler effect [36] or other ma-
chine learning techniques [2, 3, 24] detects movements similar to
those captured by radio-frequency- [22, 35], optics- [29, 32] and
motion-based sensors [14, 15] to enable silent speech interface (SSI)
techniques. Wearable approaches include Jin et al. [20]’s EarCom-
mand which uses a custom earbud emitting an FMCW chirp, with a
microphone in the ear canal recording reflections, achieving 89.9%
accuracy on 32 silently spoken words across 12 participants.

Xuefu Dong et al.

2.2 Earable-based User Authentication

Wearable authentication can use passwords—e.g., voice or gesture-
based schemes on earbuds [1, 33]—but spoken passwords risk leak-
ing personal data and are vulnerable to replay attacks, motivating
biometric alternatives.

However, almost all existing systems require normal speech or
detectable motion, limiting usability in public or quiet settings. To
our knowledge, HEar-ID is the first earable solution to authenticate
via silent or whispered speech. Unlike EarDynamic [31], which
relies solely on ultrasonic reflections, we learn a joint mapping
between ultrasonic and whisper signals to capture user identity
even when no audible speech is present.

3 Contrastive Multi-Task Learning (CMTL)

In this section, we describe HEar-ID’s approach for word inference
and user verification, as illustrated in Figure 2.

3.1 Signal Processing and Feature Extraction

HEar-ID leverages an OFDM signal of 2046 samples over a sam-
pling rate of 48000Hz, lasting for about 42ms. Upon receiving the
reflection from the ear canal, HEar-ID first isolates the ultrasonic
band (17.5-23 kHz) with a high-pass filter, then aligns each received
segment to an exact OFDM cycle. A coarse alignment finds the lag
teoarse that maximizes cross-correlation between one transmitted
symbol and two received symbols. A fine alignment then corrects
sub-sample delays (+25 samples) by minimizing phase differences
with the transmitted signal. The original audio is aligned using the
result index.

We extract features from the data after slicing it into 426-ms
(10 frames) sliding windows with a stride of 85ms (2 frames). The
ultrasonic band of each window, containing information of ear
canal dynamic motions (ECDM), is further boosted by a second-
order differentiation for compensation of rapid attenuation above
16 kHz in commercial earbuds, and later represented by 200-lag
autoregressive (AR) coefficients. On the other hand, the whispering
audio is procured by applying another 12kHz lowpass filter to the
aligned original audio. To reduce computational complexity, we
downsample the audio by a factor of 2. Then we fed it into a widely
adopted mel-spectrogram extractor (n_f ft = hop_length ~ 42ms).
The paired features are then fed into our neural network.

3.2 Contrastive Learning for
Whisper-Ultrasonic Mapping (CLWUM)

When a user articulates silently, facial movements induce correlated
perturbations in both the low-frequency whisper signal (captured
by an earbud’s microphone) and the high-frequency ultrasonic
reflections inside the ear canal. CLWUM exploits this intrinsic link
by mapping paired whisper and ultrasonic signals into a shared
embedding space, effectively acting as a “private key” that aligns
only genuine-user embeddings.

As illustrated in Figure 2, each batch provides 2N segments per
modality: the first N from the genuine user and the next N from
attackers (N is set to 50 words in experiments). After modality-
specific encoders f,,(-) (whisper) and f, (+) (ultrasonic) and small
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Figure 2: The three-fold workflow of HEar-ID.

projection heads h,,(+), hy(-), we obtain embeddings

wi = by (fu (), uj = ha (fu (), ij=1,...

which we collect into W(d x 2N), and U (d X 2N) Since CLWUM fo-
cuses on the genuine-user mapping, we extract only the first N em-
beddings from the genuine user: W9(d X N), U9(d X N). We then
compute the cosine-similarity array between whisper and ultra-
sonic embeddings from N genuine user samples S;; = sim(w;, u;)
Here, the diagonal entries S;; represent true whisper—ultrasonic
pairs. Contrastive learning fosters a robust cross-modal alignment
between ultrasonic and whisper embeddings for silent spelling
recognition, while simultaneously extracting the shared features
that underpin reliable user authentication. Accordingly, we define
the contrastive loss:

1 N
Lo, =—— I

where 7 > 0 is a temperature hyperparameter and is set to 0.7 based
on empirical experience. Minimizing Lc, maximizes similarity of
genuine pairs and minimizes similarity of mismatched pairs, em-
bedding whisper and ultrasonic signals from the genuine user into
a coherent shared space.

,2N,

exp (Sii/7)
N exp (Sij/t)

3.3 MTL-based Reliable Silent Spelling Interface

To simultaneously verify user identity and recognize spelled words
in silent speech, we adopt a multi-task learning (MTL) paradigm.
Multi-task learning aims to enhance the overall performance on
multiple tasks by leveraging shared representation and useful in-
formation across related tasks [38]. Our architecture branches
into two tasks—User Authentication and Silent Spelling Recog-
nition—sharing the CLWUM encoders as a foundation.

3.3.1 User Authentication. As shown in Figure 2, each whisper or
ultrasonic segment first passes through the CLWUM encoder—three
stacked TCN blocks followed by two Bi-GRU layers—and then
through an embedding MLP to produce a d-dimensional represen-
tation. This shared embedding is further projected by lightweight
modality-specific heads to yield authentication vectors. For each
batch, let h;"hmper and h;‘l"a be the shared d-dimensional embed-
dings (after CLWUM encoder and embedding MLP) corresponding

to the i-th genuine-user silent spelling, and let h;ltra be the embed-
ding for the j-th attacker segment (where i, j = 1,..., N and there
are N unique words per batch). We then compute the authentication
vectors by applying two separate MLP for ultrasonic and whisper
data in the authentication head. The system then calculates the co-
sine similarity of the pair, and makes the dicision of authentication
if similarity is greater than a threshold thr. During training, we
form pairs in dataset from genuine-user and attackers:
wi = MLP,, (h¥™F"),  uf = MLP, (h"), u; = MLP, (A1),

where w;, ui+, u; € R4, Here, (wi, u:r) form genuine-user pairs (both
embedding the same word), while each u; represents an attacker
embedding for that same word.

Then, we compute cosine similarities s;' = sim(wj;, u;) measures
similarity for a genuine pair, and s; = sim(w;, u;) for a gen-
uine-attacker pair. Training minimizes the angular triplet loss with
margin m (where m is set to 11.45):

N
Lauth = % Z maX(O, m + arccos(s}) — arccos(si_)).

i=1
This loss pulls the angle between genuine pairs smaller (higher
similarity) while pushing the hardest negative (attacker) angle
larger, yielding a clear decision boundary. We calibrate the thr
with Youden’s J statistics [34], and adopt the empirical value of m
as 30 degrees.

3.3.2  Silent Spelling Recognition. As depicted in Figure 2, for silent
spelling the genuine-user whisper and ultrasonic segments are first
processed by the shared CLWUM encoder (TCN — Bi-GRU — em-
bedding MLP), resulting in two sequences of d-dimensional vectors:
pwhisper — [hw, . .,,hI”\‘;],h“hra = [h’f .. .,h’l(,].We then concatenate
corresponding whisper and ultrasonic embeddings for each time
step to ¢; = [h:“’ I h’l‘] and feed the concatenated sequence {c;}
into a small projection MLP followed by a softmax classifier to
produce frame-level logits over the alphabet (26 letters + blank):
f; = MLPg11(c;), where K = 27. Denote the entire logit sequence
by L =[#,...,¢N].

We train with Connectionist Temporal Classification (CTC)
loss [13] to align L with the target letter sequence y without frame-
wise labels: Lere = —log P(y | L). CTC allows the model to learn
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Figure 3: (a) Word inference accuracy, and (b) user authentication performance.

both letter identities and their temporal transitions implicitly, which
is crucial for decoding silently mouthed words.

3.4 Authentication Pipeline

The authentication pipeline is divided into two phases:
Registration Phase. Each user begins by silently spelling a small
set of word samples while wearing the earbuds. HEar-ID then trains
the network using whisper—ultrasonic pair of samples with other
individuals’ data. We claim that these extra training data can be
provided by the manufacturer along with the product. HEar-ID is
trained end-to-end by minimizing the combined loss

Liotal = @ Ler + B Lauth + ¥ Lete,

with task weights set to @ = 0.1, f = 0.5, and y = 0.3 after hyperpa-
rameter tuning. A verification threshold is then calibrated.
Verification Phase. When a user silently spells a word, the sys-
tem captures the corresponding whisper and ultrasonic segments,
computes their embeddings, and compares these against the stored
reference set. If the similarity to at least one reference embedding
exceeds the threshold, the user is accepted; otherwise, access is
denied. At the same time, the concatenated embeddings are sent
to the head, which produces logits that are decoded (e.g., via beam
search) to yield the final spelled word.

4 Preliminary Results

We used a subset of the dataset from ReHEarSSE [5] (10 partici-
pants) and recruited one additional participant, bringing our study
to a total of 11 users (9 males, 2 females; mean age 22). All data is
collected by off-the-shelf active noise-cancelling earbuds (Edifier
W?380NB) where we removed the in-ear mic from the earbud cir-
cuitry and wired it directly to a smartphone (Google Pixel 3a) via a
3.5 mm jack, ensuring unprocessed raw audio. All data collection
procedures were conducted in accordance with Institutional Review
Board (IRB) guidelines. All participants spelled 4 rounds of the same
lexicon of 50 randomly selected words from the 1000 most used
words from the Oxford English Dictionary [27] with subtle voice
(e.g. /it e1 ar/) for the word "ear").

4.1 Overall Performance

4.1.1 Experiment Design: We take turns to regard one participant
as the genuine user and others as impostors. For each participant,
we form the testing set by randomly choosing a re-wearing session,
and the training set by all other sessions except the left-out session.
The authentication head and the CLWUM are trained and tested
on all participants’ data. That means each participant’s model is
attacked 500 times and accessed by the genuine user 50 times during
testing. For the SSI head, we only use the genuine user’s data,

resulting in a user-dependent model. We implement the pipeline
of [5] serving as a baseline.

4.1.2  Metrics. For recognition, we report Top—n word accuracy
(n=1,2,3), i.e. the percentage where the true label appears in the
top-n predictions.For authentication, we adopt the standard TPR
(True Positive Rate), FPR (False Positive Rate) and the resulting
EER. Figure 3 illustrates the recognition accuracy of our whis-
per+ultrasonic Silent-Speech Interface (SSI) with the ultrasonic-
only baseline ReHEarSSE [5], while Figure 3 summarises per—user
authentication results (TPR/FPR).

Silent-speech recognition: Our whisper + ultrasonic SSI attains
a mean Top-1 accuracy of 67.3 %. However, we found that for 8
of 11 users without degraded performance in ultrasonic sensing,
we achieved 90.25% Top-1 accuracy, which is comparable to the
ultrasonic-only REHEARSSE baseline (91.4 %). Three speakers (S1,
S4, S7) exceed 90 %, confirming the benefit of the whisper stream.
S5, 59, and S10 lag (<10 %)—likely owing to unclear articulation and
idiosyncratic sensor placement, issues that the whisper—ultrasonic
alignment amplifies.

Authentication: Average performance is TPR = 81.76 %, FPR =
3.2 %. Notably, S5 achieves 99.9 % / 3.4 % despite poor recognition,
illustrating that our identity embeddings remain robust when lexical
decoding falters. Conversely, S9 and S10 record near-zero TPRs,
mirroring their low recognition scores and indicating inconsistent
headset placement across sessions.

Overall, the results confirm that coupling a whisper microphone
with ultrasonic sensing brings recognition accuracy on par with
state-of-the-art acoustic SSI while preserving high authentication
robustness—meeting the dual goals of content retrieval and user
verification in a single wearable and machine learning model.

5 Conclusion

We introduced HEar-ID, which combines AR ultrasonic and whis-
per features to enable silent spelling and user authentication on
earbuds. A CLWUM module aligns genuine-user embeddings and
repels impostors to simultaneously support two tasks. Tests show
robust authentication under real-world conditions and promising
spelling accuracy of 90.25% over 8 out of 11 participants for 50
words. Future work will expand lexicons and refine continuous
verification, leveraging methods including a generative model to
produce realistic synthetic data [9, 12].
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