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Wiring Fraud Advisory Notice 
 

Cybercrime is a potential threat in real estate transactions. Instances have occurred where 
criminals have hacked email accounts of entities related to real estate transactions (such as 
lawyers, escrow holder's, title company representatives, or real estate brokers and agents). 
Using email, hackers have invaded real estate transactions and used fraudulent wiring 
instructions to direct parties to wire funds to the criminals' bank accounts, often to off-shore 
accounts, with little chance of recovery. It also appears that some hackers have provided false 
phone numbers for verifying the wiring instructions. In those cases, the buyers called the 
number provided to confirm the instructions, and then unwittingly authorized a transfer to 
somewhere other than escrow. Sellers also have had their sales proceeds taken through similar 
schemes. 
 
PLEASE BE ADVISED THAT eXp Realty, WILL NEVER SEND VIA EMAIL WIRING 
INSTRUCTIONS RELATED TO YOUR TRANSACTION. 
 
BUYERS/LESSEES AND SELLERS/LESSORS ARE ALSO ADVISED: 
 

1. Obtain the phone number of the Escrow Officer at the beginning of the transaction. 
2. NEVER WIRE FUNDS PRIOR TO CALLING YOUR ESCROW OFFICER TO 

CONFIRM WIRE INSTRUCTIONS. ONLY USE A PHONE NUMBER YOU WERE 
PROVIDED PREVIOUSLY. Do not use any different phone number included in the 
emailed wire transfer instructions. 

3. Orally confirm the wire transfer instruction is legitimate and confirm the bank routing 
number, account numbers and other codes before taking steps to transfer the funds. 

4. Avoid sending personal information in emails or texts. Provide such information in 
person or over the telephone directly to the Escrow Officer. 

5. Take steps to secure the system you are using with your email account. These steps 
include creating strong passwords and using secure WiFi as well as two-step 
verification processes. 

 
If an email or a telephone call seems suspicious refrain from taking any action until the 
communication has been independently verified. Promptly notify your bank, your real estate 
agent and the Escrow Officer. The sources below, as well as others, can also provide 
information: 

 

• The Federal Bureau of Investigation www.fbi.gov  
• The National White-Collar Crime Center www.nw3c.org  
• On Guard Online: www.onguardonline.gov 

 
The undersigned acknowledge receipt of this Advisory. 
 
Date: ______________ 
 

Seller/Landlord:   
 

Date: ______________  
 

SeIIer/LandIord:    
 

Date: ______________ 
 

Buyer/Tenant:__________________________________________ 

Date: ______________        
 

Buyer/Tenant:____________________________________________ 

(For Colorado Residents Only): This form has not been approved by the Colorado Real Estate Commission. 

Authentisign ID: C5E488A6-3BB2-F111-A6A7-000D3A4FF82A


	Authentisign: NYA Antelope Jct - Wells - Listing - 1106 - Listing Agreement - Residential - Exclusive Right to Sel
	ID: C5E488A6-3BB2-F111-A6A7-000D3A4FF82A
	Created: 9/16/2026 8:01:14 PM MDT
	Signing Creator ID: 5EFC339A-8341-EC11-9820-0050F210F5C6
	Signing Creator: Allen Elmore
	Signers (3)
	1. Allen Elmore
	ID: 9429ABB8-3BB2-F111-A6A7-000D3A4FF82A
	Phone: 
	Email: Allen@AE.Properties
	Signed Signatures/Initials (3)

	2. Daria Wells
	ID: 9629ABB8-3BB2-F111-A6A7-000D3A4FF82A
	Phone: 
	Email: dwellsnm@gmail.com
	Signed Signatures/Initials (39)
	1. Initials on Page 1
	ID: 4F7D009A-5BF8-4A5F-86D3-333A3BA52AFF
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	21. Initials on Page 1
	ID: D86C47E2-1C05-4164-A250-F90FF26B47A7
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	25. Initials on Page 1
	ID: 06666667-51BE-45FE-A267-61A2B6E8D48B
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	26. SignerName on Page 1
	ID: 1B44C4A3-19DE-4FEC-9656-1D389C9B9337
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	27. Signature on Page 1
	ID: 2CC73741-7D23-4765-B2E1-634CE02637BE
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	28. DateStamp on Page 1
	ID: 783A88CA-4C8F-44B2-A489-B618B262C96F
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	29. TimeStamp on Page 1
	ID: 71452B7F-DA4D-4AED-80A8-20996EA57890
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	30. Initials on Page 1
	ID: 1BB64368-E542-4F5A-9BA5-4E41779ECEEF
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	34. Signature on Page 1
	ID: CD1C1E09-BF21-4EEB-BD44-E2F8E54152DD
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	35. DateStamp on Page 1
	ID: A041F889-94A7-419A-8BD2-BB7D48FA5DDB
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	36. Initials on Page 1
	ID: 517717AC-7464-4CA0-86BA-DB25CA17DF00
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	38. Initials on Page 1
	ID: E2977A94-0160-44BF-99D5-016F0349F6F6
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT

	39. Initials on Page 1
	ID: 4272A662-2DFD-4327-8134-FA1ACFBA064A
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:58:54 AM MDT



	3. Samuel Wells
	ID: 9729ABB8-3BB2-F111-A6A7-000D3A4FF82A
	Phone: 
	Email: samuelwellszahn@gmail.com
	Signed Signatures/Initials (39)
	1. Initials on Page 1
	ID: 9902BD11-1B89-44BE-9FFD-287164B89860
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	21. Initials on Page 1
	ID: B7448752-A435-4E28-92B5-3BD783184D38
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	25. Initials on Page 1
	ID: C30447A7-1125-488C-B54B-8C3E7241B8A4
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	26. SignerName on Page 1
	ID: 8F888652-4B8F-487C-9064-5D5CA8C48546
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	27. Signature on Page 1
	ID: C12149A9-E94D-45E4-9E6A-82EAE176E30B
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	28. DateStamp on Page 1
	ID: 10CC932A-3029-4F8F-A96C-6734D59D863D
	IP Address: 173.72.15.93
	Accepted: 9/18/2026 9:55:54 AM MDT

	29. TimeStamp on Page 1
	ID: FF66DCC6-4FCD-43A4-B0DD-A8D5E60584B6
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	History ID: 07EB1A49-07DC-4B7D-A6DB-31063C3EDB2C

	Participant TOS Accepted: 9/16/2026 8:13:57 PM MDT
	IP Address: 2601:8c0:c300:be60:5671:5d68:e319:a75a
	Details: {"ParticipantId":"9429abb8-3bb2-f111-a6a7-000d3a4ff82a","ParticipantName":"Allen Elmore","ParticipantType":"RemoteSigner","TOSVersion":"https://secure.authentisign.com/assets/files/Authentisign_TOS_202106.pdf","STAESPVersion":"https://secure.authentisign.com/assets/files/Authentisign_STAESP_202106.pdf"}
	History ID: FE5063E6-246A-44D4-9003-AC5AE3C68B65

	Participant Accepted: 9/16/2026 8:13:57 PM MDT
	IP Address: 2601:8c0:c300:be60:5671:5d68:e319:a75a
	Details: {"ParticipantId":"9429abb8-3bb2-f111-a6a7-000d3a4ff82a","ParticipantName":"Allen Elmore","ParticipantType":"RemoteSigner"}
	History ID: 54ECA11D-31D8-4C00-BBFE-24BD9DDECC44

	Participant Authenticated: 9/18/2026 9:55:54 AM MDT
	IP Address: 173.72.15.93
	Details: {"ParticipantId":"9729abb8-3bb2-f111-a6a7-000d3a4ff82a","ParticipantName":"Samuel G Wells","ParticipantType":"RemoteSigner","ParticipantEmail":"samuelwellszahn@gmail.com"}
	History ID: D8E294A3-FECF-4853-82E4-6D4D5605829E

	Participant Authenticated: 9/18/2026 9:58:53 AM MDT
	IP Address: 173.72.15.93
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	History ID: 8E671EE1-372A-4B81-A4B1-F104E28F6169

	Participant Accepted: 9/18/2026 10:09:01 AM MDT
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