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When risk hits like a tsunami, speed matters.

Riskonami delivers credible, standards-aligned risk assessments in hours — not weeks — reducing expert involvement from typically ~30 hours per assessment to just ~2-3 hours.

Request early access - See how it works

RISKONAMI

If expert time is scarce, automate everything else.
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Riskonami is an Al-powered risk assessment

platform that transforms how organizations

perform operational security risk assessments.

It leverages collective security knowledge and

threat intelligence to identify risks that humans

often overlook.

Riskonami is built on a PhD-assured model for

governance and reliability. This ensures managed

model drift, high repeatability of outcomes,

analytical completeness, and daily assurance

validation.

The platform is designed to measure alignment

with ISO 27001 and generate NIS2-compliant

reports.

Most importantly, it dramatically reduces effort.
€  Traditional assessments take around thirty hours.

L 2 With Riskonami, this is reduced to between one
and three hours.

It is delivered as an enterprise SaaS platform,
GDPR compliant, and hosted in Europe.



Multi user/multi assessment
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Riskonami allows you to manage
multiple assessments simultaneously.
You can save and load assessments
from your profile, share them with
colleagues, and download them at any
stage.

Once reports are issued, they can be
re-downloaded at any time.

The platform is built for collaboration
and full lifecycle management.



Start the assessment

= To begin, you create a new assessment
and assign it a name.

- From there, Riskonami guides you
through a structured, Al-driven workflow
that standardizes the entire assessment
process.

https://riskonami.com



Impact assessment

IHREAT ANALYSIS

ROADMAP e Phase complete. Please click Next Phase in the Ul to continue

= In Phase One, Riskonami determines
how critical your application is to your
organization.

= This is done by evaluating
confidentiality, integrity, and availability.

- It also considers applicable legislation
and regulatory exposure.

= This establishes the system'’s impact
profile and forms the foundation for the
rest of the analysis.

RAW DATA (JSON)

Confirm draft and end phase
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System analysis

Phase 2 artifacts

PHASE ARTIFACTS

Final (locked)

Final (locked)
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In Phase Two, Riskonami builds your
system model interactively.

It identifies trust zones, maps
applications, and analyzes flows
between zones.

The Al continuously questions you until
the system is fully described.

This structured model drives all
downstream threat and control analysis.



System analysis

P e - If you already have architecture or flow
diagrams, you can upload them directly.

- Riskonami analyzes the diagrams,
documents and images. It extracts
system structure, and generates a
candidate threat model.

= This accelerates the modeling process
while preserving accuracy and
completeness.

https://riskonami.com



Control Identification

RAW DATA (JSON)

ROADMAP

= In Phase Three, Riskonami identifies the
relevant ISO 27001 controls for your
system.

- It assesses which controls are currently
implemented and determines their level
of maturity.

= Through interactive questioning, it
validates implementation status to
ensure accuracy.

Confirm draft and end phase

https://riskonami.com



Threat enumeration

ROADMAP Rerresn

1. ADVERSARIAL THREATS

Authentication & authorisation attacks

D Threat event

ADV0O1

ccess to authentication

ADV003  Exploit vulnerable authorisation mechanisms

Communications & Do$ (denial of service)

D Threat event

ADV004  Unautho

d monitoring/modification of

communications

ADV005  Conduct a denial of service (Dos) attack

Misconfiguration & architecture

D Threat event

ADVO008  Exploit misconfigured organisational

information

ADV00S  Exploit remor
VPNs)

s design/config issues (e.g.

ADVO10  Exploit poorly-designed network architecture

Why relevant to Riskonami

o

OAuth tokens and any API keys could be stolen or misused

Role/tenant checks in the app and API could be weak or flawed.

Why relevant

Multiple TLS links; misconfig or weak endpoints could expose
data in transit.

Public-facing app/API is reachable from the interet

Why relevant

GCP services/app configs may be mis-set (IAM, storage,

Relevant if you expose any VPN/remote admin entry points
around GCP.

Zones and segmentation between app, DB, storage, OpenAl and

Can we keep Adversarial and remove the other catagoriesq

https://riskonami.com

In Phase Four, Riskonami enumerates
threats using a structured taxonomy.
Threats are classified as adversarial,
environmental, or accidental using
IRAM2 TEC and TCL.

The system proposes relevant threats
for your specific model, and you confirm
their applicability.



Likelihood Estimation
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In Phase Five, Riskonami estimates the
likelihood of each threat.

This is based on industry data, observed
attack patterns, threat actor capability
and motivation, targeting likelihood, and
historical evidence.

You can confirm or adjust these values
to ensure the results are realistic and
defensible.



Inherent Risk Calculation

= In Phase Six, Riskonami combines
threats, likelihood estimates, and
existing controls to calculate the
inherent risk posture of your system.

= This reflects your organization’s
exposure before remediation.

https://riskonami.com



Risk Treatment and Compensating Controls

= In Phase Seven, Riskonami recommends
compensating controls and provides
practical, real-world mitigation
examples.

- You then decide how each risk will be
treated — whether it will be accepted,
mitigated, or transferred.

https://riskonami.com



Remediation Planning

Phase 8 artifacts

ly
"residualRisk

e,
ipt: 1 "cTo nd approves key third-party plugins and website integrations, preferring
G e Ry (L ) (0 o) G ) (AR 0 e (7 i G AP 9

off

checklist for any new website plugin or third-

ata types shared, least-privilege configuration,

party integration
incident commitments, and removal procedures.”,
“exampleProducts™: [

example. con/internal /vendor-checklist”,
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In Phase Eight, Riskonami generates a
practical remediation plan.

This includes clearly defined actions,
assigned task owners, agreed deadlines,
and prioritization.

The output becomes operational and
trackable.



isk Assessment

e — = In Phase Nine, once planned controls
are applied, Riskonami recalculates
i e s residual risk.
This quantifies the remaining exposure.
LK st it 1 iy i If risk remains, it can be formally
:\DY\DOZ; :a:pmpr.m SRy e G acce pte d an d d ocume nte d | na | |g nme r]t

ACC001/ ADV002 - Account takeover / credential stuffing (Critical or high for confidentiality and

m—— with NIS2 re qu irements.

ROADMAP Retrsn

Phases

1 identity i CA impacts 2 Bl arcitectural model

“risktreatment.json” with final residual risk levels. Il ask one question at a time, and we'll save the JSON

only after you review a concise preview and confirm.

From the loaded data, the highest pre-control risks are driven by:

3. Assess curent control

v ¥

implementation

5. Estimate ikeinood and mpactper 6. Compute Inherent risk

reputational risk). Your previous generic risk register alr

residual risk after controls.

First focused question:

— - For these idel ntity- and -related risks in the Riskonami/GenAl context (account takeover, data exfiltration
via legitimate access, and inappropriate disclosure to OpenAl), do you want to keep the same target residual
g P F . y P g
risklevel as your baseline register (Low), or should any of them remain Medium after the planned controls

(for example if you see residual privacy or insider risk as higher)? Please answer with either “all Low" or specify

exceptions (e.g., "keep ADV005 Medium, others Low"), and Il propagate that into the detailed residual risk

ratings.
Report 9!

Py—
Progress: Prior phases loaded and top high-risk areas identified; now calibrating target residual risk levels fo

the highest-impact threats

Phase requirements: JSON miss

Export session | | Import session n

@ sortdication

Upload

i [ Choose e ] No ft chosen
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Report Generation and Issuance

Phases

o CRA: false
« Final Impact Rating: HIGH

Section 3: Threat Model

tion summarizes the system model captured in threatmodel. json.

Likelihood Table

https://riskonami.com
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Riskonami generates a full report that
can be previewed in HTML.

The report is authored in Markdown and
includes all diagrams and system
models.

Before issuance, it is fully editable.

Once issued, the assessment is locked to
ensure integrity.

You may clone the assessment to begin
a new cycle or regenerate reports as
required.



Final PDF Report

= Finally, Riskonami produces a
W Risk Assessment Report professional, audit-ready PDF report.
secton 1 nroductin > Itincludes an executive summary,
system models, control implementation
status, threat and likelihood analysis,
inherent and residual risk calculations,
and a full remediation plan with

ownership and timelines.

= The PDF is immutable once issued and

o LED: false

o suitable for auditors, regulators,
R executive leadership, and board
— I m re p 0 rtl n g .
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Conclusion

If you are worried about actual risk

If you need GDPR, NIS2 and ISO risk
assessments done

If you are focused on risk and not
compliance

If you want enchanted analysis faster at
a reduce cost

A2 2R

RISKONAMI

Then Riskonami is for you

https://riskonami.com
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