
DevSecOps for iOS and macOS
Integrating security into the full software development lifecycle



DevSecOps for iOS and macOS 1

DevSecOps Overview 3

Advantages to the DevSecOps Approach to Security 4

DevSecOps and Company Culture 5

Tangible Changes to the Software Development Lifecycle (SDL) 5

 Changes in Development 5

 Changes in the CI/CD pipeline 7

 Changes in Production 9

Scanning for Security Vulnerabilities in macOS and iOS Applications 10

Takeaways 11

 MacStadium as Your Partner 11

Additional Reading 12

Contents

©2021 MacStadium, Inc. Apple®, Mac®, and macOS® are trademarks of Apple Inc.

https://www.macstadium.com


DevSecOps for iOS and macOS 2

Security in macOS and iOS applications is essential to the bottom line of the 

companies that build them. With the continual flow of newly developed macOS 

and iOS products competing for consumer attention and loyalty, security breaches 

can be catastrophic to a development company’s long-term viability in the space. 

To protect themselves from this genuine threat, software industry players have 

embraced security measures such as penetration testing and vulnerability 

scanning. 

These strategies may be beneficial, but their execution often leaves room for 

improvement. In particular, these security measures have traditionally been 

executed after the lion’s share of development work had been completed. When 

a finished product is secured, as it has traditionally been done, it can be said to 

be “wrapped” in a security layer. This approach is marginally effective at stopping 

attacks, and it is problematic for several reasons. 

Perhaps most importantly, in such a competitive landscape, development 

teams are beginning to embrace the philosophy that no security-related stone 

can be left unturned. DevSecOps offers an avenue to integrate security into 

the full software development lifecycle, and thus better lock down potential 

attack vectors. DevSecOps closes the feedback loop between security engineers, 

DevOps engineers, and software developers to quickly and efficiently identify and 

remediate security concerns. This translates into better-secured products built 

more efficiently because security vulnerabilities are identified earlier and are easier 

and less expensive to fix.  

DevSecOps for iOS and macOS
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DevSecOps is fundamentally the idea that application security is an organization-

wide problem that has to be addressed by all interested parties, rather than solely 

by a security specialist or engineer. As you can see from the illustration, DevSecOps 

is really an iteration on DevOps, in which security is embedded throughout the 

DevOps cycle.

DevSecOps Overview
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This is a distinct departure from the traditional “waterfall” linear approach in which 

applications go through the full development lifecycle up to the point of release, 

and are then tested for security issues by a security specialist. 

This shift in thinking benefits teams in several ways. If vulnerabilities in the code 

are detected earlier and more often, it will be easier to fix them because the 

developers are still “close” to the code. Moreover, if vulnerabilities are detected 

quickly, the dev team won’t write additional code that depends on vulnerable code, 

which means less work to undo to fix the problem.

https://www.macstadium.com
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Taken a step further, once the process has begun, there is a steady flow of 

feedback regarding application security, which will serve as continuing education 

for developers about secure coding practices, which will ultimately result in more 

secure applications in fewer iterations.

Full automation of dynamic security scanning in the CI/CD pipeline is essential 

to facilitate the small feedback loops required to identify and correct security 

vulnerabilities quickly. 

Once the automated processes are in place, the security team will expand its role 

to include the management of full-team execution of additional security protocols, 

such as secret management as far down as the repo level and a standardized 

integrated development environment (IDE) that offers vulnerability scanning.

There are many advantages to adopting this approach to application security. It 

brings an opportunity for increased transparency throughout the development and 

release lifecycle. This opportunity to see into the various processes contributing 

to the creation and release of a given iOS or macOS product leads to better 

organization-wide communication and collaboration. 

This approach also provides a means to conduct more security tests earlier in 

the software development lifecycle, which facilitates a greater ability to respond 

quickly to change; early detection of security concerns in the code itself; and 

smaller feedback loops from security efforts to developers so that they can more 

meaningfully integrate the lessons gleaned into the current iteration of a project. 

And finally, by automating time-intensive tasks, you will free up your team to tackle 

the next high-value problem, rather than getting bogged down in the mundane.

Advantages to the DevSecOps  
Approach to Security

https://www.macstadium.com
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DevSecOps and Company Culture
Implementing DevSecOps in your organization hinges largely on buy-in from 

everyone involved in the software development lifecycle. This means that everyone 

involved in developing, testing, and delivering an application will need to operate 

with a security-first mentality.

This phenomenon is often referred to as “Shift Left,” which signifies applying what 

has traditionally been finishing touches to a product earlier (or to the “left”) in the 

development lifecycle.

“Shifting Left” begins with application ideation and well-developed user 

stories. From there, it extends to include developers and their security-focused 

responsibilities, such as repository security, vulnerability scanning of third-party 

code, pair programming/code reviews, and test-driven development.

Within a DevSecOps framework, “Shift Left” also involves moving security testing 

into the CI/CD pipeline as if it were simply an extension of the test suite you are 

already running.

Tangible Changes to the Software 
Development Lifecycle (SDL)

CHANGES IN DEVELOPMENT

To successfully implement DevSecOps for macOS or iOS, there will likely need to 

be various changes to the ways in which developers write code, store data on the 

device in the case of iOS, and use third-party libraries. 

Repository Security

Central to the push for repository security is the idea that developers should avoid 

committing any secrets, such as passwords or connection strings for external 
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resources, such as databases, that the running application will need to interact with 

securely. Although this may seem obvious, having a private repository can often lull 

developers into a false sense of security.

Consider incorporating tools such as Trufflehog or GitLeaks to aid in identifying 

secrets that have been unintentionally added to the codebase in past commits and 

are thus pseudo-hidden so that you can deactivate and replace them. 

Safe Coding Practices for macOS and iOS

Specific choices made by macOS and iOS developers on a given project, such as 

how and where data is stored on the device and the types of network connections 

made, can contribute to or inhibit product security. 

Of particular note is the fact that encryption is built directly into the physical 

architecture of iOS devices, which means that data protection is implemented at 

the software level. In light of this, the ways in which data storage-related code is 

written is of the utmost importance. 

Thankfully, best practices related to writing secure code for macOS and iOS are well 

documented by Apple and others in the space, which will help solve any problems 

you may uncover. 

• Apple Developer Documentation on Secure Coding Practices

• Mobile Security Testing Guide

Scanning Third-Party Code for Vulnerabilities

Development often includes third-party libraries to lessen the amount of code 

to be written for a given project. However, third-party libraries can contain 

vulnerabilities, incompatible licensing, or malicious content. 

To address this concern, you’ll want to implement software component analysis 

(SCA) as a means of checking your codebase for any known vulnerabilities in third-

party code your team has elected to include in the project. Ideally, this will be done 

in the IDE so that developers can have immediate feedback.

https://www.macstadium.com
https://github.com/dxa4481/truffleHog
https://github.com/zricethezav/gitleaks
https://developer.apple.com/library/archive/documentation/Security/Conceptual/SecureCodingGuide/Articles/TypesSecVuln.html#//apple_ref/doc/uid/TP40002529-SW2
https://mobile-security.gitbook.io/mobile-security-testing-guide/ios-testing-guide/0x06a-platform-overview
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Regular Security-Focused Feedback & Training

Developers can only avoid the security-related pitfalls they know about. By 

introducing regular security scanning into the CI/CD pipeline, you can begin to 

uncover insecure coding patterns that may otherwise have gone unchecked 

until it was time to push the product to the production environment. Moreover, 

developers can gain valuable insight into unsafe coding patterns they may 

otherwise have not known to avoid.

CHANGES IN THE CI/CD PIPELINE

Much like there will likely be changes to your development workflow, there will also 

need to be changes made to your CI/CD pipeline. The most notable change will be 

the introduction of security testing into the pipeline itself.

Secrets Management

Secrets, or small bits of sensitive information, such as database credentials and the 

like, will need to be managed securely. This means that they should not be written 

to text files, to potentially be discovered by folks with bad intentions. Instead, they 

should be encrypted and passed securely to your build environment. Orchestration 

tools like Kubernetes make this process relatively straightforward, but most CI/CD 

tools have a mechanism to safely introduce secrets into the build and production 

environments as environment variables.

Vulnerability Scanning Included Directly in the Pipeline

This is a central component of DevSecOps – that is, the addition of automated 

security scanning in the CI/CD pipeline. The idea is that such security testing, 

while traditionally done after development was largely completed on a project, 

should be executed with the same cadence of functionality testing. This will result 

in timely feedback for developers regarding not only breaking changes in their 

newly committed code, but also any security vulnerabilities that may have been 

introduced.

https://www.macstadium.com
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Secure Build Environments

Every link in the chain from ideation to delivery must be locked down and secured. 

This includes the environment in which you run your builds, tests, and security 

scanning. 

In order to achieve this, organizations will need to look at isolating their build 

environment from any other processes that are executed on company servers, 

such as email, file sharing and more. This will require implementing things like 

multi-factor authentication to access the network, and subnets and firewalls to 

isolate any shared development environments and the build environment itself 

from other resources on the network. And, of course, the network will need to be 

monitored to ensure that these security protocols are both being adhered to, and 

that they are working effectively. 

Moreover, securing the build environment will extend to include not only standing 

up technical controls for accessing the network, but also physical controls over who 

has access to the data center, and how one can go about doing so. 

All of this complexity that comes with truly securing the build environment is 

central to the mass migration to the cloud that we have seen over the past decade. 

It is simply more cost-effective for most organizations to pass this responsibility 

along to experts who can provide this level of security at scale, and can thereby 

offer it at a cost that is generally far less than would be incurred if an individual 

organization set out to do this on their own. 

Isolated Testing Data

One gotcha that teams run into is the practice of testing an application with 

production data. While every effort is being made to secure the CI/CD pipeline and 

thus make it “safe” to use production data, it is a better practice to test exclusively 

with test data. In this way, you can achieve redundant controls and thus better lock 

down your application from attack.

https://www.macstadium.com
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Automating Code Signing for iOS

The code signing process acts as a guarantee that a given application is coming 

from a known source and that the app hasn’t been modified since it was last 

signed. Automating the code signing of an iOS app – the final step before it can 

be released to the App Store and installed on devices – reduces the potential for 

human error and frees up team members to tackle novel problems.  

In addition, code signing for iOS carries the additional security benefit of distinct 

code signing options – dev, ad hoc, and production – which serve to control what 

devices a given build can be installed on. It is considered a best practice to limit 

access to the application to only those that need it. 

CHANGES IN PRODUCTION

Finally, there will also likely need to be changes made to the way you deploy your 

code to production, such as implementing various threat detection and logging.

Secure Logging

Debug logging, which may include personally identifiable information in production 

builds, must be disabled before release. Validate that any log statements which 

might include sensitive data are scrubbed from the code. This might be achieved by 

way of flags that only enable these log statements in debug builds. 

Monitoring

It will be essential to embrace early threat detection with monitoring for and 

reporting on any irregularities in production. This can be achieved in several ways, 

but like so much of the application development space, teams seem to be looking 

to the cloud for managed solutions more and more frequently, as they lower the 

technical bar of entry.

Feedback Provided to Developers

The feedback loops described above apply here as well. Any time a security 

vulnerability is detected, that information needs to be reported back to the 

https://www.macstadium.com
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development team to correct the immediate problem and provide continuing 

education for developers regarding safe coding practices. 

Scanning for Security Vulnerabilities in 
macOS and iOS Applications
Scanning for vulnerabilities should occur at several points along the SDL, each 

focusing on a different means by which insecure code may be introduced to a 

project. This is particularly important for iOS applications, as the full binary is 

running on the device and can thus be accessed and reverse engineered by bad 

actors who can then look for vulnerabilities in the code to be exploited.

Scanning for Known Vulnerabilities

Automated software component analysis (SCA) is essential to scan for known 

vulnerabilities, such as those found in third-party libraries. Often, this is the 

development team’s responsibility, as this variety of scanning can take place in the 

IDE or at the repository level.

Scanning for Unknown Vulnerabilities

In iOS applications, dynamic scanning with fuzzers is the preferred means of 

rooting out unknown vulnerabilities. The alternative, and the standard for web 

apps, is static vulnerability scanning, which has several shortfalls when dealing with 

iOS applications. 

Static vulnerability scanning produces reports that need to be managed by a 

human. They carry a much greater potential for false positives, which can amount 

to “noise” that can ultimately desensitize your team to the alerts it raises. In 

addition, static scanning cannot discover many potential attack vectors that need to 

be secured in an iOS application. 

Dynamic vulnerability scanning, by contrast, raises far fewer false alarms and 

hammers the actual compiled code as it is running with all varieties of interactions 

to root out real problems. 

https://www.macstadium.com
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Takeaways
DevSecOps is the next iteration of the DevOps evolution. It is emerging as an 

essential component to secure iOS and macOS application development, as 

security breaches and data leaks can deeply damage a development company’s 

reputation, and ultimately, its bottom line. DevSecOps calls for all interested parties 

in an application’s development, from ideation to development to CI/CD pipeline 

to release, to operate with a security-first mindset to lock down potential attack 

vectors. 

MACSTADIUM AS YOUR PARTNER

Security is a top priority at MacStadium, and we have made significant investments 

to create the most secure systems, processes, and networks to protect our 

customers’ data and infrastructure. Our Tier 3+ data centers have experienced 

zero breaches, allowing our customers to trust us with their intellectual property. 

MacStadium computing environments are highly configurable, from simple internet 

access to completely isolated, locked-down physical infrastructure.

“MacStadium has a world-class 

security posture that rivals any other 

major cloud services provider. We 

openly and honestly communicate 

our policies, practices, and 

certifications, and we have never had 

anyone turn away from MacStadium 

because of a lack of security. We’re 

proud to partner with you in keeping 

your data and processes safe.”

DARRELL STINSON, MACSTADIUM CISO

Certifications

MacStadium’s world-class 

security posture is validated 

through internationally-

accepted frameworks such as 

ISO 27001, 27017, and 27018, 

SOC 1 and 2 Type 2, and GDPR 

compliant practices. 

Data Centers

With state-of-the-art encryption, 

backup power generators, 

continuous cooling, multi-factor 

authentication, 24/7 remote 
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hands and eyes, continuous monitoring, an elaborate integrity testing program, 

and established partnerships for incident response, MacStadium has been able 

to put forward one of the industry’s most robust security programs at each of our 

data centers, all to keep our customers and their data safe.

Expertise

Most importantly, MacStadium is made up of engineers, architects, developers, 

and support staff that are dedicated to ensuring that your data remains safe. We 

understand Apple DevOps and why it is very different from DevOps as a whole, and 

our coaches are available to help you adapt your DevOps practices for Mac. 

If you need secure, reliable, scalable Mac infrastructure, MacStadium can provide a 

highly customizable cloud solution to meet your team’s needs. Contact one of our 

sales engineers to learn more.

Additional Reading
MacStadium’s Security Policy and Certifications

Read about how we keep our data centers – and by extension, our customers’ 

information – safe and secure.

Mapping the DevSecOps Landscape: 2020 Survey Results

Read about how teams are approaching DevSecOps today, and how they anticipate 

this evolution to play out in their organizations in this GitLab report.

Building the Business Case for Automated Mobile App Security & Privacy 

Testing

Read about how mobile DevSecOps can reduce security and privacy risks, boost 

scalability, lower costs and ensure compliance in this whitepaper from mobile 

security leader NowSecure.

https://www.macstadium.com
https://www.macstadium.com/company/security
https://about.gitlab.com/developer-survey/
https://about.gitlab.com/
https://www.nowsecure.com/resource/building-the-business-case-for-automated-mobile-app-security-privacy-testing/
https://www.nowsecure.com/resource/building-the-business-case-for-automated-mobile-app-security-privacy-testing/
https://www.nowsecure.com/
https://www.macstadium.com/contact/sales
https://www.macstadium.com/contact/sales
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