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Introduction —

[Narrator]

Welcome to our e-learning video on Best Practices for Cybersecurity. In today’s digital age, protecting your sensitive
information is more critical than ever. But fear not, as we’re here to equip you with practical tips to help steer clear
of all cybersecurity threats!

Scene 1 -

[Narrator]

Let’s start by understanding what cybersecurity is. Cybersecurity is the practice of protecting your data, devices,
and networks from unauthorized access or damage.

Scene 2 -

[Narrator]

Our first best practice is related to password management. Always use strong, unique passwords for each account.
Avoid using easily guessable information like birthdays. Also, consider changing passwords regularly.

Scene 3 -

[Narrator]

Enhance your security with Two-Factor Authentication. 2FA adds an extra layer of protection by requiring a second
verification step, usually a code sent to your phone.

Scene 4 -

[Narrator]

When it comes to software, it’s important to keep it up to date. Regularly update your operating systems and
applications. This will patch vulnerabilities that add extra protection and put more security in place.

Scene 5 -

[Narrator]

Be cautious of phishing attempts. Don’t click on suspicious links or download attachments from unknown sources.
Many email scams will include the name of a well-known business in their subject line, but at a closer look you’ll
see it is a hoax. Remember, your bank and other types of businesses will never ask for sensitive account
information by email.

Scene 6 -

[Narrator]

Use public Wi-Fi cautiously. Avoid sensitive transactions on open networks. Instead, shield your browsing activity
from prying eyes with a Virtually Private Network or VPN for added security.

Scene 7 -

[Narrator]

Backup your data regularly. Should a cyberattack ever happen on your watch, you’ll have a copy of your important
data.

Scene 8 -
[Narrator]
Invest time in upcoming cybersecurity training. As an educated employee, you are the first line of defense.

Scene 9 -
[Narrator]
By following these cybersecurity best practices, you can protect yourself and your organization from cyber threats.
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Remember to:
e  Use strong, unique passwords.
e Use Two Factor Authentication as an extra layer of protection.
e  Regularly update your operating systems and applications.
e  Be cautious of phishing attempts.
e  Use public Wi-Fi cautiously.
e  Backup your data regularly.
e And take time to complete all upcoming cybersecurity training.

Conclusion -

[Narrator]

Thank you for watching this video training on Best Practices for Cybersecurity. Staying safe online is a shared
responsibility. We are a team and must stick together!

[End of Video]



