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ARP [52& (who-has 192.168.1.1)

56 / 140

Copyright APCommunications All Rights Reserved.



N\_ NEEDLEWORK

ULH U, REER—RY hT—2ICY—/N—PxRy N T — U BBEFEOREIERINTVIHA,
EHEDIPZ KL ZICKFBARPY 7 TX MMCNEEDLEWORKASE L TUEWEHICKN T 2BELNRLEICR D AIRENH D £,

UTORTEYT—/N—BOS Y —/N—ANBEZTScdHIC. T—/N—ADMACT KL X 2RI BARPY VY T hETF—/\—BAEEFEL TVWEIH,
H—/\—ATI(F7% < NEEDLEWORKA'ARPICIHE L TWET,

ZOBET—/IN—BOARPTY MY —CiE, ¥—/\—ADIPF KL X ENEEDLEWORKDOMACYT R L AHMHTWTEFINTLES . ERICBEMNMTIZBLBDET,

192.168.1.252

192.168.1.253
ARP 5% _~===o '
e ~~o Y,
= ; A ; l
\ » /
1 AN S
‘\ \s___r,
ARPJZ TR+

(who-has 192.168.1.252 st —/\V A)
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6.6.2. ARPU VT A M DHEHEMAICDWNT

BE. ARPU VI NIHBOIPT RLRAZERXETEVTY VI AN EEELEIHN
NEEDLEWORKIZHBABRICIPT R L A Z&KE L BWMERDIcH. UTDOLSICARPU VTR M ZEELET,

OF AN FYUAICEFHUFW IP, E£lERIANRY JIPOFEAX T v hOEXR+1ULT
IP7 KL A%%*{ETTE U TNEEDLEWORKD &/R— kM SARPY V TR N ##E(ET 2,
XKEITAY MERERFL TWRWH EE2DDIPF RL AEXEETICLET

OFW (TR hI%RHEEER) H5DARPIGEZZ{E L. NEEDLEWORKIZFW IPOMACT KL X Z2%EY %,
XARPIGEZZELR—KDSNTy hERELET

ARPYU I I XA MK DOFHEMITUT OERZ SRS W,
https://storage.googleapis.com/serve.needlework.jp/ARPrequest_specification.pdf
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% NEEDLEWORK

6.6.3. ARPEIfFE— N
FERFARPILEBEE LT D20 DE— RH S BRAKETT

e BRAE—R XTT7AILK
ARPIGEN RN SN T BIPT RLRAZEHREL X T,
BRESNTWBIPZ RLRICKHTBARPY VT X MTRIGELEE A,
ZOMETOIPY KL RIZHTBARPU I T A MIHEL T,
XY —NRDIPF7 KL AEZRE

o BEE—R
ARPISEHRICT 3IP7 KL 2EBELET,
REULEZIPZRLRAICHTBARPY VT A NCDOHGELET,
TR M RBERICRESNTVBIL—T 1 Y PDRY X Ry PP KL &5 8T
MFARYFUATTF R NHRBEBERC LT A N DRET - FEIPT KL RAEIEET 2586 4HIPF RL R ERET 2RENBHD ET
%72 NBEICT 2 NTSEELNOBENS CBRIN TV EAICRERE—RTT
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6.6.4. ARPERETFIE (FRSY - INEFE—F)

ARPEREFIBICDOWTERLE T,
ARPEEZITSTeHICIFLLTD2DDAENH D F T,

o FANYFUAICERT B
o FYVaR—RISHRETS

6.6.4.1. FA Y FUAICERT B

TALYFUA (CSV) ICARPIGEDSERAT S (BRAE—F) . XIFARPREDNRICT S (GEE—R) IPPRLRZEERLEY,

TARYFUADASCUTOEBZLERL. TDOTOTICIPZ RLRAZELRL FT,

o exclude-list : BRAE— N TEMELEXT
e include-list : [EZE—RTEIELEFT

UToflTid. ™M72.16.0.100, 172.16.0.101, 172.16.0.102; ZBRAE—RTHREL TWVWET,
BRELEIDDIPY KL RIZHT BARPY J TX MCARKIFIBE LR BDFET,

A B I D
1 |exclude-list protocol src-fw
2 1172.16.0.100 http 172.16.0
3 |172.16.0.101 icmp 172.16.0
4 1172.16.0.102 tcp 172.16.0
5 udp 172.16.0
6 http 172.16.0
7 irmn 1721610

IP7RLZADEERFRUTOLSICCIDR. LY ITOIRE(FL4A T TY NDOH)EARETT,

172.16.0.0/24
172.16.0.100-110

AFIERRY =T, XY RT—=I TR, BETZAMETY,
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6.6.4.2. ¥y aIR— KD SEET S

Ty amR—RED, ARPIGEDSBRAT 2 BRAE—R) . F/BARPREBEDONRICT S (IGEHE—R) IPZPRLRAZEERLET,

REDEBBERIFARPEREICIPT KL ANERINTWEE A,
(BRELRICREZRIRLEY)
EIXRIVICARPEREZNTWBIPT KL ZOEDRREINET,

© NEEDLEWORK(EHRULTWET,
©Q FWRYY—FAMREBLTWET,
A PPPOEH—/{—2EBILLTWET,

AZa—h5 TARPERE) ZZEIRLET,

@ ARPEE
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FRAWCREBHEICIPZ RLXZAAL, By hEIYY I ULET,

UToflTid. ™M72.16.0.100, 172.16.0.101, 172.16.0.102; ZBRAE—RTHREL TWVWET,

FBEL3DDIPFZ KL RICXf T BARPY 7 TX MMcNEEDLEWORKIFIGE LR RO £T,

ARPE&E

NEEDLEWORKDARPIGER &5 AT 3IP7 KL AZREL TFE L,
(Y2 MERBROZWIPT KL ATOARPY & T2 b c3 L TNEEDLEWORKATGE L % 7)

172.16.0.100 172.16.0.101

172.16.0.102
#LYY, CIDREEECHIELTWET, L>Y) 192168.1.1-100 CIDR) 192.168.1.1/24
#ARPHEIZT 2 FFR1THS x

© NEEDLEWORK:EHELTWET,
© FWRYY—=FAMREBLTVET,
A PPPOEY—/{—3BIELTWET,

IP7RLADEERBUTOLSICCIDR, LY I TOEE(FAA VT Y NOH)HARETT,

172.16.0.0/24
172.16.0.100-110

AFIERFRY =T A, RYRT—I TR BETFZAMNETY,
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BRAE— R IREE— ROTEBE. E— FIBRY VHSFRETT,

ARPERE Ty

NEEDLEWORKDARPIGEHRH S AT ZIPF KL ZAERELTTFEW,
(VAR CERROBWPT KL RFEOARPY 7 TZ k(3 L TNEEDLEWORKAUGE L £ 9)

172.16.0.100 172.16.0.101

172.16.0.102

x>, CIDREERLCHBLTVWET, L) 192168.1.1-100 CIDR) 192.168.1.1/24
*ARPRERT A FRITMICHAEhET,

(+] [-] A FRBROMEHSH D £T

FELLLLLLELEL

34DIPHARPEEIC Y FETT B

@ NEEDLEWORKEERULTWET,
©Q FWRYY—FANREBLTWET,
A PPPOEY—/{—REBLELTVWET,
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6.6.5. ARPERTE D#EF3

ARPEREDEABICDW TR L XY,

ARPEREIF T X M RITRICEAZNE T,
IP7RLZA%zZE (Ev ) LEKRTRERASNABVW D EBILE W,

6.6.6. ARPISE DRSS v

BEBRIEETOARPY 7 T MIGEE T, EBRIEIEDT X METRMNSARPIEENFHBENE T,
TAMKRTREBEGDOBRZFELT 2 THEZMELET (X)

M—EBOBBIFEINIIC R Y 2 MRy TS U TARPY 7 TR M & T\,
ISENEVERIE/ Ty N EEXUBRWEIEETTS IOk L TARPISE T 3 E LTVWET,

B f
NEEDLEWORK #Z&) —f—
TAMET 1 EE) -

TAMET QEB) -

ARP &

v B

TAMET (nEAR) -

NEEDLEWORK &Lk ——

ARP FEIGE
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7.R)Y—=F A K

MUY —F X OEEFIBICOVWTRERLET,

7. 7 A S EpfEMEAR - HIRR

7110, 7 X NEMEERR

T A N OEEARRIEU T OURLE 2SR IEE W,
https://www.ap-com.co.jp/ja/needlework/fag.html
71.2. HIREIR

1.8. HIREEZ SSBI LS,

72. T AN FUADIER

TANABZERULCSVZ 700 (UTTFRMYFUAEER) ZERULET,
BYTIWDTFARNIFIUAE Ty YaR—R BR/ISRILD TFVADY Y FILERET D) £DF¥ U YO—RARETT,
Fte. YV aR—RETEETFA MY FUADER. BENTETT,

= = f<

@ NEEDLEWORK&ERLTWET
©Q FWRUY—FAMSREBLTWET
A PPPOEH—/\—[ZEBIELTWET

65/ 140 Copyright APCommunications All Rights Reserved.


https://www.ap-com.co.jp/ja/needlework/faq.html

N\_ NEEDLEWORK

721N TARYFUADING A =T —[CDWNT

FTARNYFTIACRETZ/INTA—=—F—ICDODVWTERRULE T,

ER

o FRMYVFUAIIE THyv ()1 971 ZAALBWTLREIW, EBICTRAMYFUADAS VIR—NTEEERA
o VFUADAYST—% (11TH) ZEILBMDIAHZT>TWBD. AYF—ZHRULBWTIEEW

A=Y
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YFIUAEG

M92.168.100.1:31000 ; M5 203.0.113.200:80; %ED THTTP; BEMNFAIINZ I & ZHER
FWTSEENATS . 203.0.113.200:80, FED@EEH' 7203.0.113.1:8080, IcEHMrI 3 I & = HER
FWTRETNATE 1. EETTIPZ KL XA M98.51.100.10, ICE#EIN D T & EFER
HTTP GETT "'www.ap-com.co.jps SEQ AV TV YHBISTE S Z & =R

B RS A—=5—% DA
(S AFf5
& x[ JWNiECSvcolEE® A
BRAE—R : ARPIGERRISBRATZIPTRL AZIBELET,
ARPE&TE HEE— R : ARPIGERRIC IP7 KL ZX%ZIEEL °
1 X E o . It \ N IGENRICT BIPF R ZEELEY 192.168.1.253
[exclude-list / include-list] KAEHCEIRTTEE
SEMIERDR TARPERTE) =SB L,
7Ok 3)L&% Tiemp [ tep [ udp [ http [ https / dns [ dnst [ ftp [ ftpa [ imap [ smtps H SRR L & TIXE
— TAALTLEEE W,
2 [protocol] O %DNSZOhk JJLIEZUDPETCPD2fE4EN % D £9 (UDP : dns/ TCP : dnst) http
P *FTPIZ/NY Y TE—REF VT4 TE—RO2EENH D FT Sy TE—R ftp. 7V 71 7E—R : ftpa)
FHEREORIE 7O b DILEERIEERIRO TEEECTIGTORNINICDVWT, Z23SREE W,
3 EETT NEEDLEWORK IP EHEEEEEE TXRETTAI & 7 ZNEEDLEWORKDEEIPZ KL X (VE—MNEHKHAIPZRNLR) #FELTLE 10.255.1.100
[src-nw-ip(option)] T, DR
FW IP e N N - R
4 [src-fw] O FWORETAY—VICERELTWBIPZRLRAZIEEL TSI W, 172.16.0.254
VLAN FWORETAA V5 —7 1 —RICHELTWBVLAN IDEIEEL TS W, (TagVLANERREICHEE) 100
5 . KIBE. KU T0; ZIBELBEIFVLAN Taghifdt 5zt A, %VLAN Taglc100H
[src-vlan(option)] _
RESHIE '0~4,094; T, 53h%d
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H NS XA=59—%F A
& %[ JNRCSVTOEES a
EETIP7Z RLRAZEBEL TLREIL,
P L2 xCIDRTOIEEHAEETY (£ : 192.168.1.0/24)
7
6 [src-ip] O Z0iHBA. CIDRDIFUS - BEAH - bbb D3DDIP7 KL AICHEMICERINET (192.168.1.1. 192.168.100.1
P 1921681128, 192.168.1.254)
xFQDNTODIEEHAEETY, (fl : www.ap-com.co.jp)
RIETR—FBESERELTLIESI L,
Ak ¥R—KML Y VIEBEDTRETT (6 1-100)
N
7 [src-port{option)] ZF0BE. LYYADIFUS - EAF - bbb D3DDR— KN CEEMICERINET (1. 50, 100) 31000
portior KIEEDBEE 149,152~65,535, OBENS TV Y ATHESNET.
REEHHIE '0~65,535, TI,
NAT#IP s e — . .
8 . . BET DINATEREDRETIPZ RLAZIBEL TSI W, 198.51.100.10
[src-nat-ip(option)]
9 AVH—T1—2R A REQA VY —T7 1 —RZRELTLIES L, 0
[s-if (option)] %L 2B TT AN ETSBEIEENVETY
10 385 NEEDLEWORK IP EHEEEEEETHER & R DNEEDLEWORKOEEIP7Z KL X (VE—MERAIPZRLR) Z#IEELTLESE 10.255.2.100
[dst-nw-ip(option)] Lo U
e e . .
1 i . RN (%) DIBEIE Tenabley EAHLTLIEE L,
is-receiver-
i ) XFESENNEEDLEWORK Tld 3 < ERUICHEIE T BB DIBE
physical(option)]
19 FW IP A FWDFEHAY —VICRELTWBIPZ RLRAERELTLIEE WL, 198.51100.1
[dst-fw] %3855 NEEDLEWORK Tld 72 < EERICTEET 2MBROBERIEERTICT A NATRKETT R
VLAN FWOZEHMREIA > 7 —7 1 —RICKEULTWBVLAN IDZEIEEL T £E W, (TagVLANERKICIEE)
13 . KEE. ROV 01 ZEEULBEIEVLAN Taghtft 52 nEt Ao
[dst-vlan(option)] _
HESHHEIE "0~4,094; TY,
NATHIIP _ o~ . .
14 FEENAT T R FEFEONATZEHRIIPY KL X (AELFEA) ZBEL TSI W, 172.16.0.100

[dst-nat-ip(option)]

68 /140

Copyright APCommunications All Rights Reserved.



B XSX—5—-F DA

3 AR
& x[ JAICSVTOER% a ¥ 5
NATRIR— b
15 [dst-nat- FB5ENATT 2 M ISONATZ IR — FES GMBARR) ZIEELTIRE L, 80

port(option)]

FEHEIP7 RL RAZIBEL TLRE L,
xCIDRTODIEEHEEETY (f : 192.168.1.0/24)

16 I[Zt:pl]/x O Z0B4E. CIDROEL® - BAH - &b HD3DDIPF RL AICHEEBMICEREINET (192.168.1.1. 203.0.113.1
192.168.1.128. 192.168.1.254)
*FQDNTOIEEHATEETT, (fll : www.ap-com.co.jp)
FEER— P BESEIREL TSI W,
¥ 70 KM3JJLVIEET Tep /udp / http / dns / dnst [ https [ imap [ smtps &R U 2GS IENBEEETY
Ak x Tftp [ ftpas ZFER U BB IF21OHABIRAETYT (RIEEDHZERIF21TTANINETY)
17 (dst-port] A Ffo, TYEREABER—NE ftp:1024LEOWITNADR—K) . Tftpa: 201 ZFIBLET 8080
XIR—K LY VIEEDTRETY (I 1-100)
ZOBE. LYIYRDEUS - BEAF - 0D D3D0OR—McEBNICERINET (1. 50. 100)
REEHEIE '0~65,5351 T,
18 AVT—T1—2R A FEBA VI —T 1 —REBEL TS W, 1
[d-if(option)] %L 2B TT AN EZTSBEIFEENVETT
URLFERIERX AV EEEL TSI WL,
URL/ KXY ZBKNIJLIEET Thttp / httpsy ZEE L cZSIBURLE L TiRkb N E T,
19 [url/domain(option)] xhttpsDIZE. £RT BIEAZEDSNIK U'subjectAltNamelC HEAURLAZRESNE T WWW.ap-com.co.jp
UTM fdns /dnst) ZIEEULRBEIF KAV EULTERDNET,
KEEDBEIET 7 4L 5T "'www.needlework.jp; NBRESNET,
20 FPYFIAILR DAIWAF v I ETSHE. Tenables EANULTLL RSN,
[anti-virus(option)] ¥ 70 KN0JLIEET Thttp [ https / ftp / ftpa [ imap [ smtpy ZEEUL/ICEOHEETEET
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H NSXA—5—-%F w

s A6
& x[ JAICSVTOERZ a ¥ .
TANDIA LTI MEZIEEL TLRE L,
Y PIN LI (Bfms [ 77 4 )L ME200ms ¥ 7O M)LK > TTF 7 A MEAERZRD £9, Bk 'E7O0KILDY A
7

21 . , L7 MEIZDWT) ZETBRILES W, ) 500
[timeout(option)] _
REHBHEIE "M~5000ms; T,
MINSBREERET DL, BREICK > TEBYIRBERICRSBWEERHDFT

TARDU M SAEHEREL TIIEE W,

99 RARETEH (Bf:[@ [ 77 4 )L MME:5[E) 10
[try(option)] RTEHHEIT M~10E TI,
*7Y KNS REERET D&, BEICEK > TLEYRERICRSBRWEENHD ET
= 72 MEYECET B HEREE TV ET,
IT7ElE "Proxy mode | SRX+Antivirus [/ CheckPoint IMAP Inspection; ODWIFnh EEETEET,
FNENDINTGA=FIFUTOTRANRICERLUET,
ZDMDERTE Proxy mode: FortiGate DProxy E— RN D7 Y F I 14 LABNBEMRRY ¥—DF X M =755
23 [other- xFortiGateD 7 > F I 4 LANEH THRWEEIFHRELHRVWT LW
settings(option)] SRX+Antivirus: SRXA D> 70 k JJLTftp [ ftpa [ imap [ smipZEIREN DT Y F I ILAEBHICLTWBRY ¥
—TDT AN
CheckPoint IMAP Inspection: CheckPointh > 70 k D)L TimapEBEN DY —EADA Y ART Y 3 Uh'E
MTHBRETOT AN
HAfHME . .
24 fER lexpect] O MEIZERZ Tpass/drop/block; N5EIRL. 2 TUNXFTAALTLIZE L, pass
StEA

e OAY NENEHABETY .
[description]
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722. 27O DYA LT T MEICDWT

BZ7ORINDT 7AW NIA LT INMEEY FSAEIBETHLET,

Zakal FALFINME YrFAEH
ICMP 200ms 5[]
TCP 200ms 5[]
UDP 200ms 5[
HTTP 200ms 5[g]
HTTPS 400ms 5[]
DNS(TCP) 200ms 5[g]
DNS(UDP) 200ms 5[E]
FTP (Xv ) 1000ms 5[]
FTP (727 +7)  1000ms 5[g]
IMAP 600ms 5[
SMTP 300ms 5[E]
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7.2.3. ZEEEE SO N ILITDWT

REEEE IS O R IICDWTREHLF T,
¥O - ® . X IERIG

Zakral JEERBIEE RIINEEDLEWORKEHE
ICMP O O
TCP O ©)
UDP O ©)
HTTP O O
HTTPS X X
DNS(TCP) X @)
DNS(UDP) O ©)
FTP (/Rw>7) X X
FTP (707147 X X
IMAP X ©)
SMTP X ©)
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7.3. HHINEEDLEWORKDE#EICDWT

BEHMONEEDLEWORKE E# L TF A M3 2 E HFRETT,
BT ICAMEEDEIME, ROBRIICHERREEDHL ET,

EE

o EHNEEDLEWORKE#EILEEXFRT 2154, 77UV TF U X T 3IP7 KL XIENEEDLEWORK®D J E— MEHAIPZ KL X LT &L,
ChromeDEERic kD, BEIPZ KL X (192.0.2.1) IKFZ VA ULCRETIET AN ETIEFE o
VADGEIE. VAL YA M—=LIERICHEINTWVWBIPZRLZ (X) 772X LTLEE W,
¥ EALANICVAL ¥ X M= )L R D ER S T WS IKRET, TDHCPIZ & D192.168.1.1AEI D IRS N TWLWBIHEEIE. KT Z 0 TCT IR ETVWET
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EiFttx
OFHENTRONEEDLEWORKZ ZNZNIXET - BAICEELT AR ZRITUET,

o JXSTT - FBAERT AT FUAD "NEEDLEWORK IP; THEL XY,
e NEEDLEWORK IP; ICISEEINRNEEDLEWORKDERIPTY KL X (UE—MMERBIPP KL R) ZHBELET,

@FT A M &ERITY % LRMFIHARD 5EHET ZNEEDLEWORKDIPFZ R L XICTF A METOY IV TAMDREEENET,
OFEHENRNEEDLEWORKZNZENTY YV T A M Z2R{EY % &, NEEDLEWORKFE CHREBEDERZITVE I,
XRABRBEEIRICT AN ERBLEY,

@F A MDFHBENFT,

LREHFHE TEHOERFRNELTWEY,

©)
= ® 172.16.255.1
L= P RS

LAN I WAN

FFAFI2A—N

172.16.0.254 10.1.0.254

_@>

i picki
172.16.1.100 10.1.1.100

X LR T I REIRAR & NEEDLEWORKA I D N TWE I Y,
VADZEEIHAK EICNEEDLEWORKZ 1 » 2 h—)LF %7z, #BIFiHEK ENEEDLEWORKA E—KRICHRZHENH D TY
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TAMDFUAEEA X—Y

EMT

Zakan- NEEDLEWORK IP Fwip* VLAN PPELZ* il NATE#RIP T¥¥=Tx—=2 NEEDLEWORK IP
icmp 192.168.1.1 172.16.0.264 172.16.1.100 172.16.266.1
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TAMDFUAH

KAMBEICREDH 2REDHERMUTCEHLUTWET

mX{ETT

NEEDLEWORK IP:192.168.1.1
FW-IP :172.16.0.254
IP7NKL X :172.16.1.100

W55t

NEEDLEWORK IP:172.16.255.1
FW-IP :10.1.0.254

IP7NL X :10.1.1.100

o 2{FiHRK & NEEDLEWORK. XU E#E T SZNEEDLEWORKE DR Y kT —2 (BEIPZRLADXY NT—7) TEENZWREDHE., EBICTA NN TERVWAREELH D FT,
KU TIEBEMSDBENFKET ZRE TR ZIT> TWET
o BIENFAE UNEEDLEWORKE O BEIBENERICHI TERWER, T7—MNRELVURVFTUALBEDOYFUADB IS —DRET ZARENHD XTI,
BTFZANULTHIZ—DMEL TRET 2158, EHEYT 2ENEEDLEWORK T Ot XA DMEIEE) (EEADOEEYIE CHIELENPIRE) Z8EVLWLET,
o FENERICHFET DEBDHE. FAEETOTANITRAXEA,
XIX(ETT. %85 & B ICNEEDLEWORKDIS & ICAEREZ FIARRETT
o ARPERE (BRA - D) (3&EH#ET ZNEEDLEWORK THBRERE LD £T,
XREUREDBEIGSNET
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ERTICDERRE

o Version 11.01UEIDVAZ A >V A h—)L U TW3HEI(E.
LTFoax > KzPowerShell (BEEEIER) TETLTLLEE W,
KEEBETHAYT 2 R—MDONATREZTWET

Add-NetNatStaticMapping -NatName "ND_MGMT" -ExternalIPAddress 0.0.0.0/0 -InternalIPAddress 192.0.2.1 -ExternalPort 8091 -
Protocol TCP -InternalPort 8091

BIFoa<y KzPowerShell (BEEER) L. UMTOERNMRREINTVWNIFRETZTTLTWETD,

Get-NetNatStaticMapping -NatName "ND_MGMT"

ERAA—Y
<fg>
ExternalPort : 8091
InternalIPAddress : 192.0.2.1
InternalPort : 8091
<Ffig>
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o HEHNEEDLEWORKEHHEE T, 4MEB8H SNEEDLEWORKICER S 2R ENH B 1ch. VAL Y AN —JLIER TNATRENDE T,

NATEREEVADA ¥ A h—5—CREAETT.

REAEG. TRYR—bYA MOVA-NEEDLEWORKE=FIE RV = 2 7 )L ESSRLEE L,

% 3. NEEDLEWORK®D A Y X h—JL) ICEEEL TWET

https://support.needlework.jp/manual

o BENRR & EHE T ZNEEDLEWORKD Y E— MERAIPY KL X,

R UOE#E S ZNEEDLEWORKDOEEIPT KL RARE TR Y T — 2V BRBAIREAREEIC L T IEE W,
MRy NT—OEDT 7 A7 04— )LETEBEIHRENTWSERIEBEDH I ZEEVLEYT

XEHE T ZNEEDLEWORKEI CREFEEZTWE T

TAMEBR T/
TARRITHGR MG
(TCPB08O/ 8081/8084/8090)

Gh)
(TCP 8091)

LN
-y
.
L1

2rAT 24—
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% NEEDLEWORK

o B{EIRR & EHE T ZNEEDLEWORK & DBBHRER IS TR L DITR A E T,
XEHE I ZNEEDLEWORKE O ERiEMHEE (RELEEMHER) IRRTAXEA

BEELLEDAZ2—05 NREHER) ZBRLET. EENRONEEDLEWORK IP7 KL ANKRRENET,
XTFTZAKYFUAD 'NEEDLEWORK IP) EEBEHRZRRUTWERY MEHES) 27U v 0923 E. WRIPPZ KL AXTORBERNITRZET,

RABHERR.
fENEEDLEWORK & D #EiHER
IP7RLZ 192.168.3.100 AR
BREEALELE,
PFRLZ 192.168.1.105
EREMBLE L.
(mu3)
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74.3X1E70 - 58587 N L AICFQDNZE LY FUATT A N EXET %

EIETT - 5857 KL RICFQDNZEET 5 2 ENHEETT,
BUFICAEEDEIE. ROBRIICHERRELZTHLE T,

EFttx

o T MKREEIRNSDDNSY T Icxt L. NEEDLEWORKAY203.0.113.0/240 WFNH(RA M FZ KL, XY hT—=0F7 RLRAZRL)DIPZRL A% L ARV R EULTGRAULET,
e NEEDLEWORKA%&AI L 7zFQDN(&. NEEDLEWORKHTL I—R& UTREINET,
o TRAMNREIFDORITFIT B1EHR (FQDNEIPT KL X OfftfF1F) &NEEDLEWORKAMRIFT BIEHRA AL ICHED X,
e NEEDLEWORKAD#ZEIL TWBRD, RESNTWVWBL I—REEMTT,
o RAR25AMEDFQDNOLRIERZYR—MLTWET,
¥ 255MELL EOFQDNEZZRIERT ZRETIE. EBICT AN ETXRWATRELH D £9,

o FQDNIEEEEN/cT A MY FUATIE. NEEDLEWORKIZ203.0.113.0/240 WS NHADIPFZ KL X %585, EIEEETICUTTAN T Y hEXELET,
Bl : 8%IP7 KL RIT "'www.ap-com.co.jps BEESNTWE Y FUATIE, 203.0.1131~2540W\WTNHDIPF KL AFBICT A My M &EXE
TANTREBOIL—T « VTBEICE > TREBICT AN TERWTHREENH 2D TEFELIES L,

XFQDNIEE Y 2% Y h7—712203.0.113.0/245DIL—T « I HHEHWNWTWEH HERLL 2T W
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A X—Y

F7AFTI+—I

DNSHZTIL AR R

LAN
HEBET A

www.ap-com.co.jp 203.0.113.1

~

www.ap-com.co.jp 203.0.113.1

192.168.1.1

DNSH—ri—BE

FHlIC U RIRERE

o T MXREERDPrimary DNSH—/VUCNEEDLEWORKDEREIPTY KL R ZEBEL TLZE W,
o T RNIIREEER - NEEDLEWORKDEEIPT KL R (R—h~&FHS: UDP 53) BOWAMODNSEEZFFAL T IEEW,
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o VA
o WHARDIN—=YVFINT7AT—04—=IETAI VNIV ROBEEFHIRLTWSIHEE, UDP 53R LT ZE L,
o VA VX h—)linkDPowerShell (BEEHER) TTiLIVYY R (UDP 53DNATERE) ZETL TSI,

net stop hns

net stop SharedAccess

Add-NetNatStaticMapping -NatName "ND_MGMT" -ExternalIPAddress 0.0.0.0/0 -InternalIPAddress 192.0.2.1 -ExternalPort 53 -
Protocol UDP -InternalPort 53 -ErrorAction Stop

REZRY (NATREHIER) 1H55(E. PowerShell (BEEHER) TTLIVY RZRTU TS W,

Get-NetNatStaticMapping | where { $_.ExternalPort -eq 53} | Remove-NetNatStaticMapping

VA : UDP 53NATREICHITZERR
e /RAKMOS (Windows) TEMEL TWB TEEH —EXENEEDLEWORKFIAR—MAEHREULET, - HRAM Xy hT—2 H—E X - Internet Connection Sharing (ICS)

UDP 53DNATREZTWE T &, LY —ERZFBIZ7 VT —2a VENERICEELBWATREENH D £,
LHTIEUTICEENEI L E2MBLTHEDET,
-wsl XEBULXREA
- Hyper-V default Switch X7 7 #JL kX1 v FHBIBRES N ET
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75. 1K) =7 X~ DFIE

751 KUY —F X N ERIAT B
LFAMYFUABERLET, (7.2 7R VFUAOERESBRES . )
2. BERD SAKICT 7 £ RETVNET,

3.V YaR—NEEOELDOFAIVhs TH<) 22Uy I LET,

= mwc acsv [ D oo oo @D oo € o o
EET RE utM ATvay
FORIN FWIP VLAN IPPELZ —h NATEIP R FWIP VLAN NATHIIP NATRIK—h IPPKLX —h URL] KXAY PYFOCLR SAL79h BARGEN Z0R0BE]

© NEEDLEWORKEBHLTWET,
© FWYY—F R NREBLTUET,
A PPPOEY—/\—RBIELTUET,

1

PSR

n
12
13
14
5
16
7
18
19
20
2
22
23
2
2
26
27
28
29
30
Ell
32
33
34

36

4. FRAIT BT ANV FUAZBRLEY,

5. AEELO7A VNS TET) 20Uy I ULET, TANHBRSINESEEANIRREINET,
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XBHRTTANZEILETZHE TANEELETZ 20Uy I ULET
(FARYFVADOHMNEWRETIE. TANMELEETRENENZBEDHD FT)

a .
:

TANEELT S

BRlIcT XA~ ERTT 2HBE. TAMIROYFUAZERL, BRARILD 2OV FUAZ@ERICT AT S 27U v I ULET,
XUTOHITIE. TARYFUADNoLZEIRL TWET

= &=H< PXRT @CSV BPCAP

0 2 HOIPHARPHIGERETY Zakan

icmp
tep
udp

© NEEDLEWORKEEELTWET
© FWRYY—FRMREEBLTWEY

A PPPOEY—/\—BIELTWET fcmp

1

2

3

4

5 |tcp )
6 udp

7  icmp

8

o #srareR @D
tcp

ZOVFIAZBRIICTANT B 9 udp

10 icmp
\ @ EEOHBERET S 1 tep

12  udp

13 icmp
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Flo. NSGA=F—DF v IRy I ADSEEERT 2N 7UV—T—RTRERITZZELT
VFUAETAIWIV YT UTTRANERTIZIEHTEETD,
TAILY UIRETT AN E2ERTI D&, BHICERREINTVWEYFUADHTIA NI EBEINET,

JORIL - FWIP* VLAN
1 icmp Filter by value:
2 |tep e
3 udp
4 icmp

(Blank cells)

5 |tp
6 o dns
7 icmp dnst
8 |[tcp ftp -
9 |udp
10 |icmp “ Sancs]
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752. MUY —FXAMNEREHERT S

TARDET IR & BREBICT A MERNRRENET,
BREUTOBERETRIEINE T, BROFM (T7—FHlF) FBR/RIICRREShET,

R HIESRMG mE

CBENFWZRBU THETE LSS

pass FWERBL TV 7Y VARG TE /BA
UTOLSBBEICHKELET,
- BENFWZREBL THRETERD - IS CTRANRREBOEL 1Y TR V—THRBEIEEIhTWS
drop VT YUAREHDNAT IPZ RL R EERBIPP RL RAICEBRI N T AMNHRESBRDIL—T 4 VITHERRLTWDS
) - F AN REBRONATELIR Y ¥ —REHEE > TWD
- ARPEENMEE— RICERESNTWBA, BUIRIPZ KL ZAHY X MCEFSNTLEW
UTOLSBBEICHKELET,
C 72N TRMBRANRA L - 70y 7 R— Y%NEEDLEWORKAEE LT W3, ¥http/https
cFWERBAULTIYTYYHLIEETERN - 12BE X0y IR—IDRME WSS, NEEDLEWORKA 7Oy I R—IU%EZETER WSS IEDropic
¥ 770 b OJLichttp/https/ftp/ftpa/imap/smtpEIBELIZIZBEDH RO ET
block X3V TANYRY oA 7 DREINTERWGEIE. blockTld%i< CFZRHRERTHROOAYT VY (URL) ADF 7 EANEFEINTLS xhttp/https
droplc iz h &9 - FAMFREBRTHROOYTVY (Virus) ©OF 7Y O—RHAEE I TW3S xhttp/https/imap
(L3, LALRILTFWICER SN TWBIES) - FAMHREBTHROOYTVY (Virus) OF v 7O—RMEF I TW3 xftp/ftpa/smtp
- FRMRREBOIROIVTVY (Virus) 27y 7O— R332y ayAEEIKKET LTLERL
xftp/ftpa
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UTDOELSBIZRICHKELETT,

cRY NT—=0 T —=TIDERINTLEL

« FAMYFUADsre-fw,dst-fwWDEBEHIREHE > TWS

- FA MY FUADsre-vlan,dst-vlanDEENEES> TV

- src-fw,dst-fwDIP7 K L AHARPEER TE 4R LY

- BHNEEDLEWORK:EIEKEE RN TE R

VA

CIHARODLANKR— K, USB LANZ Y 79N TFANEA VI —T7 1 —AE LTHREST N TWRL
CHEARDLANR— bR, USB LANFZ S 75 DR Z A I\ HEEN—Y 3 > TldRW (VLAN Taghtft 5 n
BWSEENH D £T)

error cIRUY—FRNEEETERD - TBE

- BEDOEEICHNUISISE

sent
X770 LA udph DIBEICEBZEE LIIEADH

mismatch - BEERETANMNERNIELRDHE
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KUY —7 X~ DOHIEREE

£7ON VI TROEECKDEIEHEZITVET,

Zakan HEAR

ICMP ICMP Echo Request/Reply COEREMNTZ S Z &,

ToP B3VIANYRY AU TOIART Y a VRN, FINICEZ ORI 3 VRTHHBERT &,
KOARY Y g VMBI S —T =9 Ed

UDP RIETTEFBEDE TUDP/IXT Y hDA\FEETESD 2 &,
XY I —FT—IDRANET
HTTP GETICL 2OV TF Y VRN TZIZ I L,

HTTP *NEEDLEWORKAEEL TWZ VTV EREBTES I &
MIXETHSFEEICT U THTTP GETZTWET
HTTP GETICL 2OV TF Y VEEBMNTZIZ I L,

HTTPS xNEEDLEWORKAEEL TWZ VTV VY EREBTES I &
XIXETTNSIEHICH U THTTP GETZ1TWET
RAA Y DERIBRIMTZAZ Z &,

DNS(TCP) e~ . - . N
XIXETNSDDNSZTY (ALI—NR) IEHULT, BENSLARYZANH B &
RAA Y DERIERIMTZAD Z &,

DNS(UDP) SRR

KREETMNSODNSITY (ALI—R) IERL T, BEAEINSLARYADNHZD &

FTP (/Rw>7)

FTPD/Ry ¥ JE—RIcT, I—HR5E. 771 )L—EBUS.
Tr7AINTYyTA—R - FOYAO—RKMIMMTZ3BT &,

FTP (7071 7)

FTPO7 074 7E—RICT, 2—HRViE. 7 7 1 IL—BEUS.
77ANTyTO—RK - FoVO-RMTRDT &,

IMAP

A—HREE. ARy V X—EEE, A—ILOAYyE—IABHEEBTESZ &,

SMTP

SMTPTA—JLDRENTZS T &,
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RBREB/ADRBRICHFET 2HEBOHE . TLOEEICLDPASSOHEZITVEY,

ZOr3)L HERE

TCP KEUVIYI—T -5 EZELRAIO—RDBE—TH BT &,

Content-Length A\ v % —D{EH024LL T TH D &,

HTTP
xContent-Length~\ v ¥ —DEAM025U ETH B HBEIET I —ERDET

753. RUY—FTAMNERET7«NT IV T B

BEHAELICRRENTVWS6EDNRILEIV VY ITEE, NISTE2TAMERDHERTY 22 ENFIRETT,
Flew ZANLIUVIRETT AN ERTIT 2L BEICRRENTVWEYFUADHTANDERENE T,

o @om 0/0 @0/0 0 0

KRB REHR

All TRTOER
Pass ERHIpassDITDH
Drop EEMNdropDIiTDH

Block #ERHblockDITD H

Error ERHerrord 7D H

Sent EEREMNsentDITDH
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754 RUY—FAMERETV AR—KT 3

1.BEHELED CSV) 27 Uv I LET,

&< PERT BCSVY BPCAP

0 2 FDIPHARPFEGERETY

@ NEEDLEWORKEHEGELTWET
© FWRYY—FRAMEEBLTWET
A PPPOEH —/{—[FEILLTVET

2. REXEERL R 27V v I LET,

KTAMERZ 7« LT UTCRETRELIIERIE. 7L IRKEICEET 2HEADAREEINET
3. EBELRERICREENETY . (CSVEATREEINZY)

MRTFEUTAMERE. ¥y Y2 R— RN ETHEER CEHFRETY
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755. RUY—FT X N DBEFHFMZHERT 2

1.RUY—FRNEETLET,

2. 7ARETHR, BEFHZEALVCVWT AN FUAZERL, BEEED BECHFEZERTS 27U vILET,

XEUTOBITIE. TARYFUADNOLZERL TWET

= =< PE{T @CSY BPCAP
0O 2 HDIPHARPFHIGERE TS 7Ok
1 icmp
@ NEEDLEWORKEEELTWET 2 JER
© FWIKYY—7Z FREBLTWET 3 hee
A PPPOEY—/{—ZBIELTWET 4 jEnp
5 |tcp A
6 udp
o s 7zxree CD 7 gk
8 tcp
ZOIFIAZBRIKTARTS 9 udp
10 icmp
[ @ BEEOHMERET S n  tep
12 udp
13 icmp

. HWRT AN FUADKET. BEDBEFHFMERTTEEI,
XUTOBITIE. TARYFUADNEDTCPICH IF 2 BEDFMHERTL TWET
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Policy #5 DMEHE

200.200.200.200:80

200.200.200.200:80

200.200.200.200:80

200.200.200.200:30

200.200.200.200:80

200.200.200.200:80

BEIET

192.168.1.101:1 SYN

192.168.1.101:1 SYN+ACK
B 192.168.1.101:1 ACK
€ ) 192.168.1.101:1 FIN+ACK

192.168.1.101:1 ACK

192.168.1.101:1 FIN+ACK

192.168.1.101:1 ACK

200.200.200.200:80

10.0.0.100:1251

200.200.200.200:80

10.0.0.100:1251

SYN+ACK

200.200.200.200:80

10.0.0.100:1251

ACK

200.200.200.200:80

10.0.0.100:1251

FIN+ACK

200.200.200.200:80

10.0.0.100:1251

ACK

200.200.200.200:80

10.0.0.100:1251

FIN+ACK

200.200.200.200:80

10.0.0.100:1251

200.200.200.200:80

"PCAPT7 7 A Ve RES 2, 27 Vv I35 &, BELRELICPCAPERTRESNE Y,

92 /140

Copyright APCommunications All Rights Reserved.



& NEEDLEWORK

756. RUY—=FZARDNT Yy hF v TFvrT—9—ERETS

NTy b F v 7F v ORI REDOKLEZS & ICREHFESNTVERTY
Ty Y aR—R7 72 ARICRIEHRROKZ E REOBZZRML TVWEY

RTYRFYTFvT—9E3Y VY aR—RE2FUBEHESNTITDOT, DEBSEEHITAFIECREZEEVWLET,

1.RUY—FZAREETLET,

2. 7AMETH. BEELD "PCAP; 27U v I LET,

= =R PET BCSV BPCAP

@ NEEDLEWORK:EHLTWET
@ FWRYY—FAMEEBLTWET
A PPPOoEY—/{—REIELTWET

3. REXZERL "RE) 20U vILEYT,
XTAMERZ 7 4L U REBTRELLBER. 71 LIRGICHETBHEBDOHREESNET

4. EBE UVIREEICZIPEXATRESNE I,
ZIPZBRI D&, PCAPT 7 A LU T O@ERUTRESNTVET,

() #5_src_20181112174129
> FANYFUABDEETRONT Y b F v TFv T 71
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8 XYy KNIJ—UFRXK

XY bT—=0TARDRBEFIRICOVWTERRL XY,

8.1. 7 X MEIE{LER - HIIR
8.1.1. 7 A M EELER
TANEBEARIIUTICBD XD,
e RARTIO0VF U GXETT. BEDESEN004) ETAIRETY
e PingDE1THEMRIF500ms. 71 L7 T ~F400msTT
o NL—XJL—KNRFRKRKY FHA0, ERY 7O A LT D KE50ms (F7A)LK) TT

o W TPiNgZERITT 27, ARV Y (BREY Va3 VR MR BVWVERIREICEET 25513, BBROPIngDt Y Y 3 VRERHEZHAET 2R ETHIGESBENLET
ZOMDT X SBEERIZUTOURLZ 2SR LS L,

https://www.ap-com.co.jp/ja/needlework/fag.html

o NATZHMENTONZEBETHTANARETY, T TRRURLE 2B 230\, https://lwww.ap-com.co.jp/ja/needlework/faq_specification.html#category3_3

8.1.2. HIfREIR

1.8. #lIfREEZ 2SR IEE L,
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82. T ANYFUADIERK

TANABZEZRLLCSVI 7L (UTTARMYFUAERER) ZHEHRLET,
B TLDTANYF VAR, FyvyaR—RER BR/NARILDO 'VFIVAOY Y FIVERBY %1 £DY 70— RARETT,
e FYYVaR—RETEETRANYFUADER. BELAIETT,

821 FANYFUADIKGA—=F—CDNT

TARYFUAICEHTB/NTA—F—CDOVWTHRRLET,

=

AR

o FRMYFUAIRIE THyv ()1 ™71 ZEAALBWTREIW EBICTFRAMYFUANA VYR—NTEXEA
o YFUADAYET—% (11TH) ZEICBDIAHZTo>TWBHD. AYF—ZHRULBVWTIEEW
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LX=Y

"o !
(- v
B 'a
o P
{EE |p - ]9‘1]55 {Eﬁ |P N 10.':'-0254
Lo b
1 1
i 8

EfEmY - mEV-—>

III!‘IEEIHD 203,013,
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B NIA=Y—F VA

nE AABI
& %[ ]MIZCSVTOEES a
BRAE—R : ARPIGERRISBRAT ZIPTRL AZIBELET,
ARPRTE IEZEE—NR : ARPIGBENRICT ZIPPRL AZEELET,
1 N . . 192.168.1.253
[exclude-list / include-list] XEROBIRTBE
FEMIEEDR TARPERTE) Z BB IEE W,
IP7RLX e — . N
2 . O HETJPFRLAEBELTLLIZE W, 172.16.1.100
[src-ip]
RKOARRY ) - .
3 e gw]’” O  FRAPERBEORETAY/—YICHELTWBIP? KL ZEELTI LS, 192.168.1.254
EETE T2 MNREBROEETAA V5 —T7 1 —RITHRELTWAVLAN IDZEIEEL TS W, 100
VLAN TagVLAN FICIEE
4 , (Tag T\%m% ) . *VLAN Taglc100h\ 5 &
[src-vlan(option)] KIEE. RV 01 ZEELHBEIRVLAN Taghit 5 hEFA. nEd
RESH T '0~4,094, T,
AV —=T1x—2R . _ - _
5 . . XBEERALVLERA TRANEICEERA VY —T 2 —RZEET 2HE)
[s-if(option)]
58 ES
6 & [if%receiver KL —XJL—hk. PingDFEEIERE (%) OFEIE Tenable; EADL TSI,
i , %5855 'NEEDLEWORK Tld 72 < ERICHEY 2HBDIBE
physical(option)]
IP7RLZ ‘ \
7 . O FEEIPZ RLAZEBEL TSI W, 203.0.1131
[dst-ip]
RKOARRY S . - .
8 et gW]“/ O FRNNFHEOFERY —VICRELTVWSIPT RLRAEEELTIREEL, 10.0.0.254
TANTREZROEETE A VY —T7 1 —RICEKELTWBVLAN IDZIEEL TL LS W, 100
VLAN TagVLAN{ERRFICIEE
. . ( 9 T? Ef) ) *VLAN Taglz 100\ 5 &
[dst-vlan(option)] KIEE. RV 05 ZEE LB EIRIVLAN Taghit 5 hEzFA. nEd

REEHHEIE '0~4,094, TY,
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[description]

B NRSA=H59—% DA
AE AHBI
& %[ JAIRCSVTOEEZ a
AV —Tx—2R
10 S MEEBERALETA (FRNBICHERC Y5 —7 1 — REEET ZRE)
[d-if(option)]
1 lis-trace FL—ZI— b ZEFTULERWESE Tdisables EAALTLEE W,
. X774 ME Tenable; (ML—RI—bZEFTUET)
Traceroute enable(option)]
19 YALT TN FNL—ZIN—FDTALT I MNMEZATLTLIES W, 100
[trace-timeout(option)] (BfI:ms [ 77 )L M E:50ms)
IPITy b X TANCERTZ/NTY MDY XEB/BELTLLEE W,
ip- ket- HAL - byte | 77 AL ME: 64byt
13 AFvgy [|'p pac .e =($m yte [ 77+ & yte) 1500
size(option)] RESHIE '64~1500) TY,
*VAIEZIET R— b xEthernet header (14byte) &FCS (4byte) ZBRWeH A XERDFT
Bz N
14 OAY NENEHABETY,
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83. XY NIJ—UTAKNDFIE
2y b T—0F A NRUTORATHVET,

o EFHRIRMER
o FANENER] (BEEEREIE DR OEFREZEZN L —XI—NTEEULETD,
o REEHERTET (PingFith)
o PingZRiBL%FJ,
o FRKNEHE
o F—JIIIKIFETEEERFEIETTEIL (NEEDLEWORK TEEZEZHFAEIBD I LIFTEEEA) ©
o ERFRMER
o FTANEHEHRDEEREEZ ML —ZI)L—FTEREBLET,
o FTRNET (HERIEIMRE)
o FETRANETOIMZZIPEA TRELE T,
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831 XY hNI—UTANZERIT B
1. 7ANYFUAZERLET. @FIEZSRIETW)
2. BERANSRFIC T VR ZTVWETY,

SEHELEDAZ21—05 TRy KNT—=UF7Z ) ZERLET,

= = < acsv
EET % Traceroute A7va
( IP7RLR* RIRARKYFIP* VLAN A5 —7x—2 Rt IPPRLR* XRYAMKYFIP* VLAN A¥5—Tx—2 8 FALFTI+ IPITy |

1 [icmp 1
© NEEDLEWORKEEELTWET, 2
© %y T—UFAREBLTOE 8
¥ 2
A PPPOEY—/\—RELLLTVET, 5
6
7
FARTX—IBEERTT 8
9
#1: REROTABOET 0
RERKPTY T
12
13
FAMGX—FERREEEL &S i
15
16
HANFTabed DR TRELTR 17
£ 18
EETEY A MRy 7P 19
HANFTabed DRATRELET, 20
FREIPF KLA 21
abcd DR THELET, 22
5%ERY X MK 7IP 23
HBXFTabed OFATHELET, 24
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4.9y Y1 R—REEOELOTFAIVHSE T 20Uy I LET,
5. YT AN FUAZBRURHAHETT

6. NWTFRMEEZMA<) ZBRULEY, 7 AMNREZRRI 2EHICYIDEDLD XY,

= &< NUNWFZ hEEERAC @Ccsv
(]
1P KLZ %41
1 192.168.100.100 17216
© NEEDLEWORKEEHLTWET 2 172.16.0.100 172.16
© %y FI—UFANERBLTVET 3 |8888 1000
A PPPOEH—/{—BIELTWET 4 100001 10.0.04
5 192.168.100.100 172.16
6 172.16.0.100 172.16
LIFUADT Y FILERET S 7 172.30.1.100 172.16
8 172.16.20.100 172.16
9  172.30.2.100 17216
10 172.16.30.100 172.16

7. "R7) VUV IIRBETARNDREBENETT,
ERTRBHERORICPINgDEXENRIKINET DT, BEARFEOLENHNIEIORETRITLET,
BROBIREEDY 7L A ACHEE I RS NBEMNRET 2 LRV I T7HRREINET,
Fio, BEMDREELCBEIET X MNEEL, SBEMBEN—EBETEET,

S e 8

—— e o @

[ e

— IO MO

|| 72 ]

s [ e

8. "&T1 2V Vv U I2LHABRAMERET 251 7OAINKRRINET,
X MREF) 27 VvV UIcBEESALHDIRESNET
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9. Traceroute]lBE® "3, 27U v 0935 E ML —ZI—hDEEIRRINET,
T ANETHERRAMETT

ML —ZI—bhDBEDIZWGEE (§1LTFIRUREER) . IPZRLRAOKRDDIC TUnknowns ERRSNET,
"TUnknown(2); &ERRSNiBEK. 2ED N L —XJ)L—K (ICMP Echo-Request) W91 A7 Uk Licc&ZRLTWET,

#8 192.168.100.100 — 8.88.8 @ YIWEN-EHE
Py ® Py Py ®
@ \ 4 o 4 y
L & & L g ®
172 00— 1000101 @YUED =3
s Py ®
@ @ J
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FBREIN 7 7 A )LICDWT

AR TRICEFEINZZip7 7ANIVICIEATABETF AN 7 7AIILDNEENRTVWET,

7271IE nE

Bl

RIS T & DPINgEREMBIE
XBEMMREEDEICEHRINET

ping_info_summary.txt

4
T

-+ ——t- -+

Network Test Ping Summary

Start: 2020.10.30 14:58:16
Finish: 2020.10.30 14:58:30

+ ———tt - -+
} ———t+ ——t- -+
Scenario: #4 192.168.1.102 > 10.1.1.100
+ ———++ ——t+- -+

Time: 2020.10.30 14:58:08
DownTime: 19.3sec
Description: to_nwO01

PingE{Ti&R (pass,drop)
XYFUAFICERINET

ping_detail_#{> 7+ Y A &S}.txt

1
+

———++ ——t+- -+
Network Test Ping Details

Start: 2020.10.30 14:58:16

Finish: 2020.10.30 14:58:30

Scenario: #1192.168.1.100 > 10.1.1.100
Drops: 0/ 4

t --—++ -—+4- -+

[Time] 2020.10.30 14:58:08 [Result] pass [Latency] 1Tms
[Time] 2020.10.30 14:58:09 [Result] pass [Latency] 1ms
[Time] 2020.10.30 14:58:09 [Result] pass [Latency] 1ms
[Time] 2020.10.30 14:58:10 [Result] pass [Latency] 1ms
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771I%& AE

&I T & DRBK R TORBER

trace_result_before.txt

X7 2 NIABERICEF L EERTY

1

t -——+4 ——++- -+
Pre Traceroute

+ ———++ ——++- -+
+ -——++ -—++- -+
Scenario No: #1

+ -t ——t+- -+

[Routes] 192.168.1.100 > 172.16.0.254 > 10.1.1.100

BIEF S DY DB D RDOEKBER

trace_result_after.txt

TR METERICEFURBRTY

+

} ———tt -t -+
Post Traceroute

+ -——++ -—+4- -+

4 -
T

+

+ ——t- -+

Scenario No: #1

!
+

-+ -—t- -+
[Routes] 192.168.1.100 > 172.16.1.254 > 10.1.1.100

HEREE A DO R AR DR A ZTTIC RSN TVNERT

o FvyaR—R7UEARICRERRDOKL EAERORLIZRAL TVWET
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9. AN—=Ty hTA K

ZI—Ty k72 ORBFBOWTRRL F T,
9.1. T X k DHIRR
9.1.1. #IREIR

1.8. FIfREEZ 2SRIEE L,

o NATZIEATONZBRETHT A NARETT,
SEMIETREURLE o8B EE W,
https://www.ap-com.co.jp/ja/needlework/faq_specification.html#category4_2

92. T AN F U ADIERK

TANABZEERULLCSVTZ 700 UITFANYFUAERER) ZERUET,
B TIWDTFARNIFIYAE Py Yai—REE BHR/NRILD TFIAQHG Y IV EREBT 2 KDYV >O—KRAETY,
T, ¥y Va2 R—RETEETFA MY FUADER. BENTETT,

921 TRARNYFUADISGA—=F —ICDWNT

TANYFUACEREH T Z/NTA—F—ICDWTERULET,

R

o FRAMYFUAIKIE THyv ()1 ™71 ZAALBWTLRREW, ERBICTANYFUADRS YIR—hTEEEBA
o YFUADAYET—% (11TH) ZEICWMDIAHZTo>TWBH. AYvF—ZHIRULBLWTIEEW
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LA

192.168.1.254

1?1161100
Port 31000

20301130
Port: 100
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B NKSXA=H59—% DA
wE A
& %[ JAIRCSVTOEEZ a
BRAE—R : ARPICEXNRNSBRATBIPP RLAZIBELE T,
ARP&E BEE—NR | ARPIGERRICTBIPPRLAZEBELF T,
1 N . ; 192.168.1.253
[exclude-list / include-list] MEHOEIR T BE
SEMIERIR TARPEETE) Z BRI W,
) Zakal o BRETANMNMFERATZZONILERIRLTIIZE W, ud
[protocol] BEIEudpD HEIRTTEETT P
IP7RKL X - . .
3 . O RETIPFRLREZBELTLLE L, 172.16.1.100
[src-ip]
RETOR—MESZRELTLEE W,
R—b

4 . KIEEDHEIE "49152~65535; DEHEAINS T VI LATEREINET, 31000
[src-port(option)] e
REEHH(E "0~65,535; TI,

29 Z Rk FIP \ i \
5 e O  FRMIRERORETAY —IcRELTWBIPY RLREEEL T RSN, 192.168.1.254
EETT [src-gw]
F 2 M REERORETR A VY —T7 1 —RICEELTWBVLAN IDEEEL TR E W, 100
VLAN TagVLAN{ERE ICiS%E
6 . (Tag f B7E) ) *VLAN Taglc100hMd 5 &
[src-vlan(option)] FIEE. KO "0 ZEEULLHEIEVLAN Taghtit 5zt Ao hEd
LEEEEE (0~4,094) T,
A5 —T1—2R
7 T oT MBBEEALEEA (FRANSICRERC VY —7 1 — X EEET 287E)
[s-if(option)]
P7RLZ
g F sr O  5a%IPF7RLAZEELTLEE L, 203.0.113.1
[dst-ip]
K=k .
9 O JIEOK—hESEEELTILES WV, 100
[dst-port]
2o 2Ry 7
10 dots ]’” O FRMHREBOIER—VIcBELTVWBIPTY RL REEEL TS W, 10.0.0.254
-gw
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B NRSA=H59—% W
HE AH B
& %[ JAIRCSVTOEEZ a
T AN REEBR DTS VI —T T —RICHREL TWBVLAN IDZIBEL T EE W,
11 VLAN (TagVLANTEFRRFICIEE)
[dst-vlan(option)] KEE. RO T01 Z8BEULBEIEVLAN Tagh'ft 5 nEz A,
REEFHIE '0~4,094, T,
A VT—T T —R .
12 e XEREALECA (FRNBICRER( V5 —7 1 —REEET HHE)
[d-if(option)]
TANMIERTZNTY DT L—LPFAXZI/ELTLLIEI W,
13 JL—LHaX (B : byte [ T 7 =)L MME&:imix) 1518
[frame-size(option)] RTEEHIE '64~1518) T,
xEthernet header (14byte) &FCS (4byte) &MU A XEMRDEFT
— A3V
T A NEDOERAPPS (packets per second) ZIEEL TLZE L,
1 =®APPS (BfL : pps /77 /L ~&:1,000,000 pps) 1000
[max-pps(option)] REEHEIE 00~1,000,000; TY,
KABEDMERERSR & U TIEMNZ100,000~200,000ppsi@E & D £9 (VY b1 ITHkF)
N—F V79 IEREEBRL TSI W,
TOS/DSCP B B3
15 [qostag-type(option)] (7 AL MESEL) DSCP
d0stag-iypeton %EfEl oS/ DSCP) T
IPPrecedence/DSCP{&E FANBD/XT Y M5 BIP Precedence/DSCPEZEIEE L TL I2E WY,
16 Q0S [ip-precendence- (77 )L ME:0) 10
dscp(option)] REfE I TosEIRKF '0~7, . DSCP#iRKF "0~63, T,
TANBONRT Y M5 T 2ToSEZIBEEL TS L,
17 ToSfE (77 # )L MME:0)
[tos(option)] REEIF T0-155 T,
%DSCPEIRFFIZANTE XA
StEA NN
18 o OXY NEDTHARETY
[description]
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IMIX & 1

AR TlESimple IMIX EMFEEN 2 /87 — VIR L TWET

RAA-RICRYI—F—EZHAVNTVET

IMIXE A V7= M EICTRNE NS 70 v OB BELIETL—LDIY =T, 7747 04— ILEOHEIERICLKERAINET

Ty R ZEUTORDEGIIGUIEIGE TS VY AICRET ST, KDKRABIGEWAIL—FY N ERIET D ENTEET

R—tvF—y
TL—LYAX W= [

(ZL—L%)
64 byte 7 58.33%
570 byte 4 33.33%
1518 byte 1 8.33%

¥WI i HEthernet header14/81 k EFCS4/N\A K& EHTZH 1 XTY
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93. A=y b T A~ DFIE

9.31. Z)—Ty TR NEBIAT B
LFARNYFUALRERLET. FIEEISR LT
2. BIEARD SR T I L RAEFTVET,

S HHAELEDAZ2—05 TRIL—TFy T ZBRULET,

X & < acsv

= & F< @csv

EET 5% #7Y
ZARIL* PPRELR* K=k XRIRRKYTIP* VLAN A Y5 —Tx—R IPPRLR* —bk XRIRARMKYTIP* VLAN f¥5—Tx—2 TL—Li |

© NEEDLEWORKERELTWET.
© Z2N—Ty bTFAMSEBLTVE
ED

A PPPOEY —/\—RBIELTVET,

©C®NO s ®N o

3

FAKKRE 00:00:00

# BPS BEEE BEfEEY MY EEEY MK OZE EE/S Ty b EE TV

Total 0 Mbps 0% 0 Mbit 0 Mbit 0% 0 0
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4.9y Y R—REEOELOTAIVHE T 20Uy I LET,

5. BAT2T AN FUAZBRRUGEAAHETT,

6. 'RM7) 27U v I IB2ETANBHBREINET,

7. T AMERIGY 7Y A LAlCERICRRENE T,

8. T, ZV Vv IIBETARMETULET,

9. "TET VR, 7V v I3 EHRAMERET 251 7OV DRREINET,

10. "S5 7%FRI31 27V VI TBETRAMERDY ZT7HRTENET,
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FBREIN 7 7 1 )LIZDWT

RERGEMDzip7 7 A ILICIIUT 7BED 7 7 A LEFENTVET,

72714 RE 2l
FUABD time, #1,#2,#3,#4,#5,#6,#7 #8,#9,#10
throughputtest_graph_evidence_Mbps.csv MbpshHh'CSVT 0,0,0,5,0,0,0,0,0,0
S NEI, 7,7,6,24,12,9,5,12,8,7
FUABDZE .
. . time, #1,#2,#3 #4 #5,#6,#7 #8,#9,#10
. . fEbit/secondh®
throughputtest_graph_evidence_inboundBps.csv CSVTES N 0,0,0,4065360,0,0,0,0,0,0
- = 6189376,6635008,5914368,23755632,11228672,8520336,4327568,11957552,7805152,6492816
FUABDZE
5 time, #1,#2,#3,#4,#5,#6,#7 #8,#9,#10
throughputtest_graph_evidence_inboundPps.csv packet/second 0,0,0,1408,0,0,0,0,0,0
MCSVTEHRS  2128,2277,1993,8372,4039,2996,1520,4125,2776,2269
nx¥y,
TFIAEBDE .
7 . time,#1,#2,#3 #4,#5 #6,#7 #8,#9,#10
. fEbit/secondh®
throughputtest_graph_evidence_outboundBps.csv csvTREEh 0,0,0,4235664,0,0,0,0,0,0
- = 6517936,6972640,6261072,23830128,11756752,8888400,4653840,12377360,8062144,6512640
I YUABDE
g time, #1,#2,#3,#4 #5,#6,#7#8,#9,#10
throughputtest_graph_evidence_outboundPps.csv packet/second 0,0,0,1460,0,0,0,0,0,0
MCSVTiEs‘RE  2250,2393,2107,8396,4198,3125,1603,4278,2859,2284
nx9d,
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771I%A RE i
FIAEBD .
time, #1,#2,#3,#4,#5,#6,#7 #8,#9,#10
. packetLoss=
throughputtest_graph_evidence_packetLossPercent.csv AOSVTE S 0,0,0,3.57,0,0,0,0,0,0
- - 5.43,4.85,5.42,0.29,3.79,4.13,5.18,3.58,2.91,0.66

throughputtest_summary_evidence.txt

T A NEfTEE
ICRRLREYY
Y EEKRDT—
IOEHSNT
WE9,

+-- +4--- ++

test result: total

+-- F+--- ft-mmmmm- +

BPS(Mbps): 94

Bandwidth Percentage(%): 100
Send Bit(Mbit): 1141

Receive Bit(Mbit): 1138

loss Percentage(%): 0.31

Send Packet: 402656

Receive Packet: 401432

BRI DT X S FBRKZ I BRERARL DB L TVWEY

REREEERGELORBLTVWET

TAMETERBERT A MNAREBEL O RBREZINELLEDERDET
T2 aR—R7 e ARICRERRORL EAERORZIZRAL TVWET
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9.4. T AMERICDOWVWT

TANERBEICRRESNDZRMBOHRBZUTICTRL KT,

1= HiEA
BPS MbpsZERRLET . (NERLTEI0 L)
HEHEE FHEFADEVWERRTLET, (NERESMLITEID L)
REEY MK RIS U Tcbitiiz MbitREE TRR UL E T (INERLUTEID £IF)
ZEEY MK ZE U bt BZEMbItRETRIRL E T (INESLUTYID EIF)
O U/ y hEERRUET, (NURESMUTYID L)
Oz RIENT Y MT UTRE/NT Yy D RWGEE, OXKRELTEEZRRUET,

KT T A LDEZEINT Y NI SEELTWS o, BEE/NT Y MAEEBICERF LU TLWSHIEIBTL TLWEEA

EENTY M

f)lﬁ
il

ELRNAT Y hERRLET,

RENTY M RELENTY MERRULET,

KOZRR OIS NERE2ULETRRUERY
XYID EF D, £ FUABOEE L. TotalEL—BUBWEEDRH D ET

9.41. 7> 7EHE EHEDHHA

Mbps
EH Bt
TAREE TAMRBREEMHTRRLET,
TIMbps  FEHMbpsERRUE T, (INESLUTEID EIF)
BAMbps HRAMbpsERRUET, (INERUTUD L)
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EEEY MK
IHH SHEA
T2 RS FRAMRBEEEWETERRLET,

REDXEEY M EEEY MOEHERRLET,

BEEY M
JBEH Bl
7 A MRS TANMEBREZWEMTERRLET,

REREELY ML RELY MOEHERRLET,

Ny hORE
IEH e
T A N KRS TR MREREERETERULET,

EENTY M REEEY MDA ERTLES,

ZE/TY N REEY MNEIOAFHERTUET,

ORURINTy hEERRUE T, (NBERESLUTIID L)
mpr e EENTY MU TRE/NT Y MDD aWES, ORXKELTEHEEZRRLET,
KTIE G A LDOEZRE/INT Yy NEDSEHEL TWB o, EE/T Y MHEEICEEL TWSIHMIHRTL TWEEA
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& NEEDLEWORK

10.tv>yaryrXhb

£yyaYF RN OREFIBICOWTRELFT.
10.1. 7 X ~ OHIPR
10.1.1. HIRREIR

1.8. FIfREEZ 2SRIEE L,

o NATZEMNTONZRIETHET A NAEETY,
SEMIETREURLE o8B EE W,
https://www.ap-com.co.jp/ja/needlework/faq_specification.html#category5_2

10.2. 7 AN F U ADIEB

TAMNRBEEHRLCSVI 7L IATTFRANYFUAERER) ZERLET,

B TIWDTFARNIFIYAE Py Yai—REE BHR/NRILD TFIAQHG Y IV EREBT 2 KDYV >O—KRAETY,
fle. ¥V VaR—RETEETZANYFUADER. BENTETT,

1021 TARYFUADINTGA—F—[CDWNT

TANYFUACEREH T Z/NTA—F—ICDODWTERULET,

R

o FRAMYFUAIKIE THyv ()1 ™71 ZAALBWTLRREW, ERBICTANYFUADRS YIR—KTEEEBA
o YFUADAYET—% (11TH) ZEICBMDIAHZTo>TWBH. AV T —ZHIRULBLWTIEEW
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.. NEEDLEWORK

or
27147 74—Ib

- ;-" -

172.16.1.100 203.0.113.1
Port: 80 Port: 443
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B NFX—9-—% A
RE A6
& %[ ]MNIFCSVTOEES -
BRAE—R : ARPIGERRNSBRATBIPFRLRAEIBELE T,
ARPRTE IEZEE—NR : ARPIGBERRICT ZIPPRL AZEELET,
1 . . . 192.168.1.253
[exclude-list [ include-list] XEHURIRTTRE
FEMRIERTR TARPETE) ZoSRIEE W,
IP7RLX - — . .
2 . O ZEEFXIPZRLRAEEBELTILZE L, 172.16.1.100
[src-ip]
N RETOR—MESZIBELTLIEEI WL,
N
3 . KIEEDHEIE M~65535; OFEHT, Ly Iya YHITIEUTIHSRIBETERESINE D,
[src-port(option)] _
REEHE(E M1~65,535) TY,
XU ARNKRY ZIP ) - .
4 ore W]” g O FRHRBBORETHY—>ICHELTUBIPY KL XEEEL TS, 192.168.1.254
R(ET 9
TANSRESROEETAA VI —7 1 —RICHREL TWBVLAN IDZIBEL TLZE W, (TagVLANERRIC 100
VLAN ID BE
. ' H1E) ] . *VLAN Tagic100h\d &
[src-vlan(option)] KIEE. RV 01 ZEE LB EIRVLAN Taghit 52 E A, ShEd
RESH T '0~4,094, T,
AV —T1—RIE
6 E XBEFERAUETA FRAMNEICXERA VY —T7 1 —REBET IHE)
[s-if(option)]
Fe5E IP7RLX
7 7 O SHEIPFRLRERELTEE L, 203.0.113.1
[dst-ip]
BEOR—FBSERELTLILEI W,
s R—hk KIEEDHEIE M~65535; OFEHT, Ly Ia YHIKIEUTIHSRIBETERESINE D, 80[443
[dst-port(option)] REEHEIE "1~65,535, T,
Ffo. BER—MIERETZIENTHET. BET 2HE13"80]443|2225" & W L ER TIRETMETT .
RKIANRY T
9 et gW]’ ' O FRNISBBOIERY —VIRELTWAIPY RLAEEEL T RE W, 10.0.0.254
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H NSX—-45—-% w

B AHBI
& x[ JNIECSVTOERZE a D% 4
T AN REBSDIBHEAA VT —T 1 —RICRELTWBVLAN IDEERELTL£E W, (TagVLANEREFICIE
10 VLAN ID E)
[dst-vlan(option)] KIEE. RV 01 ZEEULBEIEVLAN Taghtft 5 nEtt Ao

REHHEIF '0~4,094; TY,

AV —T1—RE
11 E XKBEERALVLERA FRANEIIESEAA VY —T 1 —RZEBET 2HE)
[d-if(option)]

Bty arviE

- BEET2EYyYa VB EEEL TKEEW, NEEDLEWORKIZEEEy Y 3 VEEZBIEL Ty Y3 v %l
S .
12 [session ZULEY (7))L 1500,000) 100000
I -

limit(option)] SLEEEIE 1~500,000; TY,
A7FY

3~ TCP*—77517
13 EERERR TCPE—T7 54 7 OFERBEZE/EL T LI W, (B # /7 7A4)LK :1,500) 3600
[tcp-keep- TSR T '60~864,0005 TI,

alive(option)]
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103. Yy a3 YBDEZHFICOWT

LYY g VBOEZAICDWTERL XD,

TyYaryFANTR, EETIPP RLRAETEIPT KL RZZNENIDEE L.
R—hOEAEDLETEEDEY Y a Vv ERILET,

*[[RIEFR— ~FS

WXETTR— b, JEER— N EEET 258
192.168.1.1:[10] - 10.1.1.1:[80]
BREyvYavH 1

WEETR— b, FBER— N EBITEELRVSS

192.168.1.1:[1-65535] - 10.1.1.1:[1-65535]

Aty Y3 500,000

XIK— N DEHEDERE0FLUETT A, A ES0F LYY a v ERICAD %9

WESER— N EBEY B5E (VR— NMEE)
192.168.1.1:[1-65535] > 10.1.1.1:[80]
ERtEv¥a3 ¥ 65535

WEER— N E2EET 25 (2R—MEE)
192.168.1.1:[1-65535] - 10.1.1.1:[80 | 81]
Bty 131,070(65535 * 2)
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104. €y aryTAMDFIE

1041 £y ¥ avF A NERBT 2
LFRARYFUARERLET, GiEESSREEN)
2. BHFIR D BRI T 7 L ATV E T

S HHAEALEDAZ2—m5 TEyyayTXbh; ZBRULET,

tyLavFAb (TCP)
BHEeysa vk

s

yravh 7R R (K 159

4.5y Y aR—REEOELDOT A IVHhE TH< 20Uy LET,

5. AT 2T AN FUAZBERUGHAAHETT,
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6. "E£iT, 27Uy I IBETARNDREBEINET,
7. 7 AMERRBY T ILY A LAICEAICRRENET T,

8. M&T, ZVVUYVIBETRAMNNETULEYT, ™&T) U vw %k, NEEDLEWORKIZZERLIPZ KL XICXF U TRST/MTy R &ZRIELET,
NEEDLEWORK TI&7T A M SRR DIREEFEZR TER W, REBICEY Y a v hizcc E2HBTE £ A,
EEROREFT A MIRESROEY Y 3 VBEREREREL TS W,
RST/Sry R ERXRERITICIRTI258IF. Ty yaryaEPMLAWTIRT IS 27Uy I LTS W,
0% TAMIREROITY RRIEETEY Y a Y ETL TS W,

9. TARNET T2 ERBREM T 7 ILHBEITY UV VYA—REINET,
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SBREIN 7 7 A )LICDWT

BB Dzip 7 7 1 ILICIEUT2BED 7 71 ILHEENTWET,

771I% RE Bl

Time,Session count,Disconnect session count
sessiontest_graph_evidence.csv WEOEY Ya v Uty YavE (§f) OHEBZCSVEXTRERHLET, 2020/6/22 14:25:39,0,0
2020/6/22 14:25:40,1938,0

+ ——t- —++-- +

Session test summary

+ ——++- -++-- +
Start time: 2020/6/22 14:25:39
sessiontest_summary_evidence.txt FTRLDYITYUT—FEZILHULET, Finish time: 2020/6/22 14:31:07
Elapsed time: 328
Max session count: 500000
Session count: 500000
Disconnect session count: 0

o HBRELHAIDT X b FIBERIRFRARL DI L TVWERY

o RBREIRAEIDEELTVWEYT

o FRAMETEBIETAMNHBEEL D REREEZMELILbDERDET
Ty Y aR— R7 I RARICREHRRORZ E RMEOBZZRML TVWEY
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% NEEDLEWORK
10.5. 7 A MERICDOWT
72 MERBEICRRE NS SEORBEUTICERLET.

IHH Bl

TANKE (&R 1KE) REOTAMEBREZRRLIT,

Bteyya v BaEERINTWSEY Y3 YBEERRLED,
Rty vavik BERAR CHRICERSI Nty Ya v BERRLED,
BAtvYyarv# FARNEEEEL T, ERShBROEY Y 3 Vv H(EAREGRR) ZRTULET,

Tty ¥ a (A FANEHERLT, UEhicty Y3 v DR ERRLET,
10.5.1. 7'Z 7@ BB DA
tyyarv¥

IBH Bl

7R M5 7 X MEBRRE (M) T,

vyyvav# AHALYhEYYaVEOHETT,
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M. N\—=Y 3 ViERFIE

EN=Y a3V OERFIBICOVWTERLET,

M1 HWON—Y' 3 VHERFIE

TV TREILT I ERAZTW, BRALLOAZ1—FAaAvE27 Yy oL, N—Y 3 VEBERZRRLET,
XBEHEICERED 7 7—LAV I PROEF Y TIT—IDN—Ia Y PRERINTVET

X & F< @csv

N-JaveEn
B \ s ¢

BREE/(-T3: version 11.0.1
O x _
[ I

7YTT=3I(~J3Y: version 5.3.0
o

& N\—YavER

125/ 140 Copyright APCommunications All Rights Reserved.
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1M.2. VAO/N\—3 3 VERFIR

77—LVI7DIN—Y 3 VER
TZOYTUTIRFZ VR ETVWET,

http://[BEIP” KL X]1:8080/version
(*AFZERITLTVWBIEARDS 77 BRI Z5EF, 192.0.2. 12FELTLLEW

ERBICFIVEAMTAZEUTOLSICRREINET,
{"Version":1101}
AVAN=5— (RVYVTR) ON=IaViER

VA%Z A > Z =)L U7 # L% [C:\Program Files\NEEDLEWORK]A® ZHE.
script; IEEZfERLE T,
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