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21k
TAMEEBILELET,

. CSV

RRENTWBTAK Y FUAZCSVERTRELE Y,

. ILEFVR

TANERIAFEZREFLI T,

. ¥ P TFrERS

FRANEROEEF ¥ 7F v ERELET,
ARPERE
ARPEREERRLET,
ERd L UEEIRE
T OREERRLTWET,
- NEEDLEWORKZ & & D iEHIRRE
vy ayT R MEREDEENIREE
- PPPOEY —/\— DiZENIREE
1538/ SRV
BEELE, I7—Z0BHRERRLTVWET,
TARNYFIADRERIZ—HIELICRTRINET,
BTN F I ARE
IV IFBIETHYTINIFIVAEZRETEEXT,
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A5.)\—3 3 VERHEMEA

"™XZa—) > N=Ya V&R, H5. N—VaVEBEEERRCEET,
*sHWODAHDRRERZD LI, VATRRRShEEA

N-I3VEE

#353{k/(-T32: version 10.0.0

TY7F7-5I1{-J3: version 5.3.0

4.6. PPPoEY —/\—EIEEH

TXZa2—; > "PPPoEH—/N\—EHE, 15, PPPOE—N\—EBEEE%ZXRLRTCEET,

PPPoEH —/\—i2&) / {Z1E

AF—HR: EI1E

PPPOE# —/VHEN'ENE S Z7R— MEETHORIE T
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4.7. ARPEXTE [E|H

TXZa2—; > TARPEE, NS, ARPREREEHZRR CEXT,

ARPETE

NEEDLEWORK®ARPIGER &M SN T ZIP7 FLAZREL TTE W,
(VAR CRROEWPT KL AFOARPY 7 T k(c3 L TNEEDLEWORKD GE L £7)

172.16.0.100 172.16.0.101

172.16.0.102

#L >, CIDREEEICHIGL TWET, L) 192.168.1.1-100 CIDR) 192.168.1.1/24

*ARPHRERT A FRITNHICHEAENET,
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48. 21tV A EEHEH

"XZa—) > IS4V REER, hh5, Z4EVR

g

BEEZRRCEXT,

PARPS ¢

1. FUFTTREZ BRRE

RECHATESHEZRRUET,

& HiteA

ALry HBBIAMEVATEBAULEEIRREINET,

L
56 KEZTA LY A THBALIBIEERTLET,
2. BES 1Y AEMHAR
BBESA Y AONEMELED BEAIRRESNET,
3. 774 ~N— AR

SAEYADBT7 VT4 R— M ETORDBENKRRENET,
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4. PO T4R—b
IV IFTBIETTA VY RETITA4R—NUVLET,
*VADHRREINEFT. HWTIERTREINhFEA

FAECYADT VT4 R—KCDOWTIE,
TEYR—bY1bD ZBRIES W,

https://support.needlework.jp/manual
5. 21tV AEH

FAEYRT7AINE7 Yy TO—RTBIET, SV RAZHEATEXT,
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4.9. EXRIPEREEMHE

XZa—) > MEEBIPERE, iS5, BEEIPREEEZRLRCEXT,
xHWODHERREINET. VATIEERERRSNEEA

BEIPRE

NEEDLEWORKICEHiT MO~/ ¥ — 71— AWHERELET,
IP7 kL 2(CIDR) 172.16.1.111/8

F7ANRT—ho A 172.16.1.254

EL ]
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410. R "E:E

TXZa—; = TJapanese; 7Uv 9 33%2ET, RRSEEALRBICYDEZIET,

TXZa2—; > "Englishy 7Uv 9922 ET RREBERBICTIDEZRET,
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5. SRR

KIETIZHWODNEEDLEWORKZ fEF 9 3 BRDERIZERIC DWW TR L F I,

VADNEEDLEWORK%ER T 2O ERIERFICDOWTIE,
TEYR—M YA RDOVA-NEEDLEWORKE G E GV = 2 7 )L &2 8B E W,

https://support.needlework.jp/manual

5.1. IR K & TMFZ i

BIFRR E R & DERIBUTOFIRTITVER Y,
*HWOSBBICRD XY

1. BIERKRDIPY RLAREZFHICL. UTOIPPRLRAZRELE Y,

IP7RL X 1192.0.2.100/24
$FAX I Ty ME T 1) DA THNIZERDIPTY KL ATHES D A
FTI7AIWNT—hDzA1 &L

2. BIEHR ERNEDMGTAR— bk (ETH3) ZLANY —JILCEEERLE T,

T
- "
=4

TZ7AT 74—V ETH
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3 BMEHRICT, TV ERBHULATICZ I ERZTVET,

http://192.0.2.1:8080

¥HTTPTO7Z VX EBRD XY

4. ERBICFVEANET IR E, F'y Y aR— NEEIRRSINET,

o BEERICOWVT

o BHOERT VAT IBE., UTOESEIRTEINET,
*NEEDLEWORK(ZRIK ICEBMA TOFRFITAEEA
XREICHKRTEBDO IS IHTT I RAEToIBATHRRESNET
BRIEEHRTT 258, BEPOI—UHMEICWEWT EZ2HERL HIRZRKBRT S 27Uy 7 LTSN,

o PURBADTRABWES

o 7S UHDProxyFRENEBMDIES. EREICERTERVWEENHD £,
ProxysRExEMICT ZH. BEIPZ KL X EProxy KM SEALTTFI W,
o BEHRANSEEIPZ RLAANDX Y hT—JRZEMENHZMHERELTLREI W,

e TFWRUY—FRAMDBEBZhTVEEAL DSKENEELEBWEE

0 XZa—%RRL "RYRNT—U TN IKYIDBXRICBE "FWRYY—FTZ M AIDBXTTEW,
X7OERDBEHNTONET,
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511. UE— MNEREIPY KL XADERE

AEDOUE—MMERRAIPZ RLR (BEIPP LX) REFIRICOWTRKHRULEY,
*HWODHKEFRE, VATIEY E—MERAIPZ KL X (BEIPZRLR) ZRETEZEA

VA :
WANA V5 —FRy MR T Z2BOIPY FL A ERGEDOEEIPY KL R (192.0.2.1) ZNATEBRL TWS T,
UE—RRENSIE http:// [IHARDIPY KL X] :8080 THeERIREETI,

REGEDERICEROR—NZHET 20, mROT7 74 7—74—ILETHRLTWSESIE
TER—RNZHFAL TSIV,

TCP 8080
TCP 8081
TCP 8082
TCP 8084
TCP 8085
TCP 8088
TCP 8087
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1. "6 BfFiRR E A Ez R CRAROFIRTHREFICERLE I,
2.9y Y aR—REAEDOEX=1—%RE "EEIPHRE 27VvIULET,

X & < acsv

& EEIPRE
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3. RARSNCEEICERDIPZRLR, ¥TXY MRV, TTIAINNT bz Z2REL. BRI Z 27UV I ULET,

BEEIPRE

NEEDLEWORKICEH T 2MD -~ 5 — 7t —AWHERELET,
IP7 KL Z(CIDR) 172.16.1.111/8

FI7AINT—hTxA 172.16.1.254

LT 3

LIBEIE T OURLTZ V E RATREICR D £9,

http:// [BREULIP7Z KL X] :8080

o UE—NERAIPZFLRI(F, BEIPZRNL R (192.021) K77 EAVLTWBEFOHEERRETY
o UE—NEHRAIPZ FLARERDEEIPY RLRAFEMNTY (IPPRLRAZ2DRFLEY)
o THIEALT B £V VY I T BIETRELRY T— MERRIPY KL Xz HIBRATRETY
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5.2. PPPoEY —/\—1&¢E

PPPoEH —/\—HiEZFIFHT5 2 & T TR MRS & NEEDLEWORKRE TPPPoEt Yy ¥ 3 V ZHESIAIRE T,

5.2.1. PPPoEY —/\—DiZH)

o FR

o PPPoEH—/\—H#HENENIET Z7R— N IELLT D@D T,
s HW: ETHOD #
= VA: DERTHRT H¥ TTestinterfacels &> TWBR—hDH
KEERAEICDVWTIF6.5.2. VADA V5 —T7 1 —AB B DEBICDOVWTZISRILEI L,
o FUEEFIThRBRWEH, ETCOIVIIAMIHULTIHELE T,
n FRANERESRICTIREZLUTCWTHRES D £ AL
o PPPOEH—/N\—EEFICT—TILEERRLBRVWTLIEE L,
n FEITRANDERTERVEELNEDET,

e PPPOELY Y aYERITERWERRUTORANEZSNET,

o PPPOEHHGEDRELTHN TS TR MRIEEBEDN— b & ANEDPPPOEY —/\—H#EENENET 2/R— M AIEL <ERI N TLVEW,
o NEEDLEWORKZAfF K TcldT R b 34 5i%as (cPPPoERE DY & 3 Y A% > TW3,

= NEEDLEWORKHAKIFEA = 2 —h5PPPoEH —/\—Z—FEEL U, BEEEBIETIRE,

n FRNWREETPPPOELEY Y3y Z Uty hULTLEE W,
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1. PPPOERERDHREITON TS TR bR DR— b & NEEDLEWORKAEAKDPPPOEY —/\—#EENEIET ZR— M ZELANT —TILTERLE I,
2. ™XZa—; > TPPPoEH—/\—&HE, ZBIRLEXT,
3. TAMMRESRICHWHTIPP RLRAZ 7 A —LICAALTLIEE W, CIDRTOAADHRETY

EBESNEIPT R L REIZEHENDERDIPT KL XAHNEEDLEWORKA 57 X RIS ICIAWHEINET,

MIWWHTIPFY KL R%ZCIDRTANY 31558, EEADERDIPY KL AHAWHUAETY,

XYUTOFTEIPY KL ZRMIMIMNMAMNZEEL TWET,

PPPoEH—/\—it2&) / =1k

AT—H R: 81k

111.111.111.111] |
PPPOEY—/ VHEAENET 37— (RETHORIE TF
v EBETEXY,

MUs |

4, TEHT D, £V I T DE TPPPOE—N\—%EBULE U, ERREINET,
TANTREBTIPZ RLADBWHENTWS Z & &2 SRS W,

PPPoEY —/\—it28) / =1k

RAT—5 R: EBEH

PPPOEY —/ i EEN'EE T 57K — N IRETHORE T,

v PPPOEH—N\—%#HLE L
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5.2.2. PPPoEH —/\—D{E 1k

BEBULTWBIRET MBIk 2) £7Uv I FDE PPPOEY—/\—%ZELELELRI ERRENET,
MF—TT7 A THERBOBREZICEL D, PPPOEY —/\—EELERTET A MNRERICEY V3 VERIEDEEDHDET,

PPPoE* —/\—i2&) / {21t

AT—9R: GBIk

PPPOEY —/ (S HEA BN E T 2 /K — MMIETHORE T

v PPPoEH—/N\—%EIELELE

5.2.3. PPPoEH —/\— DR RERERR

e PPPoEH—/N\—DEERERERALIC THEETEXT,

o EENTETISDE PPPOEY —/N—HEREULEIPP RLRAZHWHL TWET ) WS Xy E—INRRENET,

o EIELTWBESEIEE "PPPOEY —/N\—FELLTVWEYT) EVWS Ay E—IDBRREINKT,

@ NEEDLEWORK! IEEL TWET.

@ FybI-IFAMIEFLTNET.

& PPPoEY—/{—1/10.10.10.240/28%F LV HHL T
VWET

® NEEDLEWORK:EELTWET
@ FWiRUY-TAMEESLTVET
A PPPoEY-I\-REIELTLET
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6. T A MNRIEDEE

TARZTSBRORBEBEFIRICOVWTRRLET,

6.1. FANERKICOWT (RUY—FZN)

o H{FERDEE

RUY—=FZANIUTOBEDBERERDET, EBRIR—METERATEEXY)

s MREBRDES

TAMNAREBTH BT 7170 A —ILDETTRIEBEDHEE. NEEDLEWORKE 7R MIREESR & DREICL A V—2R 1 v FHARETT,

HEBEREERLTOEY
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AR—MAEDT 7L PV A—INETANTZBE

TANWRT 747V A—ILAAR—EULE (%) OBE, NEEDLEWORKE 7R M IRIEEEE DMICL 1V —2R 4 v FZ#EFKE L. NEEDLEWORKM5%ET 2/ v b (TL—L0)

ICVLAN IDZ59 %2 & TTANAIBET Y,
*NEEDLEWORK®D 7 X AR — K~ F3/R—~kTF

VLAN IDIZT7 XA b2 F U A ICEEHT 5 & THERIBETT,
HHRBERD "TARYFVADNIA—=F—cDWT) Z2SRTIEE W,

MGT

ETHO [ \EEDLEWORK | (ETH3)

B lim -

HKEERKIIERE L TVEY

TR MHREEHSL2BRDBS

UTOHFETTANDERETT,

o NATENBWBEZTANI 558
BROTARYFUADEBDEZUTOLSICIEETHIETTANARETT,
- EIETTFW IP 1 5BEIP7Z KL R
cEETA VI —T7 1 — R EETRAICER LU TWBNEEDLEWORKD A v ¥ —T7 1 —RES
- SEFEFW IP : XETIP7 KL R
< FEEA VY —T T — R FEEMAICER L TWANEEDLEWORKD A v ¥ —7 1 — X &S
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1YY= 12— ABSOERAE

HW: L TDA V5 —T7 1 —ABESEYICHED ET,
- ETHO - 0
-ETH1 - 1
-ETH2 - 2

VA: U TFDA VY —T 1 —RAB2EYICHEDET,

%ShowNEEDLEWORKInterface.pslDE{TER%E SR

BAEICDOWVWTIE"6.5.2. VADA VT —T7 1 —AESDERICOVWT"ZSRI LT

- TestInterfacel - 0
+ TestInterface2 - 1
+ TestInterface3 - 2
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o NATENZBEZTANT 215G
FEBRETOTRARNAERRIYR—NLTHEDEEA.
NEEDLEWORKEFWORBICE I XY R ZREIT 2T /NA RZKRBIT D ETTANAREERDET,
HHEICE550&ERZBELLE L,
https://storage.googleapis.com/serve.needlework.jp/needlework_transparent_fw_test.pdf

EIRA7 g

pllmmE

HEBRARFEBLTOET
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o FELDRBICHFET SRBOBES

BROTRAMYFUAD TEH, BHEODEICenableZIEEI 5 ETTANARETY,
Mt IEB%enablelc UTT A M Z1T 555G, MROZO S JJLIZICMP, UDP. TCP. HTTP. DNSTY,
XEBEEORY =TI ERBREBZD, UTOEBOEZIEELETICTRANATETT,
- XIS TTNATRIP
* JEFHFW IP
* 58%VLAN
- SBSENATRIIP
- FEENATHIR— b

HERERISERL TLET
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6.2. TANEBRICDOWT (RYRT—TFZNKN)

XY RT=0FARDBE. TAIWRESE (L—F—F) OXERTH. BERICKEZERLET,

HETRREEELTVET

6.3. TANERICDOWT (RIL—FY RTRNKN)

ZN—T v hFRROBE, FANHREE U—F5—%) ORETA. AEACAFEERLET,
Ry RT— TR ERBETT

HEBRREEBRLTVEY
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6.4. T AKNERICOWT (EyyavyFAKN)

ty2aryFALDBE, FTAMERESR (L—5—%F) OXETR. FTBEACEFZERLEI,

KEEBREEHBLTOES
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6.5. Kk & T X M XRIEER & DiEfR

RIBEBEICEITSERR

e NEEDLEWORKIZF 1 F I v I—FT 1 VT IEHBELTWER A,
o FRMREBRDOI—T « VIVRELVRTABIHEE. TANERZICTERWITREEENHD T,
o FRAMNIWAATITONS o, F - BREESDIL—T 1 VT HREINTVWIRENHD T,
AEICIPZ RLADERERTETT,
o BEIHERIPPRLAZEF TERULTAMNRKRERNISOU I IZAMNCBHTIHELET
FEDR—MEA—RMRIV I -3 VIERESNTLWET,
o HW: BERXREICIEEETCEEE A,
o VA:BEREICIREELHAVWTLREE W,
AEFFEHRINERY NT—TJDLARPU VI A MCBETIHET %7ctd. ABRENDERIIHERELTEDE A,
KEKICIPZ KL ADEREIRFRETY,
o HW: 7R M RESR ERNEDERDR—K (ETHO~2) ZLANT —TJILTERLET,
o VA: 7R MRS E RKADR— K ZLANT—TILTERLE T,
XFHTRANTERTZLANT Y 75 %HEY—IL (AddTestinterface.ps1) T I 2DENHD XY,
HMIETRYR—bY1 D BRI W,
https://support.needlework.jp/manual
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6.5.1. 7 A MR & DIEFERA X —

HW

VA

F/D Button

1w mm

Ethernet Port Console Port

Powerlinlet  USB Port

[

LINK /DATA  SPEED

FAELA—si—
HAPCEE

A

M
I EMNEEDLEWORKS A ¢oAME. PCED A —FozTIREELLIZER

METIZ B T
ENATRBEEE RN A FIThE

[ W ALANE I FHLAN

HEPCIE LANETZIEUSE LANT & 75 (USB3.0)

VA-NEEDLEWORK Pk —HRE8

(FW. L35W, RT)

* WERF2ER(1920.2.1) 5 A R P R
SHPCEEQN—FITTME

Hyper-V

[ ]
PCHii 3 ( Windows 10 Pro)
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6.5.2. VADA V5 —7 1 —ABEDHERICDWT

UTOFIETREFDETSNTWSTAMNADA VI —T 1 —ABSZHRTEEXT,
PPPOEHT —/N\—HiEZ AT 2HBA. FRRBL2ZE—RTRAMKICA VY —T 1 —RZEET 2HEEIFHERLLEI W,

1. EEEER TPowerShell ZRE. UTOIYY FZERTLET,

2. AR DBAE. LTFTOIAVTY RZERITLEY,
KAVT—RY MDEBRBUITIIINBRGREDR I VT NOERTEHFTIZIAV Y RICRDET

HRIUTRRTRICUTOOAYY RERTIZZETT7ALMDREICED T

VA YRAM—URKICYIyO—R U ZRBEAL. BRELET7 ALY ZHEFT,

4. ZBIR. 57Uy IS TONRT1 2T Uy I LET,
TFIUTFAD THATB) OELHZFTvIRYIRZEIY YT, OKEV YUY I ULET,

Bis O=»8Y=ERR) BLI?MILH) FESZE(D)...

v¥UFE  ZOTAMEEDIEI-T-HETAEL S sare.
F0TF. 20Tk s-EREsan D300
B. 20774 VDT I EARTOY NS
TeetHBYET.

*rutl BAA)
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5. ShowNEEDLEWORKInterface.psl%#®{TL% ¥,

¢ GUITRITI 3155

T AILFADShowNEEDLEWORKInterface. psl&EGI Yy I L.

"PowerShellt%fT) 27U vV ULET,

| 4 [} = | NEEDLEWORK - [m} X
= =5 )
« v > PC > ¥90-F > NEEDLEWORK v 0 O NEEDLEWORK(D#£Z
Az - & $4%
* 9499 7IEA
AddTestInterf Windows Powers... 10KB
-?Z7F'y7 + ﬂ estinterface <IF\ W wer:
. [7] AddTestinterface_Log_20210824143839 774 2KB
* govo-k - 4 &4 InstallNEEDLEWORK Windows Powers... 13KB
& FFavb o wa license N-FFART 4 *-.. 18,443 KB
&= E7Fv * s NEEDLEWORK 2021/07/09 16:39 N-EF4RT 4 *-. 2,428,928 KB
Virtual hard d # |4 ShowNEEDLEWORKIntarfaca 202108124 10044 Windows Powers... 4KB
NEEDLEWORK [] update Log 202 FE<(0) 7740 2K8
B 5 |4 UpdateNEEDLEY PowerShell TETY Windows Powers... 3KB
B 2590 FE(®)
aaltd © Sype THE
@ OneDrive 3 Code TEK
= pc B Microsoft Defender TA¥ 43 3...
o 5 2 =5
B 0AT
: ”"D’:% JOTSLHSECH)
vo-
B 70k T TIEAEFATIG)
B Kk KEO/(-T3av0ETV)
S =0
B & gYymym
by IE-©
sE0ES 1 EOESEER 362K8 Y3-MIIMDIER(S)
BlEz(D)
ZHOEEM)
FO/(F4(R)

e CLITRITI 355

ROAVY RZRTLET,

cd <3.07 LU KYIIZ>
pwsh ShowNEEDLEWORKInterface.psl
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6. "COFFTUNTNARICEEEMRAZ I EEZHALEIN?) ERRENLBHIF. "BW 27Uy I LFET,

1-%-PHOV MR X

ZOTTINTIRAAICEEEMRBILEFAILES
h?

E Windows PowerShell

R EHDRITIT: Microsoft Windows

FeHRT

7. PEITEINFT,

EN EEZE: Windows PowerShell

71T

8. BAZDYTSNTVWETANADA VY —T 1 —ABRKRRINET,
LUTOBITIEFLANZ Y 759% T4 =ty by NFRANEA YT —7 x—2R Testinterfacel; ICEIDLETESNTVWET,
% 'Management; ZEBEGRRAODA VY —TJ 11— ERDET

Z: Windows PowerShell

B
ol
il

Trunk (
Trunk 0,
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6.6. ARPERTE
ARPSHFEICDWTHRRUL X,

AREREFT T AN TEEERSNTVWERY N T—IVL2TOARPY IV IZAMNCHGELET,
THITE D, KMFCIPF RL ZADRENREERD, TAMREBEDR— NP AV EERBTZ BT AMNITETY,

10.1.1.254/24

P 7 FLATE /| 192.168.1.254/24
1 U
\ ) X
= 7’ ‘- -7 -
Sl Lt ARP U & TR b
ARP 5% (who-has 192.168.1.1)
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U L. REER—RY hT—=J LY —NR—Pxy NT—VEBRZEOERENMERENTVIEE. EEOIPF KL RICxI HARPY 7 TR MMTNEEDLEWORKASGE L TLU X WEREICH Y 28
EDRLEICIRDFREEDNH D ET,

IKIFELTWET,

UTORTEY—/N\—BhS5H—/IN—ANBEZTS5cHIc. T—/N—ADMACT KL X ZHER I B5ARPU IV TR hEH—/\—BIEEL TWEIH, ¥ —/\—ATIF7 < NEEDLEWORKA'ARP

/BT —/N—BDARPTY MY —CiE. H—/\—ADIPF KL X ENEEDLEWORKOMACT R L ZDMRFWTEFEINTLE S o). EBICBEMMTARIBRDET,

192.168.1.252 192.168.1.253

ARP % === '

s S~ ’I
= ' 7 =
1 » ’
! \\ /,
\‘ \\‘_”/
ARP )OI R+

(who-has 192.168.1.252 3¢t —J{ A)
NEEDLEWORK

o NEEDLEWORKH 5 MARPY ¥ TR MEEDMHARIC D WTIETEEURLZE SRS L,
https://www.ap-com.co.jp/ja/needlework/faq_specification.html
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6.6.1. ARPEIEE— K
AERIEARPIGEBEE U T D22 DE— RO SBIRAETT

e RAE—R XF7A)K
ARPIGERRNSHEATBIPFRLAZRELET,
BRESINTWBIPZRLRICHTZARPUY I TR MCIERELERA,
ZDMETOIPZ KL RICHTBARPU VIR MNCHELE T,

XY —/NDIP7 KL REZHRTE

o BEE—NR
ARPIGEXRRICT BIPPRLRAZRELET,
BREULRIPZ RLRICHTBARPY VT XA MZDHBEL XY,
KT ANWRBBICRESNTWBIL—T A YT DRI ZARRY TIP7 KL RAEZRTE
KTARFTUATTAINHRBEERCEIT A Y FDXETT - 58EIP7 RLRAZIEET 2HEDUZIPFRLAZRET DHENHDET
KT APMREICT X MREBFUANOEENE CERSNTVWBERICREZE—FTY
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6.6.2. ARPEREFIE (FRHY - IWEE—NK)

ARPREFIEICcDWTEHRL XTI,
ARPEREZITSIEHICIFLUTD2ODAENH D ET,

o FANYFUALRETD
o FYVIR—RHSRET S

TARYFUAICRRT S

TANYFUA (CSV) ICARPIGEDSHRAT D BRAET—NR) . £LBFARPHREDOH/RICTZ (IWEE—NR) IPPRLRAZERLET,
TANYFUADANICUTOEBZEHR L. ZDOTOTIIPZP KL AZERLET,

e exclude-list : BRAE—RTEIMELE T
e include-list: [IFEE—RTEIELE T

UToflTiEk. M72.16.0.100, 172.16.0.101, 172.16.0.102; ZBRAET—RTRELTWET,
BEULRIDDIPP RLRICHT BARPY V7 TR MCKREFRIGE LGS BEDET,

A B c D
1 |exclude-list protocol src-fw
2 |172.16.0.100 http 172.16.0
3 |172.16.0.101 icmp 172.16.0
4 172.16.0.102 tcp 172.16.0
5 udp 172.16.0
6 http 172.16.0
Fi icmn 17216 0

IP7RLADEERBUTDLSICCIDR, LYY TOEE(FEIAITY NDH)BHRETT,

172.16.0.0/24
172.16.0.100-110

AFERFRYY—FAM, RYNT—IF X, BEFTANSETY,
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FyoaR—KFhSRESS

Ty amR—R&D, ARPIGEDSIRAT D BRAET—R) . £LBARPHBEOH/RICT S (BEE—NR) IPPRLRAZERLET,

AAEDEEERIFARPREICIPTY KL ADEFINTLEEA,
(BRELFKICREZHRULEY)
ENXRIVICARPERESNTWBIPY RLZADBHRRENE T,

@ NEEDLEWORK(EHRLTWET,
Q@ FWRYY—FZAMREEBULTWET,
A PPPOEY—/{—REIELTVWET,

AZa—m5 TARPRRE) ZERLET,

& ARPEE
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RAWCREBEICIPP KRLXZAAL, By EIUYIULET,
UTofiTik, M72.16.0.100,172.16.0.101, 172.16.0.102; ZBRAE—RTHRELTWVWET,
FBEULR3DDIPP KL RIZXHT HARPY Z T X MMTNEEDLEWORKIERE LR Bh X9,

ARPEE

NEEDLEWORKDARPIGEH$0 5 BT BIP7 KL ZEREL TTE W,

(VAR CRBROZVIPT KL ZFOARPY 7 TR k3§ L TNEEDLEWORKAUGE L & F)

172.16.0.100 172.16.0.101

172.16.0.102

¥. L¥¥) 1921681.1-100 CIDR) 192.168.1.1/24

®ARPIE hEv.

© NEEDLEWORKEERLTWET,
© FWRYY—FAMEBLTWET,
A PPPOEH—/{—RE\LELTVET,

IP7RLZADIEERUATDOELSICCIDR, LY I TOIEEEFELIAITY hOH)EHFHETY .

172.16.0.0/24
172.16.0.100-110

AFIERIRYY—F b XY MT—UF XM BHETZAMNETY,
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BRAE—R. BREE—ROPER. E—RIUBRY VHSARETT,

ARPERTE

NEEDLEWORKDARPIGER &M 5 BAT ZIP7 KL AEREL TFE L,
(U2 MCRBOBWIPY KL ZFOARPY 2 TZ k(34 L TNEEDLEWORKA & L % F)

172.16.0.100 172.16.0.101

172.16.0.102

#L >, CIDREEEICHIGL TWET, L) 192168.1.1-100 CIDR) 192.168.1.1/24
*ARPIREIRT A FRITHICERZINET,

[+] (=]

‘ L1V

PEREEETETT
HOIPHARPREI Ly hETT  BH R

@ NEEDLEWORK:ERULTWET,
@ FWRUY—FAMREBLTWET,
A PPPOEY—/(—3EBIELTVWET,
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6.6.3. ARPERE DEHRA

ARPEREDBERICDOWTERULET .

ARPEREIFT R hETHRICEASNE Y,
IP7RLRAZEE (Ev ) UVRRTRBEASNABV O EBILE N,

6.6.4. ARPILE D{LifE M

EERIETDARPY IV TZ MIREE Y, BEBRIEBOT X METRNSARPRENHBENE T,
TRANERTREFEOEBEBRZELT DX THREEZRITLET (X)

K—ERDOHEER SEIICR I A MRy FICHUTARPY J TX R TV IBENBEWSSIE/NT Y M ZEEXEUBRVWEEZITS Ol U TARPISE I 2R & LTWE T,

B5R9
NEEDLEWORK #2&h —{—

FAMET (1EH) ==
FAMET QEA) 4
ARP &%

TAMEFT (nEB) -

NEEDLEWORK {21k —=

ARP JESE
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7.IRUY—FT Rk

RYY—FZANOEBFIRICOWTCERLET,

70. 7 A MR AR - HIRR

710, 7 A S EnfEfEER

7 Z b OB FOURLE S8R 2 W,
https:/www.ap-com.co.jp/ia/needlework/fag. htm
71.2. HIRREIR

1.8. FIRREIEZ 2SR IEE L,

72. 7 AN F A DIER

TAMNRBZEERELLCSVIZ 7L (UTTFRA MY FUAERER) ZEHRLET,
B TIWOTFANYF VAR, Fy2aR—RBRIRILO "FIAOY Y TIVERET S, LOYIVO—RAEETT,
EFfe, ¥V YV aR—RETEETAN YT U ADER, BELERETT,

B <

@ NEEDLEWORKEEHEUTWET
@ FWRUY—FRAMEBULTWET
A PPPOEH—/\—iFBILLTWET
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721 TARNYFIADING A =T —ICDWT

TANYFUAICEREHTB/NTA—F—ICDOWTRRLET,

R

« FANVFUARR TAVT () 1 9T EAALBUWTEE W, EBIET AN YFUADS V- hTEE A
o YFUAOAYT—% (1TE) ERLMORBET>TWEIS, Ay F—EHBRLBNTI LS

L=
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vFUABH

e 1192.168.100.1:31000 1 5 203.0.113.200:80; 38D THTTP, BEEIFAIND Z & % FER

e FWTZESENATS . M203.0.113.200:80; FED@EEAH' 7203.0.113.1:8080, ICEHEI N3 & =FER
o FWTERETNATE N, ZFETTIP7 KL AH M98.51.100.105 IcE#EIND I &SR

e HTTP GETT "www.ap-com.co.jps 8OV TV YHEIETED I &R

B NIXA—=5—% A
RE ARl
& %[ JNRCSVTOEEZ a
BRAE—R : ARPIGERRISBRNT ZIPPRLRAEBELEY,
ARPE&E ISEE—NR  ARPIGEFRICTBIPZPRLRAEZIBELE S,
1 . . . w 192.168.1.253
[exclude-list [ include-list] MIBHOEIRTTRE
FHMIERTR TARPEE) ZE8HRBIESI W,
Z7Ok3JJL%% Ticmp [tep [ udp [ http [ https / dns [ dnst [ ftp [ ftpa [ imaps HSEIRU 2 TIXET
ABLTLEZ WL,
Zokalb N
2 [prot 1 O xDNSZOMIJLIZUDPETCPM2fEXEN B D 9 (UDP : dns/TCP : dnst) http
rotoco
P KFTPIRICY Y TE—RET I T4 TE—RO2BENBDET ULy VTE—K : ftp, 7I7 4 TE—
K : ftpa)
EETT FW IP NN - . .
3 [ fw] (@) FWOEETAY —VICREULTWBIPZRL AZIBELTLIEE W, 172.16.0.254
src-fw
VLAN FWOREETAA VT —7 2 —RAICKREULTWBVLAN IDZIBEL T ZE W, (TagVLANERRFICISE) 100
4 KRIEBE. LY 01 ZI/EURBEIEVLAN Taghit 5z A, *VLAN Taglc100h\ ¢ 5

src-vlan(option
[ ( p )] ?&Egﬁti r0~4,094J —t“a—o éﬂi?

RETIPZRLAZEBELTL LI,
P7 L X xCIDRTODIEEHEEETT (I : 192.168.1.0/24)
5 [src-ip] O Z0FE. CIDROIFU® - EAF - DO D3DDIP7 RLRICEEWICBRAINET (192.168.1.1. 192.168.100.1
192.168.1.128. 192.168.1.254)
%FQDNTOIEEHAEETT . (ffl - www.ap-com.co.jp)
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B NIXA—=9—% W
AE ANl
& %[ JNRCSVTOEEZL a0
RETR—IMESZHEELTLREEWL,
H ¥R—KLYIEESTRETT (6l : 1-100)
6 ’[‘r t(option)] ZOBAE. LYYROIELS - BAS - Kb D3D0K— N cEBMICEREnET (1. 50, 100) 31000
src-por ion
P P KREEDBEIE T149152~65,5351 DHEINS T VI LATHRESNET,
REEHHIF "0~65,535; T,
NAT#IP
7 & . . HET DNATEREDRETTIPZ RLAZEBEL TS W, 198.51.100.10
[src-nat-ip(option)]
8 AV —T1—2R A EERAA VI —T—RAEEELTLLREEI L, 0
[s-if(option)] %L 2B TT A N ETSHBEIBENDLETT
5 3
9 & [isd%receiver FBEDEE () DIFEIE Tenabley EADLTLES W,
i ) XZA5HNEEDLEWORK TIE i < ERRICEFET BB 0EHEE
physical(option)]
10 FW IP A FWODFEERY —VICRELTWBIPZRLAEBELTLIEE W, 198.51100.1
[dst-fw] %5055 H'NEEDLEWORK Tld %2 < ERRICEE T 2HBROBARBEEL TICT A MARETT R
VLAN FWODZHEAlA 5 —T7 1 —RICEREUTWABVLAN IDZIREL TL£E W, (TagVLANEREFICIEE)
1 . KEE. LY T01 ZIBEURLBEIEVLAN Taghit 5 Ezt A,
[dst-vlan(option)] o
HEEHHEIE '0~4,094, TT,
NATEi{IP _ e . o N
1" . . JEHENATT A NEFDONATEHERIIPZ KL X (ASBARE) ZHBEL TS W, 172.16.0.100
[dst-nat-ip(option)]
NATHEIR— b~ _ o N
12 . SESENATT R MRFDONATZEIREIR— M &S (ABARA) ZEELTLIEE L, 80
[dst-nat-port(option)]
P RLRAZIBEL TS W,
P7 L2 %CIDRTODIEEDEETT (il : 192.168.1.0/24)
;
13 [dst-ip] O =0iBA. CIDRDIEU® - BEAH - &b D D3DDIPPZ RLRICEBMICERINE T (192.168.1.1, 203.0.113.1
-1

192.168.1.128. 192.168.1.254)
#FQDNTOIEEHAIEETI . (Bl : www.ap-com.co.jp)
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B NRSX-5—% w

HRE AFfl
& %[ JNRCSVTOEEZL a0
BER—FBESERELTILE L,
¥ 7AKJJLIEET Ttep /udp [ http [ dns [ dnst [ https [ imap 1 Z&#IRULIBEIEHEERTY
VN x Tftp [ ftpas ZBIRU BRI 22IOHBRAETT (REEDHEIE21TTANEINET)
N
14 [dst-port] A Fe. TYHEERAEER—ME Ttp: 1024 BEOWITNHDR—b~) . Tftpa: 20 ZFIALET 8080
P $ofi— kLY VISR BTEETYT (B : 1-100)
FODEBEE., LYIVADIFU® - EAT - OO D3DDR—NCHEMICERSNET (1. 50, 100)
REEHHEIE T'0~65535, TY,
15 AV —=T1—2R N BHERAA V=T —AEEBELTLEZIL, 1
[d-if(option)] *L2BRTF X N ETSBERIEENBETT
URLELIFIRAAVEBEL TS WL,
URL KXA Y 7Ok JJLIEET Thttp [ httpsy Z3EE LB EIEURLE L TRkbhF T,
16 [url/domain(option)] xhttpsDIFE. £RT DIBAEDSNIFH L U'subjectAltNamelC HARURLAERESNE T WWW.ap-Com.co.jp
u i i
UTM P fdns /dnsty ZIEEUESIFIRX1>ELTRDNET,
KRIEEDIBEIFT 74T Twww.needlework.jpy BREINET,
17 FYFIAILR DAIWAF v I ETSHBE. Tenables EAALTLIEET W,
[anti-virus(option)] ¥ Z7OK3JJLIEBT Thttp / https / ftp / ftpa [ imap) ZEELBEOHEETEXT
*7y TANDIALT I MEZEEL TSI W,
18 EP FALT I (BAms [ T 7 4 )L MME:200ms 70 k JJbichttps%5ER U 721855 13400ms) 500
[timeout(option)] REEHEIE M~10,000ms; TI,
MKINSRHEERTET DL, BECK > TTBENBERICERSBWEENHDET
TARDY RSAEFHZIREL TLLI W,
19 BRAETEE (BA:E [ 77 )L hME:5E) 10
[try(option)] REEHEEIE "M~100E; TI,

KINSBEZRET DL REICE > TBBYBRERICBSBWEENHD XY

64 /121 Copyright APCommunications All Rights Reserved.



B NIXA—=59—% W
AE ANl
& %[ JAICSVTOEE® a
FANEEICET BAREEITVE T,
7 IE TProxy mode / SRX+Antivirus [ CheckPoint IMAP Inspection; WS hhEIEETEET,
ZFNENDIFA—FEUTOTFANFICERLET,
ZDMDERTE Proxy mode: FortiGate@DProxy E— R D7 VY F I 1 LABEHRRY Y—DF AN ETSEE
20 [other- xFortiGateD 7 > F I 1 L ABBEM THRWEFIFRELAHAVWTEIWN
settings(option)] SRX+Antivirus: SRXm 2 70 k OJ)LTftp [ ftpa [ imapEIREN DT YV F I IILRAEZBEHICLTWBRY ¥
—TOT AN
CheckPoint IMAP Inspection: CheckPointm> 70 k Q)L TimapEIEEN DY —ERXDA VY AR Vg3
NEHTHIRETDT X N
HAFFE - - - .
21 @R [expect] O MEYTZMHER%E pass/drop/block; H5ERL. ETUNLFTAALTLEEE L, pass
5 OXAY RENEEABETT,

[description]
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733X (57T - 5BK 7 R L RAICFQDNZIEE LY FUATT AN ZERHET %

(ST - 50%7 KL RICFQDNEIEET % 2 ENTTRETT
TSRS RV BN AERREETHLET.

BiEH=

o FANTREEZHNSDDNSY TV ICXH L. NEEDLEWORKAY203.0.113.0/240WFNHNRA R TP RL A, XY R T—IF7 KL RAZERL)DIPZRLRAZL ARV AEUVTGRAULET,
o NEEDLEWORKM' & Hif#R U =FQDNIZ. NEEDLEWORKKRTL d—R& U TRESINET,
o FANEREBORIET Z1E|R (FQDNEIPF KL ZD#fF1F) &NEEDLEWORKAMRIF T ZBEHRMIECICHED £,
e NEEDLEWORKA‘ZEL TWBERDH, EEINTWS L I—RIFEMTT,
e Version 10 TIZHRA254EDFQDND & RIfERZ Y R—M UL TWET,
% 255 EOFQDNZZHIRRY 2RENHZRETIE. EBICTANETABWIRENIHD FT,

FRIICDERRE

o TR MXIgHEEE DPrimary DNSH —/NICNEEDLEWORKDEREIP? KL RZEBEL T ZEW,
e T hif5RHEER - NEEDLEWORKDEEIP? KL X (IR— h&S: UDP 53) BORABEDDNSBEEZRFH L T IEE L,
o VAIWMEKDN—YFINT7AT7—04—IETI VNIV ROBEZFHIBRLTWSHEE, UDP53ZFFAILTLEE W,

EAA=Y

DNSZ T U/L ARV X

LAN
KEBET A NE 1
*192.168.1.1/24
HERIPY KL R
MGT DNS
ETH: st
(ETH3) W

t ETHO

NEEDLEWORK
t ETH1

FRIL T LT ™

www.ap-com.co.jp 203.0.113.1 www.ap-com.co.jp 203.0.113.1
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74. RV Y—FANDFIE

740. RV Y —T A N ZHBT S
1. FRAMYFIVAEERLES. (7.2. TR FIUADERZ ZSRIEE W, )
2. BIEHRRDSKEIC T I ERZITVWET,

3.9y YaR—REEDELDZA VA5 TH< 27Uy I LET,

= mm< acsv Al @D oo o0 @D oo G o o
EMT Rk ut™M A7vay
ZORINL FWIP VLAN IPPKLZ K—h NATH#IP R FWIP VLAN NATIIP NATHK—h IPPKLZ K—h URL/ KXAY PYFIANR §1A7YH BARTER E0HORE]

© NEEDLEWORKE ML TWET,
© FWRYY—FZRREBLTVET,
A PPPOEY—/\—iBIELTWET,

4. ERTBZTANYFUAZERLET,

5. HEELO7AAVHS TEfT) 27Uy I LET, TAM BERSNESEEIRRENET,
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KBRTTANEZELTZ5E TAMNZELTS 20Uy I LET
(FRRYFUADENZWRETIR. TANMBLETREISEIDIHEENH D ET)

o

Error =

TANEELET S

ERllc T A~ ZRTI2HBE. TAMHROIFUAZBRL, BHRNARILD 2O FIAZERICTANT 2, 279Uy I LFET,
XUTOFITIE. TAMYFUADNoLZRERL TWERY

= &< PERT @CsV @PCAP

0 2 - DIPHARPHIGERETY Zakan

icmp

tcp
udp
icmp

1
2
3
4
5 |tcp )
6
7
8

© NEEDLEWORKE#EELTWET
©Q FWRYY—FRAMZEBLTWET
A PPPOEY—/\—REIELTVWET

udp
icmp

o #s72reR CD
tep

ZOYFYAEBRICTANT S 9 udp

10 icmp
[ @ BEOHMERET 3 1 top

12  udp

13 icmp

oo NGA—=F—DF v IRy I ADSEEERT BN 7U—T—RTREIZIET
VFUAETANI VYT UTTARNEERTIZZEHTEET,
TZA4IY UVIRETT AN ERITIZ & BHRIKRRENTWSYFUADHTAMDREENE T,
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W m NN B W

JORIN -

icmp
tcp
udp
icmp
tcp
udp
icmp
tcp
udp

icmp

(Blank cells)

dns
dnst
ftp

VLAN

Cancel
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742 RV Y—FTANERZHERT S

TARDETI B &, BREBICT A MERPRTRENETT,
BRIEUTOEETRRINE T, BROFM (T7—FHHF) FBER/\RILCRRESNET,

mR YIRS wE

- BENFWEZREHU TEHETSIBER

ass
P CFWESELTIYF Y Y ARETE B S

WTD & SBIBAICKELET,
CFZ R DF 1T 4K S —THEBENMES STV
CBENFWERHL TEETE A - B TANHREBEOCF 2T AR S —THRBENERE N
drop CUFUARBONAT P7 RLRERRBIPT KL R EEMEnfcign ROl =T Y THRRLTNS
g = = TTE R 2 MHRBRONATERR Y Y —REA RS TV

- ARPEREDNBEE—RICHRESNTWEH, BYIRIPZ KL AAY R MIEFINTHAEN

UTO&LSRIBEICRELET,

- FRAMHREFTHEROOAY TV (URL) ADT7 I EAMETFINTWS xhttp/https

c FRAMKHREBZTHROAY T VY (Virus) OF 7 YO—RBEFIhTWS
xhttp/https/imap

c TRAREREBFTIROOY TV (Virus) OF Y 7O—RHMEFITLS sftp/ftpa

+ TAMNHREFRTHROIYTVY (Virus) 27y 7O—R$3Ey Y3 VAEREICKTLT
W LY xftp/ftpa

cFWAT Oy IR—IERANLTWS

cFWERBULTIYFYYDNBIETEAh - iEE
¥ 70 b JJLIChttp/https/ftp/ftpa/imapZzIgE LIz BE D H
block x3VIAIN\YRY 14U DI TERWEEIL. blockTidiz < drop
[CiEbh %9
(L3, LALRILTFWICET I N TW3I5S)

UTOXSBIZRICRELET,
c=TJILDERI N TULERW

error CRUY—FRANEERBTEGD > LBE « FAKNYF U ADsre-fw,dst-fwD EEZNRE > TS
« FAKYFUADsrc-vlan,dst-vlanDEEHIRHES> TWS
- src-fw,dst-fwdIP7 K L R ANARPEER TE 7R L)

- BEDEEICERLIBE
X703 udph DREICEEZIRE L BB DH

sent

mismatch - BEFBRETRAMNERDELRZHE
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RYY—F A FD¥IEESE

70NV TROEEICLDERHEZTVET,

Zar3al

RS

ICMP

ICMP Echo Request/Reply TOBENTZ D T &o

TCP

BVIANYRY AV TOIART Y a VTR, FINICEZ ORI a viRTHAIRERC &,

MART Y a VEURICY I —T—9DRNET

UDP

KETTESEDHE TUDP/NT v hOVEETES 2 &,
XYI—T—IDRNET

HTTP

HTTP GETIC &2 IV TYYEEBMMTRZ T &,
*NEEDLEWORKMWEEL TWB AV TV Y EREBTESR I &
KIXETH SFBHEICKH UTHTTP CETZITWE T

HTTPS

HTTP GETIC &2 IV TV YEBBMTZZ T &,
*NEEDLEWORKMWEE L TWBIAVFYYERITESR I &
KIKETH SIBHEICKH UTHTTP GETZITWE T

DNS(TCP)

RXA > DEFIBRNITZ S Eo
XRETNSDDNSTTY (ALI—R) EXUL T, BBENSLARYANBHZ &

DNS(UDP)

RXA > DERIBRMITZE &
MORETTMSDDNSTZTY (ALJ—R) IEHL T, BEDSLARYZANH B &

FTP (JXv>7)

FTPD/Xy ¥ TE—RIZT, I—YREE. 7 71 IL—EES.
T7AILTy A=K - FOVO-RBTRB T &,

FTP (U7« 7)

FTPOF7 77« 7E—RICT. 2—YRIE. 7 71 IL—EBEE.
7747y 7A—RK - O O—-RKMTZ5%T &,

IMAP

A—HREE. A=Ky I Z—BEE., A—ILDOXAYyE—IABHIRBTESZZ &,
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BEBADRRICEFET DHEBDBEIE. TELOEEILLDPASSOHEZTVE T,

Zak3l HEAR

TCP REUVIYI—T—9EZBELRIO-—RDBE—THB T &,

Content-Length\ v ¥ —DEN1024 T TH B &,
xContent-Length~\ v ¥ —DEHMN1025U ETH B BEIF TS —ERDET

HTTP

7TAB RV Y—FANERET ATV VITT S

HHEALICRTRENTWR6EDNRILEY Uy I T2E METETAMNERDAZERTYT S ENTRETT,
e, 74N UIRETT AN ERTIZ L, BALKRENTWBYFUADATARDEBEINET,

D Do @ o : :

RRIVE REWER

All IRTOIFBER
Pass BRI passDITDH
Drop BRI dropD TN H

Block ERHblockDITD H

Error ERHerrordiTD H

Sent ERHMsentDITDH
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744. RV Y—FAMNERETV AIR—hT 3

1.BELLED TCSV) 27Uy I LET,

& FH< P=ET BCsVY BPCAP

0 2 FDIPHARPFHIGERETY

© NEEDLEWORKEEERLTWET
© FWRYS—FRANGEEBLTWET
A PPPoEH—N—REIELTVWET

2. REHRZERL "RE7 27UV I ULET,

KMTAMERET ALY UREBTREL BRI, 7L IRGICEYTIEBOHREINET
L EEVREEICRESNET, (CSVEXTRESINEY)

MRTFULLETAMERIZ, Y YaR— R ETBERC ZEHFETT
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745 . KV > —F XA NDBEFMEZHERT D

1L.RUY—FR N EETLED,

2. FARETHR. BEFMEZERLCVWT AN FUAZERL, BEED "BEOHHZHEEISZ 20U v I LET,

XUTOBTE. TAMYFYUADNoSZREIRLTWET

= =< PE{T @QCsv @PcAp

0 2 4k DIPHARPHIGERETY

@ NEEDLEWORK&EHEBILTWET
Q@ FWRY —FRAMREBHLTWEY
A PPPOEY —N—[ZEBILELTWET

o # 722 @D

ZOVFUAEBIICTAT S

[ @ &l

DOHMEERT S

ouf

© N OO A WN 2

©o

10
1
12
13

ZOokr3al
icmp
tcp
udp
icmp
tcp
udp
icmp
tcp
udp
icmp
tcp
udp

icmp

B HWRTAMYFUADEETT. EOBEFMERRTEEI,
XYUTOFITIE. TAMYFUADNoSDTCPICH T BBIEDFHMERTLTVWEY
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4.

Policy #5 QEMGHE

BEET

192.168.1.101:1

200.200.200.200:80

192.168.1.101:1

SYN+ACK

200.200.200.200:80

192.168.1,101:1

ACK

200.200.200.200:80

€ ) 192.168.1.101:1

FIN+ACK

200.200,200.200:80

192.168.1.101:1

200.200.200.200:80

192.168.1,101:1

FIN+ACK

200.200.200.200:80

192.168.1.101:1

200.200.200.200:80

PCAPTP A EARFTE

10.0.0.100:1251

200.200.200.200:80

10.0.0.100:1251

SYN+ACK

200.200.200.200:80

10.0.0.100:1251

ACK

200.200.200.200:80

10.0.0.100:1251

FIN+ACK

200.200.200.200:80

10.0.0.100:1251

200.200.200.200:80

10.0.0.100:1251

FIN+ACK

200.200.200.200:80

10.0.0.100:1251

200.200.200.200:80

"PCAPT7 71 IVERET 21 27 Vv U 92 E. BEURELICPCAPERATREENEX T,
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746. RUY—FZAKDIT Y hF v TF v T—9%—ERET 3

o Ty hFYT7FvORLRBEREDOERZS EICETEEINTVWET
o vy aR—R7 I ARICRERROBLI ERNMEORLZRBLTWET

e KTy RFYTFvT—5 I v YaR—REFHUBEHEINETOT. BEREREBHIEFIECTREZEEVILEI,

1L.RUY—FRNEETLED,

2. 7ANET#E. BEELD "PCAP; 27UV I ULEY,

=A< PERT BCSY BPCAP

@ NEEDLEWORKEHEFLTWET
@ FWRY Y—FAMIEBHLTWET
& PPPOEH—N—REILLTVWET

3. RELEZERL MRE 20UV I ULEY,
KTAMERZT7 1LY UVIRETRELVLBERR. 7L IKFICRYETI2EEOHMREENET

4. BEUVIREFEZIPERATRESINE T,
ZIPEBRT D&, PCAPT7 7 A ILAUTOGERANTRESNTWET,

(B1) #5_src_20181112174129
> FRANYFYUASOXRETAID/INT Y NFv TFv 7741l
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8 XYKNI—UFXb

XY hT—=UFANDOERBEFIRICOVWTERLE T,

81. 7 X bEIEMEAR - HIIR
8.1.1. 7 X M ENE{LAR
72 BRI T IR D 27,

e RRTI00¥F YA (EETT. FBEDOHESEHI004) EITOIRETT

e Ping®ETERIE500ms. ¥4 L7 7T ~F400msTT

e NL—Z)L—MREBRKKRY 7840, KRy 7O LT ME50ms (F74)LK) TF

o WHTPINgZEITT B, ARV Y (RAEYYaVERFH PECRBWVERIRERICEET 25E5IE. BBOPIngDEY Y3 vREKEZARI 2B ETHIRZEEBEVWLET 20
DT R NEHEEARIEFLITOURLZE SSB < EEL,

https://www.ap-com.co.jp/ja/needlework/faq.htmi
8.1.2. HlIBREIE

1.8. FIREIEZ 2SR IES L,

82. 7 AKYF U ADIERK

TAMNABZEZEURLCSVI 7ML (UTTFRAMYFUA ) ZERULET,
YU TIWOTFANYF IR, ¥y aR—RER BHR/RILD "VFIVADY Y T EBET S LY YO—RAETT,
Ffe. IV Y aR—RNETEETANYFUADER. BELETETT,
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https://www.ap-com.co.jp/ja/needlework/faq.html

821 FTARYFUADINGA—=F—ICDNT

TANYFUAIRERHTB/INIA—F—CDVWTEHRRLET,

« FARYFURER TAVY () 1 (9T EAALBOTIREW, EREFZ Y FUADS VR— R TETHEA
« YFUAOAYIT—% (TE) EELROABET>TNBLH, Ay F—EHRLBNT RS

{X=Y

o 3. Source-side o 8. Destination-side
! MextHop Address P MextHop Address
P {sre-gw) - (dst-gw}
{528 IP - 192.166.1.254 B2 1P - 1000254

4, Source-side 9. Destination-side
VLAN 1D VLANID
{src-vian) {dst-vian)

EETYV - REV—
MEEDLEWORK
2'5‘;':"'?:' 2. M - T.Dﬁ:;ﬂunll’
(src-ip) - p= - {dst-ip)
( -.f.:.1ﬁ.1.1-::-::_\f| [ 20301130 )
iy .

78 /121 Copyright APCommunications All Rights Reserved.



RFGA=H =% W
naE AHB
%[ 1NIRCSVTOEES '
BRAE—K : ARPREBENRISBRATZIPZPRLRAZIBELE T,
ARPERE BEE—NR : ARPIEERRICTZIPFRLRAEEELET,
o ) ‘ 192.168.1.253
[exclude-list / include-list] KIEBOEIR A RE
FEMIERTR TARPERE) Z ISR ESI L,
IP7RLZ __ . .
. O EETIPFRLRAEEELTLEE W, 172.16.1.100
[src-ip]
XUVARRY
orog ]' t O FRMHREBOXETEY—VIcRELTVBIP7 RLREEEL TR0, 192.168.1.254
-gw
s 7 2 MHRBBORETAA Y5 —7 T —RICHELTLBVLAN IDEIEEL T EE L, 100
VLAN TagVLAN{ERBICIEE
. (Tag ﬁiﬂ SIIEE) . *VLAN Taglc100hM¢ 5 &
[src-vlan(option)] KRIEE. 8LV "0 ZIBELEBEIZVLAN Taghtt 5 hEE Ao nEd
SEHEIE T0~4,094; T,
Yy —T—2R
SN MEEEALECA (7R MNEICRER Y5 —7 1 — REEET 2HE)
[s-if(option)]
5
R i%ece' or ML —ZJL— k. PingDIEEHLE (%) DFEIE Tenabley EADLTLIEE W,
IS- ver-
, ) XFESENNEEDLEWORK Tld 2 < ERRICHFE T DHBOES
physical(option)]
IP7RLZ ) )
) O FEIPZPRLAEEELTLLES W, 203.0.113.1
[dst-ip]
RIRANRY T
magwf/ O  FRMHREBOIEA—> cBHELTWBIPT KL REEELT LI 0, 10.0.0.254
TFAN T REBBDEETAA VI —T 21— RICKELTWBVLAN IDEIEELTLIEE L, 100
VLAN (TagVLAN{EFBSICIEE)

[dst-vlan(option)]

KREE. BKUT T0) ZEELLBERVLAN Tagh'fitEahE A,
RELHEIG (0~4,094) TY,

%VLAN Taglc 10053t 5 &
nEy
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B  NRFGA—=H—% A
HE AHBI
& x[ JNCSVTOEAS a
A9 —T7x—R
10 S XEEEALELA (FXNBICTIER Y5 —7 1— AEEET HRE)
[d-if(option)]
i35 e ) .
1 lis-trace FL—XIL— b EERTULEWESEIE Tdisabley EABLTLEE W,
ig- -
. XTT7AIKE Tenable; (ML—XI—KEETLET)
Traceroute enable(option)]
12 FALLF7D N NL—=ZN—bFDYAL LTI MEZADULTLIEZ W, 100
[trace-timeout(option)] (B{I:ms [ 77 # )L M E:50ms)
IP/ITy R X TANCERTZ/TY hOYA XZIBELTLIEE L,
ip-packet- H{7 : byte /| 774 )L ME: 64byt
13 ATy [I'p pac ‘e _(ﬁm yte | 77 4 )L ME yte) 1500
size(option)] REEHEIE '64~15001 TI,
*VAIZIEH R— b xEthernet header (14byte) &FCS (4byte) ZRrWeH A X &R ET
Sl
u BB XY P EDERAETT
[description]
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83. XYy NI—UFANDFIE
XY RT—=ITFTANEUATORNTITVET,

o ERTIRIEMHER
o FRANEER (BEEERESIEIH) OFFREE N L —XI—MTRELET,
o RERMERSTET (PingftR)
o PingZzR#BUL%E T,
o FRANENE
o F—JIIKIEETEEEZHRESIETTEIL (NEEDLEWORKTEE#HAEI VBB I LIFTEEEA)
o ERREMER
o FTANEHHROEEHBREEZN L —XI—NTREBLET,
o FANTET (HERIIMRTE)
o ERETFRNEFTOEH%EzipEX TRELET,
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8.3.1.

4.5y Y aR—NEEOELOZAAVHS TH< 27Uy I LET,

5. #AY2TANYFUAZRRUTFHFAHET,

RYNIT—=OTFTANZRKT S

TARYFUAZERLET,

(f1EZ 2R EEW)

BREREDSKEICT I R ETVWET,

CBEHEELEOXZ2—05 XY RT—0F ) ZBRULEY,

#1: REROTHABDET
BREMERTT

FANGA—YERREEELES

¥AXFTabed DEHXTIRELT
£

EETRI A MRy 7IP
FAXFTabed DEXTHEELET,
FESEIPT K LR

ab.cd DR TEELE T,
REFRTAMRY TIP
¥AEXFTabed DEHXTIHRELE T,

X = < [*
O FwHYS—
0 #yk7— I
o zL—
ot 1 k
= 313 acsv
BRET % Traceroute A7va
IPPRLR* XJARKY7IP* VLAN A¥9—71—2 % IPPKLZ* XIZMKY7IP* VLAN A¥9—71—Z ## FALFIL IP/VTy MY
1 [icmp 1
© NEEDLEWORKE HERELTWE Y, 2
© ®vbT—IFAMFEBLTNE 8
D 8
A PPPOEY —/\—RBILLTVET, 5
6
7
FRAMGA—IDBREHETT 8
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6. NWFRX hEHEZR<) ZBRLEY, TAMNREBZRTIDEEICTIDEDD XY,

= &< NNWFRNEEZEMA<  @CcsV

EfE
IP7RLZR *
1 192.168.100.100 172§

172.16.0. 172.
© NEEDLEWORKE L TWET 2 2160100 721
© %Y hT—IFRPREBLTOET 8_|8888 1000
A PPPOEH—/\—BIELTWET 4 _|1000101 10.00]
5  192.168.100.100 172.1§]
6 17216.0.100 172.1§]
L UFUADY Y ILERET S 7 [172.301100 172.19
8  17216.20.100 172.1§]
9 172302100 172.1§]
10 172.16.30.100 17246

7. "ET VYV ITBRETAMREKBEINET,
ERERERORICPINGDEENRBREINEI DT, BESXREOLENHNIEZORETETLET,
BRERENY 7Y A ATEHEIC KRS NEBEMNRET 2 EFVWI I T7HRRENET,
e, BEMAPRELLBRET X NEEL SBENREN—BETEXI,

[ Py — ESTORVEoTS

#ER % £ RE i #R

8. T1 #V VYU IBEERANERETET 551 FOAIDBRRSINET,
X MRE 20 Vv I LIBEOACLOPRESNETY
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9. TraceroutelBH® 3y 27V v 092 ML—RIL—NDERNKRRINET,
T RARNERTHOERRAGETYT

KL= —RrDIEEDBWGEES (F1LT7TRUESR) . IPPRLROKDDIC "TUnknowns ERRINEFT,
TUnknown(2)) &RRINBEIE. 2BIO L —XJ)L—bK (ICMP Echo-Request) W71 A7V hUfcc&EERULTWET,
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FEREEI T 7 A JLICDWT

RBRRTRICRESNSZIp7 7AILICIUTABET F AR 77 ILDEENTVET,

72711 HE B
e e Ftmmmmmmm e +
Network Test Ping Summary
Start: 2020.10.30 14:58:16
Finish: 2020.10.30 14:58:30
. Fommmmm e - Ftmmmmm e +
ping_info_summary.txt EFEC & OPingBRANT AR
- T XKBEMMBEEDEICETZREINET
———————— B T
Scenario: #4 192.168.1.102 > 10.1.1.100
B B e +

Time: 2020.10.30 14:58:08
DownTime: 19.3sec
Description: to_nw01

ping_detail_#{> 7+ U A &S}.txt

PingEfT#ER (pass,drop)
XYFUABICERShET

Network Test Ping Details

Start: 2020.10.30 14:58:16

Finish: 2020.10.30 14:58:30

Scenario: #1192.168.1.100 > 10.1.1.100
Drops: 0/ 4

[Time] 2020.10.30 14:58:08 [Result] pass [Latency] 1ms
[Time] 2020.10.30 14:58:09 [Result] pass [Latency] Tms
[Time] 2020.10.30 14:58:09 [Result] pass [Latency] 1ms
[Time] 2020.10.30 14:58:10 [Result] pass [Latency] 1ms
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771I& AE

BRIV S & DR R TOREKRIER

trace_result_before.txt

X7 2 B ERICET LR TY

BIFE S EDENH DL H ROBEIER

trace_result_after.txt

T2 METERICET U SR TT

B B +-——mmm - +
B e N N +
Scenario No: #1

Fmmmmmmm e e +

[Routes] 192.168.1.100 > 172.16.1.254 > 10.1.1.100

BGOSR I ANAEDRZ Z TTICRERINTWET

o v YaR—R7 I ERAKICRERROKL EFEOBFLAZRAL TVERT
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9. A=y hTRA b

A=Y hTARDEEFIRICDOWTEIRL KT,

9.1. 7 X h DHFIRR

9.1.1. HIFREE

18, BIRTEE SR LS,

92. 7 AN F U ADIERK

FAMABEEELICSVT 7 1)L UFFRbyFUA LR ZFERLET,

YYTNOFRAYFUAR §yy2R—REE BERLO (9FUADY Y TINERETS) &DFIYO— RTETT,
¥fo. vV aR—RETEETZ LY FUADER, BESTETT,

921 F ARV FUADINFA—F —LDNT

TANYFUAICREETB/NIA—F—IZDVWTHRLEXT,

o FARYFUAIIE THY~ () 1 ™71 ZAALBVWTLLEEW, EBIKTFANVFUANAS VIR—KNTEZEA
o VFUADAYY—% (117TH) ZEICHDAHEITo>TWSH, ANy F—ZHBRLEWTZETW
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A=Y

192.168.1.254

1?1161 100
Pcrt 31000

20301130 .
Port: 100
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IRFA—=5—% W
nE AAf
%[ JAIRCSVTOEES a
BRAE—K : ARPIGEXNRNSBRATZIPZ KL AZIBELET,
ARPE&E IHEE— K : ARPIGERIC IP7RLRAZEE o
BE o . It ) R IGERRICT BIPT R EEELET 192.168.1.253
[exclude-list / include-list] MIBHOEIRTTRE
FHMIERIR TARPEE) ZS8HBIESI W,
Zakaj o BRETFANIERTZ7OMNINLZBRLTLIES WL, ud
[protocol] REIFudp D HEIRTTRET T, P
IP7ZRKL R e — . .
. @) EETIPZ RLAZIBEL TSI L, 172.16.1.100
[src-ip]
A RETOR—MBESEBELTLLIEI W,
IN—
. RIEEDIZEIE T49152~65535, DEHEHI ST VI LTEHREINET, 31000
[src-port(option)] _
REERHIE '0~65,5635, TY,
XU XNy 7IP
L " O FAMHRBEORETMY —YIKBELTWSIPF RLAEREL T REL, 192.168.1.254
EETT [src-gw]
FTANTRESBROXETA A VT —T7 1 —RICERELTWBVLAN IDZEIBELTLIEE W, 100
VLAN TagVLAN FICIBTE
, (TagVLAN(R RIS - 3552) ) XVLAN Tagic100h & &
[src-vlan(option)] KIEE. LU 01 ZEELBEEVLAN Taghft 52 nEE A, nEd
REEHIE '0~4,094;, TI,
AV —T1x—2R
AN MEEERLEEA (7R NSIORERS Y5 —7 1 —XERET ZHE)
[s-if(option)]
5 IP7RL X
e or O FAIPFRLREEELT S, 203.0113.1
[dst-ip]
R—k
- O FEDR—NESEEELTIEE WL, 100
[dst-port]
ROANKY T
et gw]’ e O  FZAFHRHBOTEMY—> ERELTVBIPT KL AEEEL TS W, 10.0.0.254
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[description]

B  NRFGA—=H—% W
AE A5
& %[ JARCSVTOEES a
T AN REBRDFEEB A VT —T 1 —RITREULTWBVLAN IDEIBEL T ZE W,
1 VLAN (TagVLANfERREFICIEE)
[dst-vlan(option)] KIEE. LV T0) ZEEULLBEIEVLAN Tagh'tEah Et Ao
REHFEIE '0~4,094, TT,
BEAVI—Tz—R
12 55 /, * XBEERAVEEA (TANRFICTEERA VY —T 2 —REZEET 2HRE)
[d-if(option)]
FRANMERTZ/IT Y RDTL—LY A XEREL TSIV,
13 JL—LYARX (B : byte [ T 7 A JL b~ {E:imix) 1518
[frame-size(option)] REEHEIE '64~1518) T,
xEthernet header (14byte) &FCS (dbyte) Z&HFHY A X EHmDET
A7vay T X MNREDOERAPPS (packets per second) ZIBEL TLEE L,
(B : pps [/ 7 7 # )L MiE:1,000,000 pps)
w=APPS -
14 . REEHE M00~1,000,000; T, 1000
[max-pps(option)] . " o -
XAHEDMERERSE & U TIEMN%100,000~200,000ppstEE LD £ (N7 v MY Xk
%)
¥ [ ERSY EBEIRLTLEE W,
TOS/DSCP @ﬁ%]ﬁﬂ fEF EEERELN
15 [qostag-type(option)] (Z7 A MEEL) DSCP
dostag=ypetop %EfE oS DSCPy TF.
IPPrecedence/DSCP1{& FARNBED/INT Y MMcft59 %IP Precedence/DSCPIEZIEEL TS I2E LY,
16 Q05 [ip-precendence- (77 # )L ME:0) 10
dscp(option)] REEIFTosHEIRKF T0~7, . DSCP:&ERKF '0~631 T,
TANEDINT Y M5 T 2 ToSEZIBEL T EEW,
1 ToSfE&E (77 #JL MME:O)
[tos(option)] REEF "0-155 T,
xDSCPEIRIFISANTEFR A
518
15 XY NEAEHAETT.
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IMIX & &

o IMIXERAYT—RY MLEICTNBNZ T4 v I ZELINTY RO =T, 7747 74— ILEDUHREAERICE ERASINET

AgEERTIESimple IMIXEMEIEN /87 —VICHIGL TWE T

o X7y hZEUTORDEGICHBUEIETI VI LICEETSZIET. SDERABIEVWZIL—TY NERAETZZENTEFRT

o RAO—KRICFIZT—FT—FERVWTWVWET

K—ty5—y
KTYRSAX wE
64 byte 7 5833%

570 byte 4 3333%

1518 byte 1 833%

¥WInHEthernet header14/81 ~ &EFCS4/NA M EEHT=H 1 AT
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93. ZIW—Ty hTRAEDFIE

9.31. ZI—T v hFRNERET D
LFARYFUARERLET, FEZIBRLIL)
2. BAESHARD SR T U L REFTVET,

S EHEELDAZ1—Hm5 TRIL—Fv TR ZBRLET,

X &= < acsv
O FW s —

oy ko— t

o 2L—

O+t ] b

= & < acsv

#EfET 5% #74
ZaAk3AL* PPRLR* =k XIZRKYTIP* VLAN A9 —7x—X IPPRLR* ii—hk XIZARKYTIP* VLAN A1 ¥9—Tx—R 7L—ALi)

© NEEDLEWORKE L TWET,
© ZAN—TY rFRAMREHLTVE
Fo

A PPPOEH —/\—RBIELTVET,

©®mNO NN o

3

FA R 00:00:00

# BPS HEAE EEEY MK BEEEY b Oz EEN Tk BENTY

Total 0 Mbps 0% 0 Mbit 0 Mbit 0% 0 0

4. 9y aR—RNREERDELOTZA VM5 TH<, 20Uy I ULET,

92/121

Copyright APCommunications All Rights Reserved.



5. Y2 TANYFUAZRIRUTFHAAHET,
6. "RiT1 27Uy I TBETAMNDHBENET,
7. T AMERRBRYT I A LICEHEICRTRENET,

8. "Y1 ZVUvISTBETAMPRET UL,

9. TTETVR) 27V v I 92 ERRABERET 251 FOTDBRREINET,

10. "S5 7%%kRI%1 20 Vv ITB2ETAMERDY ZTHRRENET,

FBREIFEE 7 7 A )LICDWT

HEREEMDzip 7 7 1 LI BT 7RO 7 7 A LAEENTWVET,

771I%& [SE Bl
yFUAED time, #1,#2,#3 #4,#5,#6 #7 #8 #9,#10
throughputtest_graph_evidence_Mbps.csv Mbpsh’CSVT 0,0,0,5,0,0,0,0,0,0
LwINET, 7,7,6,2412,9,512,8,7
FIABEDZ .
7 time, #1,#2,#3,#4,#5,#6,#7,#8,#9,#10
. . {Ebit/secondh®
throughputtest_graph_evidence_inboundBps.csv CSVTEE N 0,0,0,4065360,0,0,0,0,0,0
- = 6189376,6635008,5914368,23755632,11228672,8520336,4327568,11957552,7805152,6492816
FIABEDZ
g time, #1,#2,#3,#4,#5,#6 #7,#8 #9,#10
throughputtest_graph_evidence_inboundPps.csv packet/second  0,0,0,1408,0,0,0,0,0,0
MCSVTERE  2128,2277,1993,8372,4039,2996,1520,4125,2776,2269
nxvJ,.
DFIAEDOE .
. . time,#1,#2 #3 #4,#5,#6,#7#8,#9,#10
. {Ebit/secondh’
throughputtest_graph_evidence_outboundBps.csv CSVTEE 0,0,0,4235664,0,0,0,0,0,0
- - 6517936,6972640,6261072,23830128,11756752,8888400,4653840,12377360,8062144,6512640
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771I%& AE Bl

VU ABDZE

5 time, #1,#2,#3,#4,#5,#6 #7,#8 #9,#10
throughputtest_graph_evidence_outboundPps.csv packet/second  0,0,0,1460,0,0,0,0,0,0

MCSVTiRERE  2250,2393,2107,8396,4198,3125,1603,4278,2859,2284

nxvJ,.

FIAED .

time, #1,#2,#3,#4,#5,#6 #7,#8 #9,#10
. packetlLoss=

throughputtest_graph_evidence_packetLossPercent.csv ACSVTRIRE 0,0,0,3.57,0,0,0,0,0,0

nEd = 5.43,4.85,5.42,0.29,3.79,4.13,5.18,3.58,2.91,0.66

throughputtest_summary_evidence.txt

TR NETEE
[CRRLIEYY
Y EREDT—
hEEINT
W&Ed,

+

test result: total

4+

+

+

+

4+
1 1

BPS(Mbps): 94

+
+

+

Bandwidth Percentage(%): 100

Send Bit(Mbit): 1141
Receive Bit(Mbit): 1138
loss Percentage(%): 0.31

Send Packet: 402656

Receive Packet: 401432

o HBRIBFNODOT X MEARZIFIRERRIDERBLTVWET
o RIBRFEIIIEAELDEEBLTVWET

o FAMETRMEIET R NHBFE& D REREZMELLS
o FvyaR— R7 U= ABICIBERRDEA & KIEDEL %

DEBRDEY
RELTWET
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94 FAMERICDOWT

TAMNEREEICRRENSREOHAZUTICERL I,

HE B

BPS MbpsZRRLET . (NERLUTEID LIF)

wEEE FHEBEEDAVWERTUEY, (NEREIRUTEID LIF)
EEEY MK (S U IcbitEMbItRETRIRULE T (NERUTEID £
ZEEY MK Z(E L cbitHzMbitRETRRULE T (NERUTEID EIF)
OxE ARALENT Y hRERRULEY . (MNURESMIUTEIO £

RENTY MY

EELENTY MZERRLET,

RENTY MK

BELL/Ty NEERRLET,

MOZXXKELUOFBES IR E2UETRRUET
XY LT D, BV FUABDEFE. TotalEN—HLABWEENH D XT

9.41. 7' 7 EH HE DA

Mbps

HE B

TANKE  FRAMREEREZDHETRRLET,

F#Mbps  FHMbpsZERRUL XY (MURUTEID EF)

&AMbps  HJmAMbpsERRLET . (MNURHUTEID EF)

REEY MY
EH Bl
T A NEFE TAMNBEREZWHTRRILED,
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IHH

BL

REMEEEY MK

EEEY NEDAFHERRULET,

BEEY MY
HE B
7 A A TAMEBEREZDHTRRLEY,

REREEY M

BEEY MDA ERTULE T,

Ny FORE
HH H L)
T A NEFE TRAMBEREZWHTRRILED,

EE/NTY MK

EEEY MDA ERRULET,

FE/y M

BELY NEOAHERRLET,

ORE

EENTY MU TRIBRNTY hOEIGZRRULE T,

96 /121

Copyright APCommunications All Rights Reserved.



10. v arvrAhb

Yy YaryFANDOERBFIRICOWTERULET,

10.1. 7 X b DHIBR

10.1.1. HIFREIE

1.8. KIfREEZ ZSB LIV,

10.2. 7 A M2 F+ YU ADIERK

TANABEZERELICSVI 7ML (UXTTFRMYFUAEER) 2FBRULET,

BYTLOFARYFUARK ¥y Y aR— NEHE BER/NRILDO FIAOY Y T ERGT S £DF U YO—REETY,
e, YV Y aIR—RETEETAN Y FUADOER, EEIAIRETT,

1021 TAMYFVADINGA—=H—|[cDNT

TANYFUAICREETB/NIA—F—ICDWTHRLEXT,

o FARYFUAIIE THY~ () 1 ™71 ZAALBVWTLLEEIW, EBIKTFANVFUANAS VIR—KNTEZEA
o VFUADAYY—% (117TH) ZEICHDAHEITo>TWSH, ANy F—ZHBRLAEVWTZETW
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A=Y

or
2747 74—Ib

- R -

172.16.1.100 203.0.113.1
Port: 80 Port: 443
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IRFGR—=5—% A
HE AABI
%[ 1AIECSVTOEES a
BRAE—R | ARPIEERRMSBRATZIPFRLRAEBELE T,
ARPERTE HEE— K : ARPIGEX C IP7RLX 5 E o
HE o . It ‘ N IERRICT BIPT R EEEUVLET 192.168.1.253
[exclude-list [ include-list] KEBOEIRTTRE
BEMISATR TARPERTE) Z SRS W,
IP7RL X _ . .
. O ZEEFXIPPRLRAZEBELTLEEL, 172.16.1.100
[src-ip]
N EETOR—MESZEELTLRI W,
IN—
. KIEBEDHZEIE "~65535, OFHET. tyYa YU TINSRIBETREINE T,
[src-port(option)] _
REHEHAIE M~65,535, TY,
KUKy TIP § . .
forc W]“j O FRMHRBBEORETAY—> ICHELTWBIPT KL REEEL TS, 192.168.1.254
%15 °
FANRREBOXETA A VY —T7 2 —RICHELTWBVLAN IDEIEELTL£EW,  (TagVLANERE 100
VLAN ID ICIETE) N
. N N %VLAN TaglZ100H0F &
[src-vlan(option)] KRIBE. $LV 01 ZEELRBSIGVLAN Taghift 5 nE Ao snEd
BEEEE 10~4,094; TF.
A9 —T71—AE
E XBEEFEALEEA (FRAMNFCEERQS VY —T7 1 —REIBET DRE)
[s-if(option)]
3E IP7ZRKL R
o - O  FEPTRLREEELT RS, 203.0.1131
[dst-ip]
BEDR—FESEEELTLLEE L,
R—b KRIEEDHAIE M~65535; OFHET, By Y3 VRICHUTINSEIBETHREShET, 80/443
[dst-port(option)] SREEMIE "1~65,535) T,
Ffo, FEER—MNIERET 2 ENTEET. BET 21HE14"80]443|22|125" & W X TIEEABE T,
RUANKY T
et gw]”/ O  FRHRBBOIERY — > IcHELTVWBIPT KL REEEL TS0, 10.0.0.254
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[tcp-keep-
alive(option)]

RELEHIG '60~864,000) TY,

B NRFAXA—=9—% DA
nE A7
& %[ JAKCSVTOEE® a
TANREBOIESLA A VI —T7 2 —AICHELTWBVLANIDZIBEL T ZE W, (TagVLANERREFIC
10 VLAN ID 1EE)
[dst-vlan(option)] KRIEE. LV "0 ZIEEULLBSIGVLAN Tagh'it 5 Et Ao
REHBHIE T0~4,094; TY,
A9 —71—RE
1 E XBEFEALVLEEA (FRANEICTEERAC VY —T7 2 —REIBET DRE)
[d-if(option)]
BiEtvy 3 vds N — . . s
- BEETZEYyva v BEEEL TLEEW, NEEDLEWORKIZBEt Yy ¥ 3 vEEZBIEL Ty YavE
E .
12 . MIiILEXY (F7AJLK 1 500,000) 100000
[session- _
- . REEHIE "~500,0001 TY,
* 7Y limit(option)]
3¥ TCPX—T77 517
13 XEHER TCPF—77 54 7 DXEMBEEEL T LIV, (B :#/ 774/ 1 1,500) 3600
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103. By av#DEZAICDOWT

Ty avBOEZAICOWTERVLET,

Ty Y avFANTE BETIPZ RLREREIPTY KL REFRZENRIDIEE L.
R— N DEAEDLETERDODEY Y a v EREILET,

<[RFHR— N BE

WEETR— b, BHER— N ZEET ZHE
192.168.1.1:[10] - 10.1.1.1:[80]
BRKEyIa v 1

WXETR— . FEER— M EDBICEBELAWSGS

192.168.1.1:[1-65535] - 10.1.1.1:[1-65535]

=Xty 3> : 500000

MR— N OEHFEDLEIRSOFULTTD, R ES0AEY Y3 VP ERICAD ET

@S R— M EEET 25 (IR—MEE)
192.168.1.1:[1-65535] - 10.1.1.1:[80]
BXtEv¥3arv#:65535

WIEER— N ZIEET 35BS (2R— MEE)
192.168.1.1:[1-65535] > 10.1.1.1:[80 | 81]
RAtEYY3a>r# :131,070(65535 * 2)
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104.tyv>a>yTAMDFIE

1041. vy avTANzHKRT S
1. 7RV FUAZERLET, (FIEZSREEW)
2. BIEHRRDSKEIC T I ERZITVWET,

S EHEELDAXZa1—Hm5 TEyYary7TAN ZERLET,

X =< acsv

wysavFIk (1cP)
5

tyrary 72 B0 (8 15900)

4.5y Y aR—NEEOELOFZAaVHS TH< 29Uy I LET,
5. FAT27 ANV FUAZBRUGHAHET,
6. "ET) EVVYVITBRETAMMEBREINET,

7. TAMERIBUZ IV A LICEHEICRRENET,
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8. "&TI ZVUvIEBETAMPRETUERY, M&T)1 VU v U%. NEEDLEWORKIIZFESEIPT KL RICHUTRST/NT w hZEXELE Y,
NEEDLEWORKTIZ T X M WRIEBRDIREBZHR TRV, ERICEy Yy avdlfieshicc t 23 cE XA,
EEROREEET X MHREFRO LY > a VERZER L TS W,
RSTXTy N EREBEETICKRTIZHRE. "y yarvatILAWTET T2 27Uy 7L TIREWN,
Z0%. TAMIREFOIVY FREETEY Y a v ZPL TS W,

9. FANDET I B EHRAM 7 7 M ILHBBTY U YyO—RENFT,
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FEREEI T 7 A JLICDWT

RERAEMDZIp 7 7 A IVICIEUT2EBEDO 7 7 1 ILAEENTWET,

771I% RE ;1]

Time,Session count,Disconnect session count
sessiontest_graph_evidence.csv WEOEYYa v, Uity >3 v (§F) OHEBECSVERTCEHULET, 2020/6/22 14:25:39,0,0
2020/6/22 14:25:40,1938,0

Start time: 2020/6/22 14:25:39
sessiontest_summary_evidence.txt FTARDOHYIUTF—HEZHULET, Finish time: 2020/6/22 14:31:07
Elapsed time: 328
Max session count: 500000
Session count: 500000
Disconnect session count: 0

o HEREIBFND T R b FBESZISRERRL DI LU TWET

o BBREIEIAFLDRBLTVET

TAMNETKERTZX MNARKEL D BRKEZMELLDDERDET

o v YaR—R7 I RAKICRERROKL EREORFAZRAL TVWERT
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105. 7 A MERICDWT

TAMNEREEICRRENSREOHAZUTICERL I,

HE FER

TANERE (BRA1TRE) REOTAMEBEREZRRLET,

Revyarv# REZEHRI N TWSEY Y3 v HERRULET,
Rty a i RERR CHAICERSNcEY Y3 v ERRLET,
BKtEvYarv# TAMEFZEL T, ERSNCEROEY ¥ a VB (EFERER) ZRRUET,

Yty ¥ 3 V(B TFANEEZELT, UiShicetyYyaryoaitzsRnrUET,
10.5.1. 7'5 7 EE IEE DA
tyyav#

HE FiER

7 X MR 7 A MEERE (W) T,

yyav# ALVbhEYYIVEOHEBTYT,
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M. N\—=Y a VERFIE

BEN—Y 3 Y OEBFIRICOVWTERL T,

MNAHWDON—Y 3 VHERFIR

TP TEREILT I EREZTW BEAELEDOXZ2—Fv&27 Yy oL, N—Y a3 VvEBERZRRLET,
KEEICERED 7 7— LTz P RBELBTP Y FT—FDN—=Y 3 YHBRRENTWET

X & < @csv

N—Y3vER

HWBAE/I—TJ3>:6.0.0

7y 7F—4I8—J 3 >: version 5.1.0

& N\—YarvEm

H

1M.2.VAQI\— 3 ViEZRFIE
I P—LY TP DN~ 3 YRR
TSIHTUTE T 7 ERETVET,

http:// [E¥IP7” KL X]1:8080/version
*sHRBEZEITUTWBHKRNS 7 I ERXT2HEEIFE. 192.0.2. 1ZEFEL T LTV

ERBCTFZIVEADTZBEUTOLS ICRTENET,

{"Version":1000}
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AVAN=5— (RVUTHN) DIN—-Y a3 ViER

VAL YA M—=ILRICREFEL ZERAL. 7AILTAD ZHE.
scripty EEERER LY,
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12. 7y 75— KNFIE

T77—LOz D7y ITF—FIRICODWTCERLET,

AT —N=Varr7y7H BIURFIENBREICKEZN—YaVOWTRERNOYZ27ILERELTVWET,
HUTOURLED ., ZHOY a7 ILHGRWHERERSEVWLET,

https://support.needlework.jp/manual#firmware_update

o XEDFYTTF—MIDOWT (> Version 7.0.0)
o PYTTF—RERIC TSV RICEEFNHWVEETT ) CEHAICRRSINDGENHDET,
Z0BEETIOFOUO—-RETo>TLREEI L,

NEEDLEWORKTIEZNEEDLEWORKA K E 7Y 77 —7 D 2BEDO AV IR—R Y N TENFN/IN—Y a3 VEEEZELTVWETY,
xVersion 5.0.0& D EBEIV Y —ILHAKEKICHEESNELE

o A
o NEEDLEWORK®DOS
o 7Y IT—%
o NEEDLEWORK OS%ZEEI 2V 7 hox7
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VRAKE, Py TIT—5DF7vFT—hk

R

o KEEFYTIT—IDT Y IT— b BHBHBE. KTV TT 907y IT—heBBEVNLET,
o Py IT—MNETIZETRAIPEENMDET,
T IBETHAEOBRELPERI VY —LOBLEFZTORVWLSBEVWLET,
o Py 7T—hERMHTTITSUTZUO-NUVEEZEHL TLLEEW,
o JF—LUITFDIIVITL—REYR—ELTEDEEA,
IR 2 I E TEHED SEREZ ST TV BRZERVW TSI VY I L—RELBVL SICBBEVLWLET,

VA:

e Hyper-VOF v IR+ Y MEBEZFIBAL T, FEROF Y IRA Y M ERBLTWBHEE. 7Y TT—MERICITRIE A,

1211 HWD 7 v 77— hFIR
1. XFOURLD 'NEEDLEWORKA() Ffcld 7y 77—, BELD. HRN\—Y3aY0ZIP7 7 L&Y vO—RULET,

https://support.needlework.jp/download

BIENYE

https://needlework-apc.appspot.com

1tz |

JCAT—F

Frvil ay1>

FovO—RIyo%0 Vv 093E LROLSHBRIAEBENRREINET,
2—44IC "NEEDLEWORKAARD Y U7 ILES, . IXAT—RIC MRSFID; ZAAL"AT1V" 20Uy I LTLREEWL,
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https://support.needlework.jp/download

+ Y U7ILESIE. NEEDLEWORKAGDEHICEEH SN TWBFILT7 7Ry b DGy Ffcld BA) NEFNIEBFTY
- RTFIDIFESEMREICEAREL TWSER (FRRBORTFICOVT) IKEHLTVLSIDTY

MERFIDITHEBIB R, FERNKREICEEDEVWELERITA—IICTIEREZESBENIWLET,
RANE LT, HBEEZBAWCLEWEERISOEHVWSEICOAEEL TVWET,
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2. 7SO TARKRICFZ VR ZTVW, BEELOAZ2—FAaVEIUv I L, N=YarvEEERERRLET,
XEBIKIBRED 7 7—LT 7 N\—IayhPRRINTVWET

X & < acsv
N—yavER
oA
HWBAE/I—3>:6.0.0
O x _
o zL—
o 7y 7F—4I8—J 3 version 5.1.0
Q& N—YavEE

3. "IFAIEBRR £V Yy L, FUYO—RURZIPZ 7ML ERIRLE Y,
4. "PyTTF—b1 #VUYIULT Py IT—hERALET,

5.7Y7T—MRETITDE Py TT—RCHBHIULE L 1 EVWSAYE—IDPRRINET,

N—y3 vER
HERAE/—Y 3> version 9.0.0

¢:/ffakepath/needlework v9.0.0.zip J

FyTT—NCBEILE U, 7502 O—RLTEE W,
7Y 7TF—5I\—JaY: version 5.2.0

|

6. 75UHEUO—R L, BHSNLEEIVY —LICEGLT RS W,
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121.2.VAD 7 v 77—~ Fl&

1. BEEEER TPowerShellzBE, UTOIAYY REEITLED,

2. 1.OHAERS DBE. UTOIATY RZERITLET,
KAVT—RY MDERBUITIIINEBRGNEDR I VT NORTEHFTIZIAVY RICRDET

KRIVUTRRTRICUTOOAV Y RERTIBZZETTIAILNDREICED £T

VA YRAM—URICYIyO—R U ZRBEAL. BRLET7 ALY ZHEFT,
4 ZEIR, A7V IS TAONT 12V Uv I LET,

TFIUTAD THATB OEHZFzvIRYIREIY Yy Y, OKEV YUY I ULET,

Bix O#:VEAER) CELIPIUH) FEZED).-

t¥UFE  ZOTPMEROIVEI-F-HEBBL o sen
R£0TF. 201k 1-s-ERmsan M3
B. 2077 NDFIE ATV TENS

REAT - VET R
sl || eAw
5. EETLET,
o GUITETT 35BS
TAILTRD #G27Uv 2o UL, TPowerShellc®fTs 27Uy I ULET,
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I @ [] = | NEEDLEWORK

T -k 5 Eo8
« « 4 (1> PC > 59Y0-F > NEEDLEWORK
A zm -
& 7499 7IER
_ 8 AddTestinterface
Yy b 4
- 717}]7, &4 InstallNEEDLEWORK
¥ F9vn-F i
v = license
5 FFroh 2 s NEEDLEWORK
=eFe [ ShowNEEDLEWORKInterface
Virtual hard d # Ly L .=
B
NEEDLEWORK Powershll T
owerShell TE(T
|EE i
O Skype TEH
@ OneDrive 3 Code TBEC
EHl Microsoft Defender TA% 473 3...
= pc
i 2 =5
L add FOISLHSHH)
¥ F9vo-K -
kT FIEAEFEATIG)
- WED/(-TaVDETV)
B Fruk
= EoFe ==
B o7 FYmYm
R ¥~
d = //7 ¥ -
cEOEE 1 EDESEER 241K -ty bOfFmS)
L)
ZWNOEEM)
FOAFAR)

e CLITX{TY 3155
ROAVY RERTLET,

cd <3.07 1L KMYIIKZR>
pwsh UpdateNEEDLEWORK. ps1

10KB

13KB
8,443 KB
428,928 KB
4KB
3KB

6. "COFTUDNTNARAEEEMZAZZEEZHFTLEIN?) ERRENLBRIF. "BW 27Uy ILFT,
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1-Y-7hovreE X

ZOTTINT A AICEEE MR BILEFFAILES
h?

E Windows PowerShell

EREHDEITIT: Microsoft Windows

FHBERT

DNETENET,

EN EEE: Windows PowerShell

¥NEEDLEWORKYupdate_Log
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8.7y 7TF—hDETISBE 'NEEDLEWORKD 7 Y FTF—hHETULE U 1 EVWS Xy E—IDRRINET,

EN E1EE: Windows PowerShell
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13. REZ 1 Y A ERAFIE

R

o ABSA Y ADEWHRIES At RA7 74 JLZNEEDLEWORKICE#F U LR SRBENET,
BREOMDELIITEXE A
o VA KGFENA VI —RY NCTF I A TEBRENHDET,

BESAEYAOBEEEFFIEICOVWTERULET,

1831 BESAtEVRICDWT

NEEDLEWORKICIZXEZ 1 YR (BWYID) EBEZA1 Y RD2DDORMAENHD T,
EFNETNDOZAMEY ADEWVWITREREURLZ SR CEE L,
https://www.ap-com.co.jp/ja/needlework/features.html#price

BEZ 1tV 217 A (308) BATHEANAET, BALIHRESNEEDLEWORKE ZHIBWRIFE T,
1311 BHMEOE R

NEEDLEWORKIZS A Y A7 71 LEZFRULIKAD S, BAUCEENET 32 EATEETT,

(#) 178 (30H) DRB|Z1EVYREEA. BRULER,

e 2020F1AMB 13:00Ic 51 Y X7 7 1 ILE R
Vv (308FE)
e 202041H31H 13:00% THIAR#E

BMTRBZ Mty REBALVERUIBA, REERINTWSIABS Mty ROKRBBICHRARS Mt AOBENMMEENET,
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13.1.2. BRHRE DRRICDOWVWT

AV AEEEEN S ART M Y AOKBEHEIERTEETT .
D7 LG A ATOREEE TRV, REOHEEETOENNHBHZANH D XTI
AIEREROHE I AW T,

T4V AER

FURATRE 1 AE

HUCRTRETEMAEE LW,

#ASHI-E—03I2=r—-y3rx
SeEY — E AR HESEAE NEEDLEWORKIE Y

needlework-support@ap-com.co.jp

SV AEH
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132. A1 ADEK

1. BES MY A TRYA M SEBA. S48V 774 EY O YO—RKULEY,
https://support.needlework.jp/license

2. BIEHRDSAEKICT I ERZITVWE T,

B EAELDXZa1—H5 SV RER, Z#RULET,

X &= i< acsv
TA1EVRER

o- _
FUFATTRE ARt AE

o = _

o -

o+t : R = = . 3
HULCETREETEMaE LTV,

HREMTI-E-232=0-vavX
SeiE S — X B AR NEEDLEWORKIE 24

needlework-support@ap-com.co.jp

SV AEH

e SAEVIEE

4. RRSNEEEED 770V EER 27Uy oL, YOYO—RUESAEVYRT77AIVERBR, "7y 7O—KR) 29y I 0LFT,
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5. "SAEYADERICHINLE Lo 1 ERRENDIEZEERULET,
KZDMDXA Y E—IDRRSNBZBEEIROR—IZ SRS

M1V RAER

FUFRTRERHEEE

FUCETRETHMAEEL LIV,

HABHIT-E—123I2=r—y3vX
SEHEY — E R R HEEER NEEDLEWORKIE Y

needlework-support@ap-com.co.jp

SV RAEH

c://fakepath/license_tests \ ZyZ7O—K

FAEYADEHICHEINLE U,

NEEDLEWORKDEXHAMMERY 1 S >Vl & > TR
Aty ABEFERODEH TUTOLSICOOH2KHERREINZHBENH D TITH
M21VEMBEOE 277, THOBEIEEER S SHRAVWCEFET,

6. BALLZAMEYANBERAEINTWS I L ZRRBLET,

7. U ETRES MY ABFMEENTT ERDET,
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13.3. 21 B Y ABFRICKKT 555
SAEYABRICEBRL, (SAEYROBERCERLE LT, § EWS Xy E—IPBERENZHE, UTOWTCREESEVLET,

AV RAER

FUFTTREZR 1 BE

FUCRTRETEMEEL LV,

HRAEHT-E—2I2=r—vavx
SEiE Y — 2 BIRS A0 NEEDLEWORKIE 2

needlework-support@ap-com.co.jp

S4 Y AEH

c://fakepath/needlework_v9.0.0.zip
TV ADEHICKKRLE UL,

o SAEVRIFAINERBEZT7AI (FFEDZIPT77ILE) 27 v 7A—RLTWRWD
o BHABDNEEDLEWORKZBHEDHE. FBDOSA €Y AT 727y 7O—- KL TWWRLH

EEAHEBLGWSA, BFHTID TBEVELEEL R—ITHOBEREX TEREREBEVONWLET,
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14. X< HDEM

S BB EREEEFIRFUTOURLZ ZZR LS W,

https://www.ap-com.co.jp/ja/needlework/faq.html

15. BREWVWEEEL

BEWEERUTOBRELHL. X—ILF7 RLAXTIERSEEW, BH

e NEEDLEWORK®D Y U 7 I &S
CEAROBMEWVWEEDBRRXA—IICSEHTEIW, YUFPILESZIROBED TY,

o HW: XEDEMICEHSNTWBFZILT7 7Ry k DG Ffld BAI NEFNZIREF
o VA:@EFICIRE U TWSEREHD VA NEENHEEF

e NEEDLEWORKD 7 7 —LD 7 D/I\—Y 3>
N=I'3aVIED2WTIEN. N—=Y 3 VHERFIEZ SHERL LS W,

e NEEDLEWORK®DA YZXh—5— (RVUZTK) ON—=Y 3>
VAZ CHIBEDBEIEX—ILICZERETI L,
NR=I3VIEDO2VWTIEN. N—=Y 3 VERFIEZ SR LSV X=ILPERLR

BREeEMI—E—O03I2=4—y3vX
oY — B R BRI
NEEDLEWORK3E 24

E-mail: needlework-support@ap-com.co.jp

Mk
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