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Abstract Wireless Sensor Networks (WSNs) are more vulnerable to security
attacks than wired networks because of their wireless and dynamic nature.
In today’s WSNs, the sensor nodes act not only as routers but also as communi-
cation endpoints, and they are also responsible for the security of the messages.
Therefore, it is important to define whether an incoming message originates from a
trustworthy node or not. The main solution for this is the usage of cryptographi-
cally signed messages. There are two main classifications for signing messages:
namely symmetric and asymmetric algorithm based cryptography. In the asym-
metric key cryptography, public/private key pairs are used to encrypt and decrypt
messages. However, it can cause severe computational, memory, and energy
overhead for the nodes. On the other side, symmetric key cryptography is superior
to asymmetric key cryptography in terms of speed and low energy cost, but at the
same time, it needs to design an efficient and flexible key distribution schemes for
improving system performance. In this paper, it is aimed to set a multi-level
dynamic key management system for WSNs with the aid of an Unmanned Aerial
Vehicle (UAV) as a key distribution and coordination center for asymmetric keys.
Public keys of the sensor nodes are dispatched by UAVs and symmetric keys set
with these key combinations. Evaluation results show the proposed system is
scalable, and its performance is considerably better than single asymmetric key
management systems
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1 Introduction

As a result of the recent advances in micro-electromechanical systems wireless
sensor networks have attracted much attention especially in various application
areas like surveillance, target tracking, search and rescue, industrial and envi-
ronmental monitoring, automation in the transportation, security, and healthcare
applications [1]. Wireless sensor networks (WSNs) use small battery-operated
sensor nodes consist of sensing, data processing, and wireless communicating
components. Therefore, these nodes have constrained data processing capability,
storage capacity, transmission range, and power capability.

Next generation sensor networks will be long-lived and highly dynamic, and
they will contain multifunctional sensor nodes. Although most of the WSNs
developed for application specific manner, nowadays ‘‘One deployment, multiple
applications’’ concept is an emerging trend [2, 3]. To run multiple applications for
a long time, decreasing power consumption, improving power sources and sur-
vivability of the system are challenging tasks.

As sensor networks grow in capability and are used more frequently, not only
survivability but also security issues become extremely important especially in
mission-critical tasks such as military applications. Thus, security needs should be
taken into account at every aspect of system design. In wireless sensor networks,
implementing security is a great challenge for data gathering and aggregating [4],
however, constructing the physical security of wireless links is impossible because of
the broadcast nature of wireless communications and uncontrolled environments.

Security can be constructed with different types of schemes [5], but generally,
to provide secure communications, every message between sensor nodes should be
encrypted and authenticated. Evidently, using a single shared key for the whole
WSN is not a good idea because an adversary can easily obtain this key. Another
approach is to preconfigure the network with a shared unique and symmetric key
between each pair of nodes. However, this mechanism does not scale well. In a
network, which consists of n nodes, each node should store n - 1 keys and most
of these keys are not even used once. At the same time, adding new sensor nodes is
also impossible with this approach. Public-key cryptography (or asymmetric
cryptography) is another option for encryption. Although, this approach can set up
a secure key with any other node in the network, many current sensor nodes have
constrained computational power and battery; this makes the usage of public-key
cryptography for encryption too expensive in terms of system overhead.

However, encrypting the data is relatively the easiest part; especially for
asymmetric cryptography, key management is the hardest part. Therefore, security
solutions have to depend very much on the use of strong and efficient key dis-
tribution and management. To establish and maintain secure channels, the key
management mechanism is responsible for key generation, key distribution, and
key maintenance among sensor nodes. It should also enable sensor networks
scaling to a large number of nodes. Numerous key management schemes have
been proposed for sensor networks.
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In this work, a multi-level dynamic key management mechanism for wireless
sensor network is established. In one side, this approach allows low-level security
for less important data, like sensed data, thus saving energy. In the other side, it
allows higher levels of security for more sensitive data, like setting up a symmetric
key between communicating nodes, thus consuming more energy. For the dynamic
and scalability of the system, UAVs are used as a key distribution and manage-
ment center.

This paper is structured as follows: In Sect. 2, the related works on this topic are
presented. Section 3 introduces system design details and evaluations of the sys-
tem are explained in Sect. 4. In Sect. 5, the paper is concluded and outlined
directions for future researches.

2 Related Works

Key management and security features of the sensor networks are analyzed in
some surveys in the literature [6, 7]. There are two main classifications of key
management architectures; namely symmetric and asymmetric algorithm based
architectures. If the encryption key is identical with the decryption key, this is
called as a symmetric key algorithm. If different keys are used for encryption and
decryption, this is called as an asymmetric key algorithm. An asymmetric key
algorithm, unlike from symmetric key algorithms, does not require a secure initial
exchange of one or more secret keys between communicating nodes.

Due to the constraints in sensor nodes, most of the researches preferred sym-
metric key cryptography in designing their WSN security. In a key pre distribution
scheme, before deploying the nodes, different key or key information are dis-
tributed to the sensor nodes, and then any two nodes can establish a connection by
getting the ID of each other. As a result of not requiring a KDC node, comparing to
KDC based solutions; this solution meets the requirements of wireless sensor
network better [8].

There are two main key pre-distribution schemes. Using a single network-wide
key scheme is the simplest form of pre distribution scheme and the key is pre-
loaded into all sensor nodes before deployment process. After deployment, every
sensor node uses this key for secure communication. Although it requires minimal
storage and avoids complex key management protocols, an adversary can easily
obtain this key, security of the system is collapsed. On the other hand, some
researches prefer the pairwise key establishment scheme [9] in which key pre
distribution is done by assigning each node a unique pairwise key of the other
nodes. For example if the WSN contains 20,000 nodes, then 19,999 pairwise keys
should be stored at each node.

For large sensor networks, it is not a feasible solution to store all unique keys of
other nodes. Moreover, these schemes do not enable scalability for the sensor
networks. Therefore, the key distribution schemes based on symmetric key
cryptography are not perfect. It requires a Key Distribution Center (KDC) for
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enable scalability and enhance the security. With the usage of KDC, an efficient
and flexible key distribution schemes need to be designed.

Asymmetric cryptography, in which a pair of keys is used to encrypt and
decrypt a message, has been accepted as one of the most successful mechanisms
for providing fundamental security requirements since its birth more than
20 years. Although most researches did not prefer the public key cryptography in
WSNs as a result of the constraints on computation and power consumption of
sensor nodes, recent progress in sensor hardware and cryptography has shown that
public key cryptography may be suitable for sensor networks [10, 11].

RSA and elliptic curve cryptography (ECC) are generally used to implement
asymmetric cryptosystems. The attraction of ECC can provide the same level and
type of security as RSA but with smaller key size, thereby reducing processing and
communication overhead. Wander et al. report that usage of these mechanisms is
possible by using 8-bit CPUs and ECC demonstrates a performance advantage
over RSA [12].

3 System Design

Since most of military missions are performed in hostile areas, sensor nodes are
usually scattered randomly over the target area especially via aerial deployment
from aerial vehicles. In this study, it is aimed to develop a secure WSN system
which minimizes resource consumption and maximizes security performance.

This system, as shown in Fig. 1, consists of many nodes, which are distributed
into a large area and one (or more) unmanned aerial vehicle, which is the Mobile
Certification Authority (MCA) and coordination center of the system.

In this type randomly scattered deployments, setting up a secure communica-
tion is challenging and important task. Security services can be ensured by
cryptography, and selecting the most appropriate cryptographic method is one of
the vital parts of the system. The selected method should meet the constraints of
sensor nodes like power consumption, code size, data size, and processing time.
Due to the constraints in sensor nodes, keys are used as pairwise keys, which are
symmetric and shared between neighboring nodes, for maintaining secrecy and
resilience to attacks or failures.

In large-scale deployment scenarios, sensor nodes are scattered randomly, and
there is no prior knowledge about network configuration. Therefore, pairwise keys
can be distributed before deployment. While the size of the network expanding, a
large number of keys are needed to be managed in order to encrypt and authen-
ticate key for all other nodes in the WSN System.

To solve this problem some researches focused on Diffie Hellman key exchange
on sensor nodes. This mechanism provides a shared secret key between two parties
that have no prior knowledge of each other by communicating over an insecure
communications channel. Because of the usage of insecure communications
channels, this mechanism does not be preferred much.
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On the other hand, public key cryptography can provide some of the strongest
techniques against most vulnerabilities, however, it encounters with storage
problems. In this project, it is aimed to store only the neighbors’ public keys in the
sensor nodes.

Once the sensor nodes have authenticated each neighbours, they can use public-
keys for ensuring secure communication to agree on a pairwise session key.
This symmetric session key is used for efficient symmetric cryptography in the
remainder of the communication.

For dynamically managing this symmetric key infrastructure, communicating
parties should change pairwise keys periodically, on demand or on detection of
capture keys. By this way, network survivability is enhanced, and captured keys
are replaced in a timely manner.

Key Distribution and Encryption Model of the system is depicted in Fig. 2.
The main components and operations of the mode are as follows;

• Node A and Node B are two communicating sensor nodes in the WSN System.
• MCA is a mobile node within an ad hoc network, and it is selected to provide

distributed key management center’s functionality (in the UAV)
• KAB is the communication pairwise keys between nodes A and B
• {M} PubA denotes the encryption of message M with Public Key of node A

Setting up a symmetric key with usage of public keys of the neighbor nodes is
achieved with the following key agreement protocol:

Step 1 A sensor node (Node A) broadcast a message, which contains its ID
(IDA) to its neighbors

Step 2 Each neighbor (Node B and others) should obtain the Public Key of
Node A from MCA,

Fig. 1 Multi-Level Dynamic Key Management System for WSNs
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Step 3 Node B uses Node A’s public key to encrypt messages which contain its
identifier (IDB) and a random number (RN1), which is used to identify
this transaction

Step 4 Node A sends a message to Node B encrypted with PubB and containing
B’s random number (RN1) as well as a new random number generated by
Node A (RN2)

Step 5 Node B selects a secret key KAB and returns this and RN2, which are
encrypted using PubA, to assure A that its correspondent is B

Step 6 The communicating parties are agreeing on a pairwise key and they can
use this for secure communication

3.1 Development Platform

Sun SPOT [13] motes are used to develop our secure WSN system. This platform
runs Java code on the motes, and the system is achieved through the implemen-
tation of a Java Virtual Machine (VM) known as Squawk. Each mote consists of a
rechargeable (via USB) battery unit, 180 MHz 32-bit ARM920T microprocessor,
Chipcon/Texas Instruments CC2420 radio transceiver, 512 kB of RAM and 4 MB
of flash memory and three main sensors which detect change in accelerometer,
light and temperature.

{IDB,IDA,RN2} Pub MCA

Node A Node BMCA (UAV)

Broadcast(IDA)

Broadcast (IDB)

{IDA ,IDB,RN1} Pub MCA

{Pub B, RN 1} PubA
{Pub A, RN2 } Pub B

{IDB,RN3} Pub A

{RN3,RN 4} Pub B

{KAB, RN4} Pub A

{M} KAB {M} KAB

Fig. 2 Key distribution and
encryption model of the
system
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3.2 Java Based Development

Most of the sensor network platforms are developed with nesC programming
language, which is developed for networked embedded systems to simplify appli-
cation development and reduces code size.

The main advantage of Sun SPOTs is the usage of Java language, compared to
TinyOS based motes, which use nesC. Therefore, development of Sun SPOT
applications is easier with regard to the aspect of programming and deployment.

4 Performance Evaluation

Wander et al. [12] presented energy analysis of two PKI schemes; ECC and RSA.
They illustrated significant advantages to using ECC over RSA, through imple-
mentation and analysis. As shown in Table 1, it is known that ECC can provide the
equivalent level of security for a key size of 160 bits as RSA can provide with
1024-bit keys [14]. Therefore, usage of ECC is a good choice for asymmetric
cryptography in WSN system.

One important constraint for sensor nodes is the space requirements of the
applications. Nodes have limited memory, storage capabilities and CPU speed.
Therefore, sizes of the public key and private key are also an important factor for
developing a Secure WSN system. As depicted in Table 2, ECC not only has less
key size than RSA, but also its encrypted message size is very small [14].

Boyle and Newe [15] show that, AES uses about five times more energy than
RC4 in WSN systems. As a result, it is beneficial to use ECC algorithm as the
asymmetric key encryption and RC4 algorithm as symmetric key encryption
algorithm for secure communication between nodes. At the same time, using

Table 1 RSA and ECC
comparison

Time to break
(in MIPS years)

RSA key size
(in bits)

ECC key size
(in bits)

RSA/ECC
key ratio

104 512 106 5:1
108 768 132 6:1
1011 1024 160 7:1
1020 2048 210 10:1
1078 21000 600 35:1

Table 2 Space
Requirements

Public
Key
(bits)

Private
Key
(bits)

Encrypted message
(for 100-bit message)
(bits)

1024 bit RSA 1088 2048 1024
160 bit ECC 161 160 321
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secure radiostream consumes much of the limited resources of sensor nodes.
Therefore, it is needed to be more careful when sending encrypted messages.

5 Conclusion and Future Works

In this paper, a practical key management framework for a large-scale distributed
wireless sensor network system is presented. WSN nodes constitute a group and
securely communicate with each other by symmetric encryption. As a structure of
the mechanisms, this group key should be refreshed in certain intervals by help of
UAVs and a more secure encryption mechanism; asymmetric encryption. Java
based WSN platform is used for this proposed system, performance evaluations
results shows that using ECC asymmetric encryption algorithms is the best choice
for Sun SPOT nodes for setting RC4 pairwise secret keys .

As a future work, this key distribution mechanism can be expanded by using
mobile agents in WSN systems. By this approach, there will be no need for UAVs
to communicate with each nodes one-by-one, sending a key distribution agent to a
cluster will be sufficient for key updates.
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