Chapter 2
Embedded DSP Devices

Serendra Reddy

Abstract As a consequence of the rapid surge in digital signal processing (DSP)
technologies, DSP components and their specific algorithms continue to find uses
in broad application areas, including the embedded systems arena. Embedded sys-
tems generally refer to systems that include dedicated hardware and computationally
specific software. When several fundamental components of an embedded system
are integrated onto a single silicon substrate it is referred to as a system-on-chip
(SoC). These embedded systems, including SoCs, can either stand-alone or seen as a
subsystem of a much larger and/or complex system. However, these systems are not
without constraints, and constantly need to adapt to the drawbacks associated with
limited hardware, restricted computational power and fewer resources. Recently,
there has also been an increased interest in the use of field-programmable gate arrays
(FPGAs) and application-specific instruction-set processors (ASIPs) within embed-
ded DSP devices. This can be seen as a trade-off between size, speed and flexibility,
with the latter being the driving force. Embedded DSP devices have proliferated
through society so much so that we have become virtually oblivious to their impact.
Among the countless applications of embedded systems, some products that require a
DSP component include our mobile phones, digital radios, digital televisions, digital
satellite set-top boxes, DVD players, MP3 players, heart-rate monitors, GPS naviga-
tion devices and automotive control systems. This chapter gives a brief introduction
into the theory of DSP, followed by a more detailed examination of the architectures,
implementations, security and applications within real-time embedded systems.
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2.1 Overview

A signal can be described as information within a form of detectable energy that
is generated by a physical occurrence, like changes in electromagnetic radiation or
air pressure. In order to investigate these signals this energy is first converted into
a continuous electrical signal using, for example, a photosensor or microphone, as
in the case of light or sound, respectively. These continuous electrical signals are
commonly termed analog signals and the variations in these signals are represented
by voltage values that are theoretically infinite, both in amplitude and precision.
A digital signal is then the discretisation of an analog signal i.e. the representation
of the continuous signal by a discrete (non-continuous) set of quantised values. This
is achieved by taking samples (measuring the amplitude/voltage) of this continuous
signal at successive non-zero time intervals i.e. a snapshot of the relative space-time.
This process of conversion from an analog signal to a digital signal is called an
analog-to-digital (A/D) conversion.

Digital signals can be represented in multiple dimensions, like one-dimensional,
in the case of sound, and two-dimensional (2D), in the case of images. Although
photons hitting a photosensor (like a CCD array in a digital camera) arrive at the
speed of light, the image (or photograph) is merely a representation of the individual
voltage levels on all the sensors at a single instance in time, arranged and stored in
a 2D matrix. Digital video can then be extrapolated as a collection of 2D matrices
captured sequentially, like at 0.033 s intervals in the case of a standard 30 frames per
second movie, hence the term motion- or moving-picture.

If not clearly defined, the acronym DSP is often ambiguous, as it can describe
the specific hardware/software processes used in handling digital signals, as well
as a hardware processor. In this chapter, DSP refers to digital signal processing
(DSP), which is the generic term applied to the hardware/software processing of
digital signals and data by digital electronic devices. Digital electronic systems can
range from super-computers, desktop computers and laptops, to tablet computers
and smartphones, to small DSP specific systems and SoCs, including application-
specific integrated circuits (ASICs), application-specific instruction set processors
(ASIPs), field-programmable gate arrays (FPGAs), general-purpose DSP processors
(GP DSPs) and general-purpose microprocessors (GPPs). The aim of the processing
is to analyse the information content of the cached or stored signal data and some-
times modifying the signal depending on the desired output. This can range from,
among others, noise reduction to data enhancement to data compression to pattern
recognition, and to whether the system should operate in real-time. Real-time systems
can be defined as those systems that respond in a timely manner to external actions
or triggers [26]. In DSP, this implies that an output is produced from the current
set of data before the next set of input data is collected and/or available to process.
Once the digital signal has been processed and possibly enhanced (or altered) by
the DSP system, it might be required to be sent back out into the real world, as in
the case of music being outputted from a digital amplifier or equaliser. This process
is, fundamentally, the reverse of an A/D conversion, where discrete digital data is
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transformed or converted into a continuous analog signal, and is, therefore, called
a digital-to-analog (D/A) conversion.

An embedded system is a combination of computer hardware and software, and
perhaps additional mechanical or other parts, designed to perform a dedicated func-
tion [13]. Unlike a personal computer which serves a general-purpose, an embedded
system is generally designed to serve a specific purpose, and is usually limited in
size, cost, power consumption, processor speed, memory and hardware functionality.
An embedded system can also be seen as being a part of larger system, containing
possibly a collection of smaller embedded subsystems, including those with DSP
functionality, each responsible for a separate task, like handling decompression and
decoding of audio files on a MP3 player or the capture, compression and memory
card storage of images on a digital camera. An embedded processor is a specialised
processor, like a GP DSP or ASIC, designed to meet the requirements of a spe-
cific application, i.e. the functionality is often limited or tailored to just the intended
purpose, e.g. with perhaps low power consumption and low heat dissipation, and
restricted clock speed [26]. In order to handle real-world analog signals, including
speech, images, video and music, an embedded processor must interface with exter-
nal hardware such as input/output (I/O) devices like coders/decoders, memories and
displays.

An embedded DSP device is typically a combination of one or more individual
pieces of hardware (or subsystems) integrated into a single stand-alone system per-
forming a specialised function, that requires a DSP specific hardware processor, like
an ASIP and/or a FPGA, that uses DSP specific software algorithms and techniques
to process and/or transform real-time input signals into a desired output.

2.2 Digital Signal Processing

Almost all information in the physical world is represented in the form of an analog
signal, and as a result the processing of these analog signals represents a funda-
mental component within the field of electrical engineering. This subfield came to
be known as analog signal processing (ASP); and entails the use of analog hard-
ware in the manipulation of these signals. However, ASP had its shortcomings in the
form of complicated electronic circuitry, inflexibility, varying accuracy and incon-
sistent reproducibility. In addition, sophisticated applications, like speech and image
processing, were not suitable to ASP technologies. These challenges needed to be
addressed and were eventually solved by the advent of digital systems and DSP.
Although the mathematics of DSP algorithms had been in existence for many
years, it was only the emergence of the GPP and GP DSP in the 1970s that marked
the turning point in digital systems. The original systems were primarily fixed-
point machines [39, 45]. The mid- to late 1970s saw the introduction of floating-
point machines and together with supporting memory devices gave rise to the era
of DSP, which by 1980s included multi-processor systems with massively parallel
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architectures, allowing for efficient execution of the fast Fourier transform (FFT)! and
vector-based processing schemes. However, non-conventional schemes, like adaptive
and high-resolution signal processing remained a bottleneck [18, 49], until recently.
Advances in super-scalar and massively parallel processor technologies have seen
the GP DSP go from being able to perform several hundred million multiply accu-
mulates (MACs) per second (or about 21 ns per MAC) in 2000 to around 5 billion
MAC:s per second (or about 3 ns per MAC) in recent years [22, 27].

2.2.1 The DSP Processor

The core purpose of a DSP processor (or GP DSP) is to perform signal processing,
and almost every single DSP application is based on efficient mathematical imple-
mentations of one or more of algorithms [15, 36, 37] shown in the following table:

Fourier transforms are used for representing signals in the frequency domain;
convolution can be used to perform filtering in the spatial domain; correlation is used
to detect similarities in signals, like in the case of Radar; finite impulse response
(FIR) and infinite impulse response (IIR) filters can be used in noise attenuation
and other frequency selective processes; 2D Fourier transforms are used for image
processing in the frequency domain, and discrete cosine transforms are used in image
compression, like JPEG.

The DSP processor was thus optimally designed around the ability to efficiently
execute the above algorithms. This was done by exploiting the inherent similarities
between the algorithms, like the summation and multiplication operations. The com-
bination of the summation, which can be described as a “for” loop in software,
together with the multiplication operations, results in the accumulation of a large
number of multiplied elements. It was, therefore, logical to develop a processor that
was able to resourcefully accommodate the operands of multiplication and accumu-
lation. In addition, there are intrinsic structures in these algorithms which allow for
non-dependent parts to be operated on separately. In the end, the common factors
observed in the digital signal algorithms allowed for the tailoring of a DSP specific
processor that could achieve tremendous execution savings.

The GP DSP differs mainly from the GPP in its memory architecture, internal
architecture and instruction set. The memory architecture of the GPP is based on the
Von Neumann single memory model, whereas the GP DSP is based on the Harvard
dual memory model (Refer to Fig.2.1), which is designed for parallel access to the
program and data memory, allowing for the fetching of multiple data and/or instruc-
tions at the same time. An advancement to the Harvard architecture is referred to
as the super Harvard architecture and includes an instruction cache and dedicated
I/O controller (with DMA) [42]. The internal architecture contains several multipli-
ers and accumulators, in order to optimally perform fixed-point and floating-point

! The discrete Fourier transform (DFT) is the method of translating any sequence of discrete values
into its frequency domain equivalent, by representing the signal as a composition of sine and cosine
waves. The FFT is the more efficient method of generating a DFT.
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Fig. 2.1 Microprocessor architecture

multiply-accumulate (MAC) operations extremely fast, which is a necessary require-
ment in order to efficiently perform the DSP algorithms described in Table 2.1. The
specialised instruction set was designed to maximise the use of hardware, minimise
memory space and increase efficiency. In addition, it incorporated measures to alle-
viate some of the problems associated with the limitations of working in the digital
arena, like quantisation errors, round-off errors, finite wordlength effects and over-
flow. All this, in the end, means that a GP DSP performs signal processing much
more proficiently than a GPP, which is optimised for non-signal processing centric
applications.

Table 2.1 Common DSP algorithms

Discrete fourier transform (DFT) X (k) = Zf;ol x(n)e2mkn/N

Convolution yn) = M htox(n — k)

Correlation rey(n) = S x (k) y(n — k)

Finite impulse response (FIR) filter y(n) = Z,Z{W:O brx(n — k)

Infinite impulse response (IIR) y(n) = — Z,i\,:l apy(n — k) + Z,iw:() brx(n —k)
filter

2-D DFT Fu,v) = 317! Ziy:—ol F(x, y)e—i2mtux/M+vy/N)
2-D Discrete cosine transform Fu,v) =M1 ZNﬁ] F(x, y)cos(EEEDIY (g (T2
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2.2.2 The Real-Time DSP System

A non-real-time system [23, 24] technically does not have any limitations on the
amount of processing or execution time required to complete a task. A real-time
system can be seen as having an environment in which the correctness of the system
depends not only on the logical results of the computation, but also on the time in
which the results are produced [43].

The definition of real-time systems with respect to DSP are not entirely unam-
biguous, hence in this chapter, a real-time DSP system [23, 24, 27] refers to a system
that generates an output signal within the rate of which the input signals arrive, i.e.
the ability to process one sample within the duration it takes two consecutive samples
to arrive. Real-time DSP places rigorous demands on both the hardware and soft-
ware design of the system so as to achieve the predefined tasks within the allocated
time frame. Some of the numerous applications that employ real-time DSP include
Radar [5, 45], Sonar [45, 46], signal intelligence [48], speech [39, 41] and image
[22, 38, 45] processing and missile guidance [48].

Figure 2.2 illustrates the basic functional blocks of a real-time DSP system, where
a physical analog input signal is converted to a digital signal, which is then processed
by a DSP processor, and eventually converted back to an analog output signal. The
following is a brief discussion of the function of each stage in the system:

e Inputsignal. An electronic sensor (microphone, photosensor, etc.) will first convert
the variances of the analog signal (temperature, pressure, sound, light, etc.) into
an electrical signal.

e Analog signal pre-processing. The aim of this circuitry is to perform some pre-
processing on the incoming electrical signal. This can include amplification, volt-
age regulation, anti-aliasing filtering and possibly other analog enhancements that
could benefit the A/D conversion.

Fig. 2.2 Functional blocks of INPUT A/D
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e Analog-to-digital convertor (ADC). The proverb, “a chain is only as strong as its
weakest link”, when applied to a real-time system, is applicable to the ADC, owing
to the fact that the sampling rate defines the digital filter’s working frequency. There
are three components that comprise the ADC: sample-and-hold (S/H), quantisation
and coding. In order to obtain the digital representation of the electrical amplitude,
the electrical signal is first sampled, which is the process of tracking and tapping
into the fluctuating electrical signal; this tapped value is then held constant for a
single A/D conversion cycle, in order to be read and translated (or digitised). N.B.
For a complete and unambiguous reconstitution of a continuous analog signal by
a digital process the electrical signal must be sampled at a frequency that is at least
greater than twice the highest frequency of the respective signal. This has been
defined by the sampling theorem [37]. Quantisation is the process of mapping an
electrical value of theoretically infinite precision to a value of finite precision. This
is dependent on the quantisation step size, which is the minimum significant value
allowed i.e. the value to which the discrete time signal must be rounded up or down
to. A system that has, for example, only one significant digit after the decimal point
will result in the values 0.4862969 and 2.348672 to be rounded to 0.5 and 2.3,
respectively, with a quantisation error of 0.0137031 and —0.048672, respectively.
The final phase is the coding of the quantized values into binary, which is, like the
quantisation stage, also dependent on the significance of the system. In order to
maximise efficiency, the resolution, or step-size, of both the quantiser and encoder
are jointly optimised. The errors due to quantization and wordlength effects can
be modelled to determine the effective accuracy and throughput of the ADC.

e DSP processor. This represents the hardware and/or software responsible for the
analysis and/or modification of the digital bits or signals by DSP methods; a process
which largely involves the application of at least one of the algorithms given in
Table 2.1 (Sect.2.2.1).

e Digital-to-analog convertor (DAC). The transformation from the digital world to
the real world is done at this stage. A voltage is generated at the output, proportional
to an electrical signal, corresponding to a binary word input to the DAC. In order
to go from a series of discrete values to a continuous signal requires a type of
interpolation. Although there are several methods of interpolation [37], most DACs
are zero-order-hold. In this system a constant voltage value is outputted until
another sample value is received; the result is a staircase effect. In order to create
a continuous smooth analog output signal, the output from the DAC is processed
through a post-filter.

e Analog signal post-processing. This represents the smoothing and anti-imaging
filter. The final reconstruction of the analog signal is done by smoothing off the
corners of the staircase signal generated by the interpolation or zero-order-hold
process at the output of the DAC. In addition, the interpolation could cause image
(high frequency) components being passed above the folding frequency, resulting
in replications (or images) at multiples of the sampling frequency (sometimes
referred to as post-aliasing [37]); this could generate possible degradation of the
output signal due to overloading of certain components of the external circuitry,
and thus are subsequently filtered and removed at this stage.
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e Output signal. The final converted, modified and/or improved analog signal is
processed at this stage, usually by some human-compatible real-world device,
like a speaker, display or computer.

Real-time systems are occasionally influenced by response time constraints, like
unanticipated delays or latencies. The effect of these inconsistencies on the overall
system is vitally important, consequently creating two types of real-time systems viz.
soft and hard [33]. Soft type implies that in the event of a missed deadline there is a
degradation of performance, but no system failure; hard type subsequently implies a
hard deadline, which if not met, results in system failure e.g. the navigation system
of an aircraft.

Real-world embedded DSP systems are usually qualified as hard real-time sys-
tems. Compared to desktop programming, embedded DSP real-time systems must
be able to respond predictably and reliably to all external events, meaning that the
DSP code must not only execute as predicted, but execute on time, without little or
no exception.

2.2.3 The FPGA in DSP

In the past, whenever there was a need to meet extreme performance requirements,
and a programmable device could not handle the load demand, or there was a solution
requiring ultra-low power ultra-small silicon size, an ASIC was the only alternative
for an embedded DSP system [27]. ASICs are produced by directly mapping algo-
rithms to an integrated circuit; this, however, provides extremely limited flexibility,
and virtually no room for changes once fabricated. In addition, as DSP applica-
tions become vastly more complicated, the mapping of the DSP functions to circuits
become vastly more difficult.

As a result, over the past decade, the DSP market has seen a drastic increase in
the use of alternate processing systems, most especially the FPGA [12]. The FPGA
is seen as a compromise between the rigid ASIC and the programmable GP DSP.
Although both the ASIC and GP DSP have their own merits, the attractiveness of the
FPGA comes in its flexibility, or configurable hardware, which has shown to have a
cost/performance of between 10 and 25 times that of a typical high performance GP
DSP [11, 47].

Although GP DSPs have conquered the world over, the requirements of certain
newer applications tended to exceed their processing capabilities. The FPGA was
able to meet these demands, owing to its ability to reconfigure the logic, thus allow-
ing for the design of computationally effective structures, in the form of special
purpose functional units that can perform limited tasks very efficiently [34]. The
massive computational resources, as well as the ability to configure highly paral-
lel architectures, surpassed the throughput of even the high-end GP DSPs. Due to
the nature of FPGAs, field upgrades of the configuration file are rare; whereas, GP
DSP code and product software patches and updates are widespread. Since a FPGA
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is hardware-programmed, by manipulating logic at the gate level, it is possible to
construct DSP-oriented processors in parallel that can efficiently and simultaneously
solve a desired DSP task.

The downside to the FPGA is the effort of complexity required to map DSP
applications, including ADCs (although significantly higher frequency ADCs can
be achieved with FPGAs), DMA controllers, bus interfaces, etc.; requiring archi-
tecture implementations at the register-transfer-level (RTL)? usually via some hard-
ware description language (HDL)? like very-high-speed integrated circuits HDL
(VHDL). This complication is, however, being addressed with steadfast advance-
ments in FPGA tools (including simulators) and libraries. Another issue concerning
the FPGA, is working with floating-point cores, which can consume a significant
amount of area within the FPGA, especially when parallel processing is consid-
ered; one alternative is to settle for using integer-based coefficients, or to possibly
pipeline the floating-point operations, which will reduce the required gate area, but
at the expense of the response times. A final issue that is worth noting is the issue
of “excess baggage”; the FPGA essentially implements a function by turning on or
off different logic gates; the problem being that once an application is programmed
into the FPGA there can be a lot of redundant gates taking up unnecessary space.
These aforementioned issues are relative to each project and need to be considered
in determining the tradeoff between performance and size, cost and development
times.

2.2.4 The ASIP in DSP

Another avenue of interest that has recently emerged in the embedded systems sec-
tor is the use of embedded soft-cores. Embedded soft-cores can be seen as ASICs
with application-specific parameterisable components, and are thus referred to as
application-specific instruction-set processors (ASIPs) [32]. Although the instruc-
tion set of an ASIP is designed around specific application requirements that tailor
the processor for these applications, it is also a programmable machine with a degree
of flexibility, allowing it to run various software programs [27]. The former allows
for a product that can be high performing while low in power consumption, and
high volume manufacturing can be used to lower costs. ASIPs can even come with
their own development environment, debug tools, simulators and compilers, with the
option of adding peripherals for communications, I/O, memory control, etc.
FPGA-oriented-ASIPs [25] are also possible, whereby a “soft-core” processor can
be configured and downloaded onto a FPGA and used just like any other embedded
processor, including a GP DSP. A DSP ASIP mapped on an FPGA will consist of

2 The RTL is the level above the transistor or logic gate level that translates the circuits described
by the HDL into their equivalent sequential (usually consisting of registers comprising a number
of D-type flip-flops) and combinational logic structures.

3 AHDL, which is implemented at a level above the RTL, is a method of using text-based expressions
to represent an algorithm that describes the behaviour of a digital circuit.
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an instruction set optimised for a class of DSP applications; the reduced instruction-
set-like architecture can take a form of a parallel process-unit array that can realise
high processing speeds and high levels of parallelism [51], thus combining the pro-
gramming capabilities of a GP DSP and the high throughput of an ASIC. Any type
of microprocessor can be implemented on an FPGA; however, in recent times the
vendors have provided soft-core processors specifically designed for FPGAs. These
soft-cores include instruction sets, arithmetic-logic units, register files, and other
features specifically optimised for the FPGA resources, and dually serve as preven-
tative measures against inefficient and/or incorrect use of FPGA resources. It has
been shown that the performance overhead between general circuit implementations
on FPGAs versus ASICs is far superior when comparing overheads between such
soft-core processor implementation on FPGAs versus ASICs [40]. A key value of
an ASIP on a FPGA is that they are composed of smaller building blocks that can
be reconfigured on the fly to implement more than one high-level function [25].
Example relevant to DSPs would be FIR filters and Fast Fourier Transform (FFT)
blocks. Since these two high-level algorithms share many common sub-blocks, the
ASIP can be easily altered to implement the FIR, instead of the FFT, in hardware,
by changing the interconnect between these subblocks.

The customisable ability of the ASIP is not without challenges, as currently, each
application that is compiled must be simulated and run on all possible configurations
of the ASIP, which can be exponentially exhausting owing to the increase in configu-
rations with the number of parameter values [17]. This can result in an increase in the
time-to-market and subsequent cost, prompting a possible decrease in the number
of customisable parameters or opting for a general-purpose chip solution. However,
there are methods to improve these drawbacks, like having customisable develop-
ment, simulation and test-bench environments, which aid in optimising the values of
these architectural parameters. Although soft-core processing is still in its relative
infancy, their applications on SoC platforms make them hugely attractive within the
embedded systems market [17], thus creating a consistent drive to adapt and advance
this technology.

2.3 Embedded DSP Systems

Both a general-purpose computer and an embedded computer (or system) can simply
be seen as devices created to store, retrieve and process data; with the fundamen-
tal distinction lying in their application, size, power, cost and predictable speed.
A general-purpose computer is typically a multi-tasking system that can respond to
the requirements of multiple applications, such as playing music or accessing web
pages or generating spreadsheets. An embedded computer might only perform one
specific task, like the removing of noise from an audio stream. In addition, unlike
desktop computers, embedded devices do not necessarily have a user interface; alter-
natively they might have a basic user interface, like a simple button with a LED, to
a midrange user interface, such as an alpha-numeric liquid crystal display (LCD)
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menu system, all the way up to a complex graphical user interface (GUI), like a
touchscreen icon-based menu system on a mobile phone.

With the rapid evolution and requirements of modern dedicated embedded cir-
cuitry, the modern embedded computer is seen as a viable replacement to application-
specific electronics, with the fundamental advantage being that the former can be
used to define functionality using software and/or hardware, as opposed to the inflex-
ible dedicated hardware of the ASIC [6]. The embedded system can subsequently be
partitioned into the hardware component, which is responsible satisfying the perfor-
mance requirements of the application, and the software component, which provides
for bulk of the functionality and flexibility within the system [33].

In the case where there is a need for the handling of time critical tasks by an
embedded system, a DSP component may be required. Given the high demands of
current embedded devices, like smartphones, it has become an unavoidable necessity
for most modern embedded systems to include a DSP subsystem.

A DSP subsystem can also be fabricated within an embedded GPP system together
with additional components, like a direct memory access (DMA) controller, a pro-
grammable interrupt controller (PIC), a programmable general-purpose timer and
even Ethernet interfaces. These self-contained platforms are referred to as system-
on-chip (SoC) processors, and due to the reduction in the need for external peripheral
devices the overall size and cost of a product can be optimised.

Embedded systems that incorporate DSP technologies include three-dimensional
high-definition televisions (3D HDTVs), digital cameras, media players, digital voice
recorders, fingerprint scanners, unmanned aerial vehicles (UAVs), software defined
radio (SDR) and innumerable others.

2.3.1 The Embedded DSP Architecture

The architecture of an embedded DSP system is modelled on the architecture of
a generic embedded system. Both comprise four basic units, including processor,
memory, general-purpose I/O and bus subsystems, with the embedded DSP system
containing a DSP processor and a few other I/O peripherals.

Figure 2.3 illustrates the basic architecture of an embedded DSP system. The
following is a brief discussion of each subsystem:

e Embedded processor unit (EPU). This is essentially the brains of the operation,
and its key responsibility is in the processing of instructions and data. The EPU can
include a master processor (or several master processors) and can either have one
or several associated slave processors (or none at all). A master processor can be
classed as a stand-alone microprocessor or a microcontroller, with the latter rep-
resenting a subsystem where one or more microprocessors are integrated together
with other memory and I/O components [30]. Furthermore, the embedded DSP
processor can be an add-on processor which accompanies a GPP within the proces-
sor subsystem, or a stand-alone processor representing the entire EPU. Depending
on the application, the co-processor scheme can be advantageous, in the sense
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that the GPP can handle the miscellaneous and/or mundane tasks, as for example,
hardware management and connection protocols, or interacting with a keypad or
display, while the DSP processor focuses on the computationally intensive real-
time demands. In addition, cache and DMA controllers (discussed later) can also
be included as part of the EPU. These are, in essence, slave processors that func-
tion primarily to improve the overall performance and efficiency of the processor
cores, and, therefore, when included, define the EPU as a microcontroller.

e Memory. This subsystem supports data and program storage for the EPU, and rep-
resents multiple levels of memories that range hierarchically from the local and/or
cache memories within the processor cores, to on-chip memory (as in the case of
SoC), to the extrinsic or off-chip main memory. These three memory architectures
are called Level 1 (L1), Level 2 (L2) and Level 3 (L3) memories respectively, and
vary incrementally in size, and decrementally in performance [21]. L1 memory
is literally closest to the core on the silicon die and is fabricated for maximising
interoperable speeds. Within the GP DSP this L1 memory is configured using the
Harvard architecture scheme, where the instruction and data segments are split.

e Cache controller. Cache is essentially a small, fast advanced memory that holds
duplicates of some of the data and/or instructions stored in main memory. The
cache controller takes on a mediator role between the embedded processor and
main memory. It works by simultaneously sending memory requests to both the
cache and main memory. If the location requested is in the cache, it aborts the
main memory request, while forwarding the location’s content from the cache to
the embedded processor [50]. Cache is a valuable L1 memory which is costly in
terms of silicon size, and thus is limited in its capacity. The main aim of the cache
is to maximise the instances of successfully finding what it needs in the cache as an
alternative to having to wait to retrieve it from the larger and slower main memory
[21]. DSP processors typically contain smaller and simpler caches than GPPs.
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It has been shown that once the cache reaches a certain size there is a saturation
of the performance benefits. This typically occurs between 256 KB and 512 KB
[33]. DSP processors frequently use caches to free memory bandwidth rather than
to minimise memory delays.

e Input/Output Peripherals. These interfaces are in charge of interacting with func-
tional units that are connected to the outside world, with the primary responsibility
of bringing data into, and getting data out of, the embedded system. They are prin-
cipally managed by a slave processor known as the I/O controller which interfaces
with the communication interface and I/O buses in order to facilitate data commu-
nication between the EPU and I/O device [29]. There are multiple roles performed
by these I/O devices, which can be extremely diverse in their range, and consist
of simple circuit components, like LEDs, up to other complex embedded systems.
These I/O peripherals can be broadly categorised as follows.

— Human-machine I/0: Keypad/keyboard, touchscreen, mouse, etc.

— Graphical and audio I/0: Camera, microphone, speaker, displays, etc.
— Real-time I/0O: ADCs and DACs.

— Communication and networking I/O: IEEE 802.11 g/n, Ethernet, etc.

— Data transfer I/O: USB 2.0, IEEE 1394 (Firewire), etc.

— Subsystem controls: Timers, counters, low-speed serial interface, etc.
— Storage 1/0: Optical disk, Flash, SDRAM/DDR, etc.

— Debugging 1/0: JTAG, parallel and serial ports, etc.

e Bus. The bus is the mechanism responsible for the interconnection and exchange of
data, address and control signals between all subsystems. It does not just physically
represent a collection of related wires connected between functional units, but also
conceptually represents a set of protocols that are used to allow for communication
between the EPU and memory, EPU and I/O, and memory and I/O. The embedded
bus network can be split into three types of busses via system, backplane and
1/0 buses [29]. The system bus interconnects the EPU with the cache and the
main external memory. The backplane bus represents a single bus that connects
all three subsystems. The I/O bus is an extension of the system bus and handles
communication between the I/O peripherals and the system bus, including interrupt
requests. The performance of a bus is measured in bandwidth, which is dependent
on the design, protocols, number of bus lines and the interconnect permutations
of the respective bus.

e DMA controller. DMA is a bus operation that provides for the movement of data
between subsystems without the need to interfere with the more important tasks
being performed by the processor, thereby improving overall system performance.
The DMA controller essentially oversees the DMA operation. This is done by first
requesting control of the bus from the main processor followed by the transfer of
data to and from IO and memory, or ports and memory, or internal and external
memories [33]. By off-loading memory transfers from the processor it allows for
efficient parallel processing. Without DMA the main processor is consumed for
the entire time required for the bus transfer, and since the buses often function at a
reduced clock speed compared to the main processor, this can significantly reduce



40 S. Reddy

overall efficiency of the embedded system [50]. In a DSP, for example, when data
comes onto the serial port from the A/D converter, rather than interrupting the
DSP processor to transfer the data to memory (and subsequently consume a large
amount of processing cycles), this can be handled by the DMA controller; the
DSP processor can then focus on the execution of the algorithms while the DMA
controller is handling the movement of data [33]. This feature of overlapping
operations, via DMA, is extremely common in real-time embedded DSP systems.

2.3.2 The Embedded DSP Processor and RISC

At the lowest depth of any processor is ultimately a collection (albeit millions) of
transistor-based hardware gates. These gates are connected into groups of combi-
national and sequential logic circuits that perform the instructions of a higher level
application. These logic circuits are in the end the essence of the machine, and operate
using binary language. This binary or native language is known as machine language.
The problem encountered is that application layer instructions are formulated at a
non-binary level, and therefore a process of translation between this level and the
lowest level hardware is required. This hierarchical process contains several inter-
mediary stages with the most crucial sublevel being the Instruction set architecture
(ISA).

The functionality of any application is determined by a collection of interdepen-
dent instructions. These instructions can be constructed by a myriad of high-level
languages like C or FORTRAN. ISA is the common platform that provides for the
interpretation and execution of high-level instructions independent of the high level
language employed [10]. This is achieved by first having all high-level language
instructions compiled into a single universal language. This universal language is
known as assembly language and uses mnemonics to express instructions. These
assembly language mnemonics are then finally encoded into the binary machine
language.

At the ISA level there exists two design categories complex instruction set com-
puting (CISC) and reduced instruction set computing (RISC). CISC as the name
suggests is the system of employing complex or complicated instructions, like those
used when working directly with multiple array elements. RISC, on the other hand, is
the system of employing reduced or simple instructions, as in the case of just adding
two integers.

An early downside of complex instructions was that there was a need for complex
and expensive complementary hardware to carry out these instructions. To work
around this problem, a micro-programmed computer was introduced [10]. This came
in the form of a small run-time interpreter, which was located between the ISA
level and the hardware, which converted complex instructions into simple ones.
This, therefore, eliminated the need for complex hardware, and meant that complex
instructions could be executed on simple hardware.
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An inherent shortcoming to RISC systems was that they were first constrained
to a set of simple instructions, and second these limited operands were restricted to
the processor’s internal registry, as opposed to the main memory. CISC, on the other
hand, does not have such restrictions and allows for an increased volume of complex
instructions, which can be placed in the main memory.

With the staggering increase in functionality and features demanded of our modern
embedded DSP systems, comes the need for higher processing capabilities, increased
number of chips per system, and associated power constraints. Within the embed-
ded systems environment, each of these issues comes with a whole host of related
problems, ranging from processor size, to access to a compatible, sufficient and sus-
tainable power supply, and heat dissipation. Heat dissipation is not only an aesthetic
concern, but also of vital importance to both processor performance and lifespan. In
addition to these issues, a problem that has been encountered is in the advancement
of battery technologies, which have not kept abreast with the increase in consumer
expectations for more functional and feature driven smart embedded devices.

As a consequence of the aforementioned problems, the hardware for these spe-
cialised high-demanding embedded DSP systems had to adapt almost independently;
as a result a separate evolutionary branch emerged in conjunction with their generic
computer counterparts, and prompted the rise of RISC.

Although CISC has some inherent advantages, the complexity of the instruction
set requires additional processing, hardware and memory, prompting an increase
in physical size and power needs, which consequently is inadequate with regard to
embedded systems. Desktop and server computing usually do not suffer so severely
from power requirement issues and size constraints, and these systems have the
advantage of large cooling units, including heat sinks and fans, and air-conditioned
environments.

RISC systems, having instructions that are simple in nature, can be executed
directly on the simple hardware, thus eliminating the need for any additional mid-
dleware, and as it turns out, the confinement of the register-based operands not only
results in a simplified processor design, but additionally creates improved applica-
tion performance. This, in the end, means that RISC is ideally suited for embedded
systems.

Applications, like video encoding, that require high computational complexity
as well as data bandwidth, can be designed using just a DSP core; however, higher
performance would entail either an increase in the clock frequency or the use of
multiple DSP processors. The disadvantage of these alternatives is increase in sil-
icon size, which subsequently results in the rise in cost and power demand [28].
A better approach would be to have a SoC design that combines a DSP processor
with a RISC processor [14]. This kind of design can split tasks thus providing video-
specific hardware acceleration necessary for optimal encoding and decoding. The
comparative trade-offs between possible SoC architectures that can be employed in
video encoding are shown in Table 2.2 [28].

Currently, the most popular RISC processor architecture employed in embedded
DSP systems is the Advanced RISC Machine (ARM) [4, 7]. SoC platforms for these
high-performing embedded DSP devices can consist of multi-core ARM processors,
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Table 2.2 SoC architecture

Solution Programm-  Performance Power Cost (Area) Development
ability time
(Reuse)
AISC Low High Low Low High
FPGA High Medium High High Medium
Multi- High High High High Medium
Processor
+ Multi-
Core
DSP High Medium Low to Medium Low
Medium
DSP + Co- High High Medium Low to Medium
Processor Medium

together with multi-core DSP chips, and various other interfaces. These ARM/RISC
processors feature a highly specialised and optimised architecture, with extremely
low power consumption [3]. There is, currently, a whole subdivision dedicated to DSP
processors using the ARM architecture. A possible configuration for the above video
encoding problem could be to use an ARM 32-bit RISC processor which could be
extended into an efficient co-processor scheme that offers a standard ARM processor
integrated with a DSP-oriented data path and an associated DSP instruction set. This
provides for a small low cost embedded DSP chip that is optimised for performance
while providing low power consumption [9].

2.3.3 Embedded DSP and Security

The security issues that affect large computer systems also apply to the embedded
systems environment. However, the latter comes with added complexity, due not only
to the limited hardware and software capabilities, but also because of the diverse
environments which these devices are deployed.

Security concerns are especially crucial in embedded DSP systems that are
involved in safety critical hard real-time functions, like automotive breaking sys-
tems, and in protection of private and confidential information using encryption, as
needed for cellular voice and data transmissions.

The malicious exploitation of sensitive data as well as catastrophic system failure
(owing to internal or external influences) can signify severe security risks apparent in
using an embedded device. Among the numerous possible security threats inherent
in embedded systems [44] there are four types that can be considered crucial when
considering an embedded DSP device:

e Physical/Environmental. Considered when there exists a potential vulnerability in
the manipulation of the physical components of the device, thereby either causing
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the device to malfunction or fail completely. This can also include complete device
destruction.

e Internal. Involves the breakdown of the hardware and/or software of the embedded
system, as in the case of a processor overheating or an erroneous/corrupt software
routine, thereby causing erratic/incorrect operation and/or complete failure of the
device. Owing to the often unpredictable nature of hardware malfunction it is
common practice, especially in large-scale production, to perform some form of
system/load testing prior to full-scale production. The more reputable embedded
systems designers may also follow a form of best practices and software lifecycle
management in order to improve the success of their development projects.

e External. Involves hacking, hijacking and/or purposely corrupting the embedded
device, usually, but not always, by some form of software tampering. Off-the-
shelf PC security products, like anti-virus and firewall, are designed to be general
and often very flexible. However, application dependent embedded devices are
unique and specific, and therefore a universal solution is implausible. A system
cannot be guaranteed secure even when using cryptography, as employing the most
cryptographically astute algorithm is almost rendered futile should someone be
allowed to access the information, directly from the source, prior to encryption
[19]. Another type of security violation can involve a denial-of-service attack,
whereby, as in the case of a mobile phone, the signal can be “jammed” so as to
prevent the transmission or reception of calls.

e Information/Data. Involves the access, interception and/or decryption of stored
and/or transmitted information. As highlighted in the previous point, software-
based encryption usually has some kind of security infirmity due to the high risk
environment inherent when managing the certificates/keys; an alternative might
be to employ the use of an embedded DSP device that incorporates an on-board
encryption module which can store and encrypt sensitive information [19]. As in
the case of cellular communications, the GSM speech service is relatively secure,
up to the point of entry of the network provider; however, this can be construed
as a potential security vulnerability, as the cellular network provider, and not the
subscriber, is controlling the encryption/decryption. A malicious intrusion of the
network provider’s system could therefore render all subscribers susceptible to
privacy violations. A possible solution will be for the subscriber to incorporate
some form of embedded DSP device that can provide personalised encryption
prior to the speech entering the handset, thereby providing exclusive protection
[20]. Not that DSPs generally do not have the attack resistant capabilities found
in security modules (such as smart card chips).

However, with the role of the embedded DSP device in many vulnerable applications,
especially hard real-time safety-critical systems, it is vitally important that a thorough
risk versus reward analysis be undertaken when pondering the repercussions of a
security failure.
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Table 2.3 The mobile phone evolution

Mobile phone: features/appli- Mobile phone: features/applications between 2000-2005
cations before 2000
e Camera o GPRS
o MMS ¢ 360 KB RAM
e Voice e Push-Email e Colour touchscreen
e Keypad e Monochrome touchscreen e 128 MB Memory
e Basic monochrome display e QWERTY keyboard e Video camera
e 64 MB memory e Colour LCD display
e Short message service (SMS) o FM radio e Extended battery life
e Infra-red eBasic games
e Monochrome LCD display e Calendar ¢ 3G
o WAP e Video playback o Size (Thinner)
e MP3 Playback e Bluetooth e HTML browsing
e Size (Shorter) e | Mega-pixel camera
e Colour screen e Windows mobile

Mobile phone: features/applications between 2006-2010

e Dual-processor e GPS navigation and e GPU
google maps
e High-resolution LCD screen e Voice-over-1P e High-resolution graphics
gaming
e Multi-format document viewing e Downloadable e High-definition video
applications (Apps) capture
e Multi-touch sensor screen e Document/office editing e 1.2 GHz ARM processor
suites
e Instant messaging e Programmable e 1 GB RAM
open-source O/S
o Instant messaging e Resistive touch screen o 3D autostereoscopic
displays
e Accelerometer e 8 Mega-pixel camera e 3D stereoscopic capture
e 5 Mega-pixel camera e Smile and blink detection

e 8 GB memory

2.3.4 Embedded DSP and the Mobile Phone

The worldwide ascension of the mobile phone has been met with significant evolu-
tionary changes to the capabilities of the device; having transformed from a wireless
gadget that made and received phone calls, into a handheld computer integrated
with a mobile phone (known as a smartphone) containing myriads of features and
seemingly limitless capabilities (Refer to Table 2.3).

In the original mobile phone the DSP processor was connected to the audio and RF
interfaces and responsible primarily for modulation, demodulation, decoding, encod-
ing, encryption, filtering and noise reduction. The GPP was responsible for hosting
the operating system and controlling the RF modem, user interface/keypad and few
other control functions. The roles of these processors had to adapt significantly to



2 Embedded DSP Devices 45

MaviLink™ | ITAG,
GPS Emulation

Antenna
=

Hollywood ™
Mobile TV

M
Rewains ARM11
oy

WiLink™

e Imaging

IVA Accelarator

Antenna
oy

Shared Memory Controller/DMA TWL92230

BlueLink™
uelin

Bluetooth® ErT— Timers, Interrupt Controller, Mailbox

] MSIMMCISDISDIO
Internal SRAM, Boot/Secure ROM M| 3 Media Card 10 card
- i Trenscaboars [] MSIMMCISDISDIO
- 1 M-Shield Security Technology: : Regulators 0 card
chipret [ Foiqipidietrsba) Pp—
P i | Clock (RTC)

EaliBey 152301 Audio Codec
Speaker (1] Touch Screen Controller

Audio Amplifier |

ey
Color Color LEGEND
TET Display TFT Display - TiProducts |

Fig. 2.4 Smartphone SoC processor (courtesy of Texas instruments)

meet the new demands of the modern mobile phone. As a consequence, the chip man-
ufacturers had to find innovative ways to develop multi-integrated SoC processors
for products that were smaller, lighter, more energy efficient and richer in features.

These processors, like the smartphone SoC processor shown in Fig. 2.4 [31], were
designed for complete solutions in one embedded system. The embedded DSP system
in Fig. 2.4 has a co-processor EPU that includes a RISC/ARM11 quad-core processor
and a DSP multi-core processor. These process the basic telephony functions but also
handle a multitude of additional peripherals, including GPS navigation, 3G and WiFi
network connectivity, high resolution touch screens, and cameras, as well as support
security. The EPU also interfaces with an image accelerator for image and video
processing and video decoding, and a 3D graphics accelerator for gaming and other
3D applications.

In such an embedded system the DSP processors or processor cores have to
perform several functions, a few of which include:

e Security: A DSP multi-core processor can be integrated in a SoC to perform the
function of a security module that contains a cryptographic engine responsible for
the logical protection of the voice, data and internetworking systems, as well as
providing support for the defense against malicious software and firewall acceler-
ation [1, 2, 48].

e GPS Navigation: In the GPS link there will be a DSP-based multi-channel satellite
receiver that handles the signals received from the satellites. The DSP processor
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will then obtain the location parameters by performing specific mathematical com-
putations on the received data [35].

e Voice-over-IP (VoIP): VoIP is a function whereby a user can make telephone calls
over the data/internet network as opposed to the GSM network. Under certain
conditions this could result in the user paying very little or nothing for calls. In
this scenario the DSP will perform the low bit rate coding and encoding of the
voice signals.

e Image and Video Capture: During image and video capture, a DSP processor will
be used to control the display prior to capture and then perform image processing on
the data stored in the buffer memory after capture. In addition, the DSP processor
can provide for features like face, smile and blink detection.

No other consumer electronics device in history has had such a popular global
impact, both socially and culturally, as the mobile phone. Since emerging onto the
scene, it rapidly spread from a just handful of countries to around 200 by 2010 [16].

It must also be emphasised that with the evolution of the smartphone, there become
an ever increasing need for security, as more and more personal and sensitive infor-
mation is being stored on, and transmitted between, these devices. Looking to the
future, it is not hard to see that the smartphone and tablet PC may displace a wide
range of existing computing and sensing devices.

2.4 Discussion

DSPis pivotal in systems that involve speech, vision, high-fidelity audio, modulation-
demodulation, image compression and compositing, beamforming, echo cancella-
tion, spectral estimation and real-time processing. These types of DSP subsystems
have broad ranging applications within the embedded devices market and are incor-
porated extensively into both the military and commercial sectors.

With the demand for more complicated, secure, smaller, faster and cheaper real-
time embedded systems, there will be a need to develop newer more advanced DSP
techniques and technologies. However, it is also important to note that as the number
of computationally expensive processes increase, so, too, does the power consump-
tion. A collaborative effort between improved RISC processor designs and more
energy efficient power sources is necessary in order for these systems to continue to
evolve.
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