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Who am I? ● MSc Computer Science
Specialization:
Data Science

● Part-time DevOps 
EngineerMax Resing
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Background
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Problem: Internet scanners

Solution: IP blocklists
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Hypothesis
Global diversity is 
insufficient to detect all 
scanners if the sensor 
infrastructure operates 
purely in cloud 
environments
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Goal

● Track scanners of different kinds of networks
● Compare origins of scanning activity
● Is the type of network relevant to identify scanners?
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Setup & Infrastructure
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Infrastructure
● 3 network types
● 11 honeypots
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● Debian-based
● OpenSSH, Telnet, VNC

Honeypot
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● Logging Period
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Results
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6,630,498 requests

7,182 IPs
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What did we do with it?

● Geographical activity
● Importance of TOR traffic
● Temporal activity
● Temporal activity per timezone
● Coverage of Dataplane feeds
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Geographical Activity of Scanners

#IPs #Requests

Telnet

SSH
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Geographical Activity of Scanners

Telnet 
● distributed equally over the globe

SSH
● China → University campus & cloud networks
● US → Much more interest in residential areas
● Netherlands → Many IPs, few requests
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Importance of TOR Traffic
# IPs # Requests
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Temporal Analysis

● No weekly pattern
● Slight peaks during certain 

hours
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Temporal Activity per Timezone

SSH
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*Timezones in GMT

Telnet



Coverage
Dataplane Feeds
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Coverage of SSH scanners in Feeds
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SSH Total Covered 
(%)

Cloud 3,667 90.8

Cloud only

Campus 3,695 97.0

Campus only

Residential 875 52.0

Residential only



Coverage of SSH Scanners in Feeds
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SSH Total Covered 
(%)

Cloud 3,667 90.8

Cloud only ~ 79% 2,895 88.3

Campus 3,695 97.0

Campus only ~ 46% 1,689 95.8

Residential 875 52.0

Residential only ~ 67% 590 29.0



Coverage of Telnet Scanners in Feeds
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Telnet Total Covered 
(%)

Cloud 416 15.4

Cloud only

Campus 371 7.5

Campus only

Residential 431 10.9

Residential only



Coverage of Telnet Scanners in Feeds
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Telnet Total Covered 
(%)

Cloud 416 15.4

Cloud only ~ 97% 402 14.9

Campus 371 7.5

Campus only ~ 97% 360 6.9

Residential 431 10.9

Residential only ~ 97% 418 10.9



Delayed Discovery of Scanners
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*Days passed until IP showed up in feeds



Updates
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Skewed IPs

● Bogus IP addresses
● ~ 3% requests

● telnetd logged partially 
rDNS, partially IPs

● Parsing raw log data 
parsed some rDNS entries

● Affects ~ 5.7% of telnet 
scanner IPs
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Comparison with Dataplane feeds

● Extended period (4 weeks)
● No consideration of network type/protocol
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Dataplane
98,354 IPs

Honeypots

Total: 7,402 IPs

Not in Feeds:
1,896 IPs



Conclusion

● Scanners target certain types of networks
● SSH & Telnet scanners are of different nature

Most importantly:
● Blocklist providers require qualitative diversity to discover 

all scanners
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Thank you!
Special thanks to

John Kristoff
Max Resing

contact@maxresing.de

www.maxresing.de
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