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AS Path Prepending is a largely deployed technique
for inbound traffic engineering...
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... however, there has
regarding its utilization

been some “controversy”
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“More specifics. That's the
way to steer your traffic. Not
prepeding! At all!” (RIPE 79)

, | Tl
| [ |
|

RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse

You are here: Home > P

Publications
IPV6 Info Centre >

RIPE NCC Organisational Documents >

Member Update

RIPE Labs >
RIPE Document Store >
RSS News Feeds

About RIPE NCC and RIPE

Participate

RIPE > The RIPE NCC has r1

The RIPE NCC has
Addresses

Today, at 15:35 (UTC+1) on 25 Nove
from the last r i

now run out of IPv4 addresses.

Our announcement will not come as

has long been anticipated and plannef
to the community's responsible stewal
able to provide many thousands of negf
allocations after we reached our last /}

Recovered IPv4 Addres

Even though we have run out, we will
future. These will come from organisa
closed, or from networks that return
addresses will be allocated to our me!
new waiting list that is now active.

While we therefore expect to be alloc:
will not come close to the many millio
need today. Only LIRs that have never|
(of any size) may request addresses ft|
to receive a single /24 allocation.

LIRs that have submitted an IPv4 regy

software,
started to flap, which caused a wave of

Good technical explanations can be foul
So what?

were not capable to handle th:

Website
00
l O A Q Qv &uinc
achniCg our 1P sdares : 1
.
CNIC Membership Services  Training Events  Cooperation Projects Community Resean

IPv4 Exhaustion: LACNIC Has Assigned the Last Remaining
Address Block

19 August 2020

The Latin American and Caribbean Internet Address Registry (LACNIC) announces that the last available IPv4 address block has been
reserved.

During this final phase which was triggered in February 2017, LACNIC and its NIRs assigned more than 5.6 million IPv4 addresses. The
exhaustion process has been implemented in accordance with the policies defined by the community and have been duly reported in
various instances.

During the first half of August, the average number of assignments increased two-fold, thus accelerating the projected date of IPv4
address runout. This month we also registered a record number of new members (234) in LACNIC's history.

In the future, LACNIC will continue to recover IPv4 addresses, which will then be assigned under the policies currently in force. This
recovered space must undergo a six-month quarantine process. LACNIC initiated this process in March, so the first address blocks will be
released from quarantine in September.

The process for requesting resources remains unchanged, and the organizations that complete the process and whose requests are
approved will receive resources based on their position on a waiting list that is active as of today and will be published shortly on our
website.

Coupled with the responsible management of these resources, the timely definition of policies for these address space exhaustion phases
have allowed LACNIC to assign 189.3 million IPv4 addresses to more than 11,200 organizations and companies in Latin America and the
Caribbean.

In light of this situation, LACNIC stresses its call on organizations across the region to accelerate IPv6 deployment in their networks and
to accelerate Internet growth.
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Our goal is to contribute to an informed discussion
without taking sides
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Contributing to an informed discussion
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How prefixes have been prepended?

Prefix Policy Taxonomy
No. Prefix is not prepended

Uniform. Prefix is uniformly
prepended to everyone

Binary. Prefix is announced with two
different prepend lengths (e.g., 0, 2)

Diverse. Prefix is announced with at
least three different prepend lengths
(e.g., 1,2, 95)
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A deeper look into uniform prepending policies

10 Reasons for uniformly prepending a prefix
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For some prefixes, uniform prepending is a transitory state
~12k prefixes were uniformly prepended for at least one year
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Methodology

How effective is ASPP?

1. For each pair (PoP1, PoP2),
announce our prefix without
prepended

2. Perform pings towards a set of
targets (e.g., CDNSs, tier-1s)

3. Measure in which PoP the
response packets arrived

PEERING TESTBED

4. Prepend our prefix in one of the
PoPs and repeat steps 2 and 3



Effectiveness for upstreams into different locations
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Security Implications

PEERING

The BGP Testbed

11



© » O

Measuring ASPP security implications
Methodology

1. For each pair (PoP1, PoP2),
announce our prefix with 0, 1, 2 or
3 prepends using one origin ASN

2. Wait 15 minutes and then
announce the same prefix without
prepend from a different POP using
a different ASN as origin

PEERING TESTBED

3. Measure the number of BGP
monitor adopting the second
announcement
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Can we exploit ASPP?
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Considerations about ASPP and Security
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AS-Path Prepending: there is no rose without a thorn
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ABSTRACT
Inbound traffic engineering (I'TE)~the process of announcing routes
to, e.g., revenue or i ~is an essential

task for Autonomous Systems (ASes). AS Path Prepending (ASPP) is
an easy to use and well-known I'TE technique that routing manuals
show as one of the firstalternatives to influence other ASes’ routing
decisions. We observe that arigin ASes currently prepend more than
25% of all IPv4 prefixes.

ASPP consists of inflating the BGP AS path. Since the length of

the AS path is the second tie-breaker in the BGP best path selec-

tion, ASPP can steer traffic to other routes. Despite being simple
and easy to use, the appreciation of ASPP among operators and

researchers is diverse. Some have questioned its need, effectiveness,

and predictability, as well as voiced security concerns. Motivated by
these mixed views, we revisit ASPP. Our longitudinal study shows

that ASes widely deploy ASPP, and its utilization has slightly in-

creased despite public statements against it. We ly spot
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1 INTRODUCTION

Many Internet Autonomous Systems (ASes) receive significantly

more traffic than they send. They often use inbound traffic engineer-

ing (ITE) to influence the link through which they receive traffic
based on economic considerations (e.g., transit cost) or operational
demands (e.g., latency, packet loss, capacity). I'TE has become even
more important, as there are more options for inter-AS connectivity
due to, e.g., [XPs (Internet eXchange Points), PNIs (Private Network

Interconnects), and an overall increase of peering [9, 58, 71, 74, 75).

Border Gateway Protocal (BGP)-enabled ITE techniques include
AS-Path Prepending (ASPP) [15, 22, 76), selective or more-specific
prefixa [27], BGP ities [23, 63), or Multi
Exit Discriminator (MED) values [25, 41].

In this paper, we focus on understanding ASPP deployment and
the potential issues associated with it. ASPP is a straightforward,
easy-to-use technique that is often mentioned among the first ITE

1 by router vendors [19, 21, 26, 35, 43]. It is a technique

roughly 6k ASes ariginating at least ane prefix with prepends that
achieve noITE goal. With active measurements, we show that ASPP
effectiveness as an ITE tool depends on the AS location and the
number of available upstreams; that ASPP security implications are
practical; identify that more than 18% of the prepended prefixes
contain unnecessary prepends that achieve no apparent goal other
than amplifying existing routing security risks. We validate our
findings in interviews with 20 network operators.
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where an AS artificially inflates the BGP AS path by inserting (sub-

sequent) duplicate entries of its ASN. Since the length of an AS

path is the second most important tie-breaker in BGP best path se-

lection, ASPP may steer traffic from one route to another. However,
its effect depends on route propagation and the routing decisions
made by other ASes. Despite (or because of) its simplicity and its
inherent limitations, the appreciation of ASPP among operators
and researchers is mixed. On the one hand, ASPP—unlike other ITE

techniques—does not need any support from other ASes, nor deag-

gregatable prefixes. On the other hand, its need, effectiveness, and
predictability have been questioned [37, 50, 65). In addition, there
have been concerns about the extent to which ASPP can amplify
existing routing insecurities [38, 39, 64], and reports of improper
ASPP configurations triggering bugs in router software [79, 80].

Motivated by the mixed viewsabout the ASPP method, we inves-

tigate the current use of ASPP and find that more than 30% of ASes
use it. Thus, to contribute to an informed discussion, we address
three fundamental questions:

(i) How do ASes use prepending? To put effectiveness and risk
into context, we first identify and characterize the policies ASes
apply (i.e, the number of prepends used for each prefix) when
using ASPP. Even when using data from all route collectors over
thelast decade, limited wute visibility [16, 29, 47] posesa significant
challenge. We deal with it by conducting interviews with mare than
20 operators and by cross-checking our results with private data
sources from large Internet players.

(ii) How effective is prepending? Among both operators and
academics, the opinion on whether ASPP is effective as an I'TE

Questions?
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Security Implications
Prepending 3+ times is a risk

38k prefixes with possibly
unnecessary prepends

Junity to review their prepending policies,
ind using small prepend sizes for ITE
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