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AS Path Prepending is a largely deployed technique 
for inbound traffic engineering… 
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IPv4 prefixes/addressesASes

~30% of ASes
use ASPP

~25% of IPv4 prefixes 
are prepended by the 

originator AS



… however, there has been some “controversy” 
regarding its utilization
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“More specifics. That's the 
way to steer your traffic. Not 
prepeding! At all!” (RIPE 79)



Our goal is to contribute to an informed discussion 
without taking sides
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Deployment Security ImplicationsEffectiveness



Contributing to an informed discussion
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How prefixes have been prepended?
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Prefix Policy Taxonomy

No. Prefix is not prepended

Uniform. Prefix is uniformly 
prepended to everyone

Binary. Prefix is announced with two 
different prepend lengths (e.g., 0, 2)

Diverse. Prefix is announced with at 
least three different prepend lengths 
(e.g., 1, 2, 5)

~23k prefixes uniformly 
prepended



A deeper look into uniform prepending policies
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For some prefixes, uniform prepending is a transitory state

~12k prefixes were uniformly prepended for at least one year

Reasons for uniformly prepending a prefix

1) Loss of a neighbor

2) Lack of knowledge about BGP

3) Procrastination for stability

4) Good news travel fast, bad news slowly

5) Sibling artifacts

6) Other ASes ignoring prepending



Contributing to an informed discussion
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How effective is ASPP?
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Methodology

1. For each pair (PoP1, PoP2), 
announce our prefix without 
prepended

2. Perform pings towards a set of 
targets (e.g., CDNs, tier-1s)

3. Measure in which PoP the 
response packets arrived

4. Prepend our prefix in one of the 
PoPs and repeat steps 2 and 3

PEERING TESTBED

PoP 2PoP 1

Internet



Effectiveness for upstreams into different locations
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Contributing to an informed discussion
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Measuring ASPP security implications
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Methodology

1. For each pair (PoP1, PoP2), 
announce our prefix with 0, 1, 2 or 
3 prepends using one origin ASN

2. Wait 15 minutes and then 
announce the same prefix without 
prepend from a different POP using 
a different ASN as origin

3. Measure the number of BGP 
monitor adopting the second 
announcement

PEERING TESTBED

PoP 2PoP 1

Internet



Can we exploit ASPP?
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Always more 
than 
350 Monitors 



Considerations about ASPP and Security
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38K prefixes being originated 

with at least one prepend
Prepended prefixes are not more protected 

by ROAs than non-prepended ones



Final Remarks

15

Deployment Security ImplicationsEffectiveness

Takeaway: we recommend the community to review their prepending policies, 
removing unnecessary prepends and using small prepend sizes for ITE

ASPP is still very present

23k uni. prepended prefixes

COVID-19 changes

Location dependent for 
two upstreams

Effective with multiple 
upstreams

Prepending 3+ times is a risk

38k prefixes with possibly 
unnecessary prepends

Questions?
Pedro Marcos - pbmarcos@furg.br

Lars Prehn - lprehn@mpi-inf.mpg.de
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