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The Problem – When Should We Start?

Last 1 year from October 5, 2020
Image from https://stats.labs.apnic.net/ipv6/US



Basic Concepts (1):
IPv6 Address Space in 1/8 Sections

IPv6 Fundamentals, 2017, Rick Graziani, Cisco Press
https://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml



Basic Concepts (1):
IPv6 Address Space in 1/8 Sections



Basic Concepts (2):
DHCPv6 with Prefix Delegation Option

IPv6 Fundamentals, Rick Graziani, Cisco Press



My Solution:
Ubiquiti (USG, CK, AP) + 2 Raspberry Pi + LastPass

No Device Price (amazon, etc)

1 Ubiquiti Unifi Security Gateway (USG), for <100 Mbps internet. US$ 126

2 Ubiquiti UniFi Cloud Key Controller (UC-CK). US$ 94

3 Ubiquiti Unifi Ap-AC Lite - Wireless Access Point - 802.11 

B/A/G/n/AC (UAP AC LITE US), White.

US$ 89

4 2x CanaKit Raspberry Pi 3 B+ (B Plus) with Premium Clear Case and 

2.5A Power Supply + 32GB MicroSD card.

US$ 135

5 Annual LastPass Family password manager plan. US$ 48

6 Annual Google Domain name. US$ 12

Total US$ 504 (tax excl.)

7 Optional 1: Ubiquiti UniFi Dream Machine Pro (Built-in Controller, 

8 Port Gigabit Switch, 2x 10G SFP+), for 1 Gbps internet. 

#1,2 above and #8 below not required.

US$ 379

8 Optional 2: TP-Link TL-SG108E (8 Port Gigabit, Easy Smart 

Managed Switch).

US$ 30

Important keywords:

- Affordable (to my household budget),

- Reliable,

- Easy to maintain.



The Look..

I have a space constraint in my apartment, so I’m using the space on 
top of my drawer, right beside my smart TV..



What The 2 Raspberry Pi Do

Installed apps in the 
internal-facing RPi 1:

Pi-Hole (on lighttpd)

Cacti (on apache)

EasyRSA CA Server

Fail2Ban

Installed apps in the 
internet-facing RPi 2:

OpenVPN Server

Web Server (on apache)

Let’s Encrypt

UFW (Uncomplicated FW)

Fail2Ban

The single webpage in RPi 2
can be accessed using below URLs:

http://ipv4.yordan12.com

http://ipv6.yordan12.com

https://ipv4.yordan12.com

https://ipv6.yordan12.com

www.yordan12.com (v4 & v6)

yordan12.com (v4 & v6)

Fun fact, to check any website security header score,
go to:
https://securityheaders.com/
https://observatory.mozilla.org/

http://ipv4.yordan12.com/
http://ipv6.yordan12.com/
https://ipv4.yordan12.com/
https://ipv6.yordan12.com/
http://www.yordan12.com/
https://securityheaders.com/
https://observatory.mozilla.org/


1. Pi-Hole DNS Server & Ad Blocker

A Pi-Hole Home DNS Server with DNSSEC and Ad 
Blocker capability.



2. Cacti Network Monitoring Server

A Cacti network graphing server to monitor my home network devices (CPU, memory, traffic, disk space, etc).



IPv6 At Home with DHCPv6 Prefix Delegation

“In residential networks, Comcast/Xfinity allows the user to ask for a 
maximum of 16 x /64 prefixes or /60.”

(https://networkjutsu.com/how-to-configure-edgerouter-lite-part-two/)

https://networkjutsu.com/how-to-configure-edgerouter-lite-part-two/


IPv6 Verification



IPv6 GUA Is Preferred Over IPv4

Using the USG, we can briefly spy on our home network devices.
sudo tcpdump -npi eth1 'ether dst d0:81:7a:7f:52:3c or ether src d0:81:7a:7f:52:3c' -w /home/yordan12/cap.pcapng
Below shows Facebook App traffic from an iPhone.



IPv6 Performance = IPv4 Performance

We now have an evidence that IPv6 web performance is similar to IPv4.



Conclusion

1. In terms of HTTP IPSLA performance, IPv6 is similar to IPv4.

2. It would be cool if all internet providers in North America can provide IPv6 with no 
additional cost, like Comcast and AT&T. 

3. Adding security features at home can be a reasonable justification to purchase the 
required devices.

4. A little bit of fun and a lot of learning.



Thank You!

Image from free-icon-rainbow.com

DIY Tutorial for this project can be found in:
https://gitlab.com/yordan12/usg

Feel free to leave any comments or feedback here:
ysutanto@slb.com / yordan12@gmail.com

https://gitlab.com/yordan12/usg
mailto:ysutanto@slb.com
mailto:yordan12@gmail.com

