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• Presently stands as the Internet’s best defense against BGP hijacks due to typos 
or other BGP mishaps.

• Core challenge: broad deployment requires many individual actions.

• Why reject RPKI-invalids if no one is creating ROAs?

• Why create ROAs if no one is rejecting RPKI-invalids?

Where are we with RPKI ROV adoption?



• Enormous progress in recent years as Tier-1 NSPs agreed to reject RPKI-Invalids.

• NTT, GTT, Arelion (Telia), Cogent, Telstra, PCCW, Lumen, and more!

• According to NIST RPKI Monitor, the trend line is going in the right direction!

Where are we with RPKI adoption?

Unknown going ↓ 

Valid going ↑

https://rpki-monitor.antd.nist.gov



• It takes two steps to reject an RPKI-Invalid BGP route.

Measuring RPKI deployment progress

ROAs created to assert valid 
origin and prefix length.

Networks reject 
RPKI-invalids

1 2

Active area of researchMultiple resources (ex: NIST, RIPE)How to evaluate 
progress?

https://stats.labs.apnic.net/roas
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This talk



• NIST RPKI Monitor reports that only 34.1% of IPv4 BGP routes are presently signed. *

Where are we with ROA creation?

Two RPKI unknown routes for 
each RPKI valid one. 

Question:
What proportion of overall traffic 
is safeguarded by that 34.1%?

*32.6% of IPv6 routes are RPKI-Valid



• Offered as a capability to evaluate impact 
of rejecting RPKI-Invalids on traffic levels

• Kentik was challenged, heeded the 
challenge!

• The rest of this talk focuses on what Kentik 
learned so far from its aggregate data

Back in 2019 NTT/pmacct introduced NetFlow + RPKI

https://mailman.nanog.org/pipermail/nanog/2019-February/099522.html



• Earlier datapoint. NTT traffic based on RPKI status (DKNOG 9, March 2019)

• We’ve come a long way since then!

Job’s presentation at DKNOG-9 (March 2019)

RPKI Unknown

RPKI Valid



• Job’s prediction: Given the consolidation of the Internet industry, only a few major 
companies needed to deploy RPKI before we saw large benefits.

Also from Job’s presentation at DKNOG-9



• Kentik has over 300 customers and almost half have opted-in to the 
use of their data as part of aggregate analysis.

• Note: analysis is subject to biases of the customer set which 
includes (NSPs, CDNs and enterprises) and is skewed toward the 
US.

• Kentik’s NetFlow analytics platform annotates flow records with an 
RPKI evaluation of route of destination IP upon intake.

• Originally built to understand how much traffic would be lost by 
dropping invalids.

• Can also be used to understand RPKI from a traffic-volume 
perspective.

Kentik’s perspective can deepen understanding of RPKI



• Kentik tracks four cases of RPKI outcome.

1. Valid

2. Unknown

3. Invalid

4. Invalid – but covered by valid/unknown

Note #4 only exists in the analysis-plane and is 
not part of IETF/BGP/Routing!

What proportion of traffic goes to signed routes?

Example of #4:



Period of analysis: 29 Jan 2022 00:00 UTC to 5 Feb 2022 00:00 UTC (7 days)

Main Observations*

• 0.99% of traffic volume is ‘Invalid but covering’

• 42.6% is Unknown

• 56.4% is Valid

• 0.01% is Invalid

Traffic to invalid routes is infinitesimal.

• Not a reason to not drop invalids.

Only ~1/3 of BGP routes have ROAs - but how much traffic?

Unknown
42.6%

Valid
56.4%

Invalid but covering
0.99%

*Combined IPv4 + IPv6



• RIPEstat reports % of IP address space

Comparing metrics for ROA creation by country

https://stat.ripe.net/app/launchpad/



Major RPKI deployments Valid %*

• Eyeball networks

• Comcast (AS7922) 99.7%

• Spectrum (AS20115) 99.9%

• Content providers

• Amazon (AS16509) 100%

• Google (AS15169) 100%

• Cloudflare (AS13335) 93.3%

Maybe not a majority of BGP routes, but these 
companies account for a lot of US traffic!

For example, how is the US doing with ROA creation?

24.2% of IPv4 space (RIPEstat)
20.1% of IPv6 space

58.5% of bits/sec (NetFlow)*

United States
Wh
y?

*Combined IPv4 + IPv6



Many countries are doing better than earlier stats suggest

58.5% of bits/sec*

United States

24.2% of IPv4 space
20.1% of IPv6 space

*Combined IPv4 + IPv6









Other interesting observations in RPKI classified traffic

• IPv6 (75.4% valid) 

• IPv4 (54.5% valid)

• Port 443 (80.8% valid)

• Port 80 (51.5% valid)

• Port 53 (41.1% valid)

• Port 22 (31.4% valid)



Increases in ROAs leads to increases in valid traffic (Poland)

39%

64%

Not 1-to-1 but movements are correlated.

RPKI Valid

RPKI Unknown

46%

60%

Combined IPv4 + IPv6



• Valid traffic was briefly Unknown 

• No disruptions

TWNIC Outage in September 2021

UnknownValid Valid

Traffic Volume to Taiwan
TWNIC Outage (Sep 2021)

Combined IPv4 + IPv6



• Valid traffic 

• High: 20:00 UTC (57%) 

• Low: 2:00 UTC (54%)

• May be linked to shifts in user behavior 
when connecting via mobile vs fixed-
line Internet.

Weird phenomena! valid:unknown ratio fluctuates over time

Combined IPv4 + IPv6



Rejecting RPKI-Invalid routes on EBGP sessions…

1. Protects a majority of your outbound traffic from BGP hijacks due to typos, BGP mishaps.

2. Not a risk to legitimate traffic.

Other BCPs include:

1. Do NOT modify LOCAL_PREF based on validation states

2. Do NOT set / remove BGP communities based on validation states

Security issues like CVE-2021-41531 / CVE-2021-3761 are examples of how not following the 
above BCP could result in massive BGP churn! 

https://bgpfilterguide.nlnog.net/guides/reject_invalids/ 

Best Current Practice – Reject RPKI-Invalid BGP routes!

RejectInvalids



If you have ANY questions regarding RPKI, please reach out to the BGP A-Team:

dmadory@Kentik.com job@fastly.com

Thanks for your attention!
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