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Conventional Wisdom

1. DDoS is growing
2. Most DDoS is due to amplification
3. Most DDoS in North America comes from Asia / EU
4. FlowSpec is good for amplification but not other types of DDoS
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Conventional Wisdom

1. DDoS is growing
2. Most DDoS is due to amplification
3. Most DDoS in North America comes from Asia / EU
4. FlowSpec is good for amplification but not other types of DDoS

Only first is true



4

DDoS Traffic is Growing

Data from Nokia Deepfield collaborating customers

Key Drivers

1. Extortion (bitcoin)
2. Theft 
3. Gamers (Booters)
4. Fixed Gigabit and 5G
5. IoT Botnets

Daily DDoS Peaks (5 Minute)
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DDoS Attack Prices are Declining

Data from www.zero.bs blog

Average Price for Buying DDoS Attacks

Dramatic drop in daily 
average US price for 
launching a 100 Gbps 
DDoS using popular 
illegal booter web sites 
2018 - 2022
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DDoS Attack Prices are Declining
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DDoS Defense Prices Increasing 2020 - 2028

Market spend on DDoS solutions

A great market for anti-DDoS 
vendors (and criminals!)
A commercial challenge for CSP

Data from ww.verifiedmarketresearch.com

Price per Gbps Anti-DDoS not declining at same rate as router / port
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2010– 2020 Most DDoS Amplification of Synthetic Floods from IPHM
Changes to DDoS Market

2010                                                                                                                         2022
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Most DDoS from Small Number of Hosting (2010 – 2020)

March 2021 spoofed traffic – majority of IPHM originates  from 50 
hosting companies / ASN

Data from June NANOG 2021 presentation showing obvious spoofed traffic including amplifier port pairs and invalid source CIDR
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Good News!  Spoofed traffic from several of top 
IPHM DDoS hosting stopped in H2 2021!

Thanks to NANOG / RIPE community and BCP 38

Dramatic Drop IPHM / Spoofing (2022)

Spoofed traffic (invalid 
source ASN) observed 
outbound from one of 
largest global IPHM 
hosting companies

Data from collaborating Nokia customers
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Spoofed Traffic Restarts

Less Good - Some IPHM hosting returned H1 2022
Please check your peers and customers!

Source CIDR of peering traffic  from medium size hosting company that does not actually 
provide transit to Alibaba, OVH, Roblox, Microsoft

Dramatic Drop IPHM / Spoofing (2022)

Data from collaborating Nokia customers
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Botnets now dominant source of DDoS in North America

Less Good – Decline in IPHM spoofed (flood and amp) 
offset by Botnet DDoS

Data from collaborating Nokia customers
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North America Net Producer of  DDoS 2022

2010-220 North America victim / consumer of DDoS from EU / Asia
2022 North America is a net producer of DDoS traffic!

Data from collaborating Nokia customers
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Too many DVR and IoT

• Other ‘popular’ members:
• Home routers, IP cameras, thermostats
• Other connected consumer devices
• Cloud servers & appliances, …

Parking meter 
Y.Y.17.23 is a DDoS 

botnet member

DVR x.x.5.9 is a DDOS botnet member

300k+ IoT / Servers active in Commercial Botnets (24 hours)
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Dec 28, 2021
Example: North America Residential Botnet Attack to EU 

Data from collaborating Nokia customers
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Example: North America Residential Botnet Attack to EU 
Dec 28, 2021
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Example: North America Botnet Attack to EU 
Crawling data for one of the 5k source IPs 

https://blog.talosintelligence.com/2022/02/threat-advisory-cyclops-blink.html
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A Month in the Life of One North American Webcam

This camera part of commercial botnet
Used in multiple DDoS campaigns per day
Outbound DDoS traffic frequently 1 Gbps

Data from Nokia Secure Genome
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The Problem with North American Botnets

1. Growth in IoT trending towards super linear
2. IoT security not improving
3. IoT Botnet DDoS challenging to mitigate
4. Structural problem / CSP incentive gap
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Payload / Header (e.g. HTTP(S)) are otherwise legitimate
The Problem with North American Botnets
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Solving North American Botnet Problem

• Structural / CSP Incentives
• Track the Botnets
• Crawling (multiple vendors)
• Threat Sharing (real-time DDoS botnet reporting)
• Library of every DDoS (make public)

• 10x Reduce DDoS Mitigation Cost and Increase Scale 
• Take advantage of existing router silicon (multiple vendors)
• Crawling data + Botnet Data + Compiler + Netconf / Flowspec
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10K+ attacks from commercial booters and collaborating Nokia customers
Library of DDoS Attacks 2021 - Present
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Possible to block all DDoS on Routers (multiple vendors)
Netconf / Flowspec Mitigation Performance



24

Possible to block all DDoS on Routers (multiple vendors)
Netconf / Flowspec Mitigation Performance

100% mitigation
< 1% false positive

10k DDoS library 
samples filtered on 
aggregation router 
programmed via 
Netconf




