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Joint Work

- Meta

- FullCtl

- Cloudflare
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- Google



- Previous Work

- Present State

- Solution

- Proof-of-Concept

- Future Work

Agenda



Peering, Before

- Coordinated over email

- Multiple emails exchanged per request



Peering, Now



Peering API Goals and Requirements

- Machine-to-Machine Configuration

○ Reduce human time spent configuring peering

○ Improve network latency

- Security Requirement

○ PeeringDB OAuth support



Peering API Demo

- V0 (Public Peering)

○ /auth

○ /list_locations

○ /add_sessions

○ /get_status



Peering API Demo

- Proof-of-Concept: List Peering Locations
- GET: https://autopeer.as13335.net/v0/list_locations?location_type={type}&asn={asn}

GET Locations:

With:
{

"asn": 32934,

"location_type": "PUBLIC"

}

To:

https://autopeer.as13335.net/v0/list_lo

cations?location_type=PUBLIC&asn=13335

Reply:

200: {
'items': [

{
'id': 'pdb:ix:2130',
'type': 'PUBLIC'

}
], 
'requestId':'b300478a-5b27-489e-8239-bd940382851b', 
'error': None

}



Peering API Demo

- Proof-of-Concept: Make a Request

- POST https://autopeer.as13335.net/v0/add_sessions
POST
[

{

'local_asn': 32934, 

'local_ip': '1.1.1.1', 

'peer_asn': 13335, 

'peer_ip': '2.2.2.2', 

'location': {

'id': 'pdb:ix:158', 

'type': 'PUBLIC'

}

}

]

Reply: 200 OK
json: {

'sessions': [
{

'localAsn': 32934, 
'localIp': '1.1.1.1', 
'peerAsn': 13335, 
'peerIp': '2.2.2.2',
'peerType': '', 
'md5': '', 
'location':{

'id': 'pdb:ix:158', 
'type':'PUBLIC'

}, 
'status': '', 
'uuid': ''

}
],
'requestId':'b300478a-5b27-489e-8239-bd940382851b', 'error': None

}



Peering API Demo

- Proof-of-Concept: Get Request Status
- GET: https://autopeer.as13335.net/v0/get_status?asn={asn}&request_id={id}

GET Request Status:

To:

https://autopeer.as13335.net/v0/get_status?a

sn=13335&request_id=b300478a-5b27-489e-8239-

bd940382851b

Reply: 200 OK
json: {

'sessions': [
{

'localAsn': 13335, 
'localIp': '38.32.60.90', 
'peerAsn': 32934, 
'peerIp': '27.111.228.65',
'peerType': '', 
'md5': '', 
'location': {

'name': 'pdb:ix:158', 
'type':'PUBLIC'

}, 
'status': 'Configured',
'uuid': ''

}
],
'requestId':'b300478a-5b27-489e-8239-bd940382851b',
'error': None

}



Peering API, Future

- Proof of concept

- Keep it simple

- Establish definitions



Peering API, Future

- Security Concerns

○ PeeringDB OAuth

○ Additional Checks



Peering API, Future

- PNI Connections

○ Add PNI

○ Augment PNI

○ Configurable PNI options

○ Remove peer



Peering API, Future

- Query Peer Status

○ Query connection status

○ Query private peering parameters

○ Query for maintenance



Check it out!

https://github.com/grizz/autopeer

https://github.com/grizz/autopeer


Questions?



Message Diagram

Meta PeeringDB Peer

Sends request for 
auth code

Replies back with 
auth code

Send auth code to 
Meta

Request URL for login
Sends back URL



Message Diagram

Meta PeeringDB Peer

Send auth code to 
Meta

Exchange auth 
code for token

Send token back to 
Meta

Meta sends OK 
back to peer



Message Diagram

Meta PeeringDB Peer

QUERY peering 
locations (peer type, 
asn, auth code)

Meta replies
LIST locations for peering

ADD IX PEER
(peer ASN, FIDs for 
peering, notifications 
yes/no)

Meta replies back:
200 (peering locations, 
request ID)
4xx (various rejections)



Message Diagram

Meta PeeringDB Peer

Meta replies back:
200 (peering locations, 
request ID)
4xx (various rejections)

If 200, Peer sends
QUERY request 
status
(request ID, auth 
code)

Meta replies with 
responses:
200 Configured (peer 
asn, fids, list of sessions)
404 bad request ID
202 waiting
20x waiting for peer to 
configure. Peer continues to 

send QUERY 
requests until both 
sides report peering 
complete


