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ISOC - Network Resources
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ISOC - Network Connectivity
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RADb – HOW/WHY ????
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The Problem
Network operators must publicly document their intended routing announcements 
in the appropriate RIR routing registry, RADb or an RADb-mirrored IRR. This 
includes ASNs and IP prefixes originating on their own networks, as well as the 
networks for which they provide transit services.

BUT – neither these prefixes belongs to AS38790 (or ever originated by) nor 
these objects were created by us.



Reminder – Its an honor
System:
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IRR eco-system outside RIR jurisdiction 
is based entirely on trust
• There is no system to validation whether 

these objects are legitimate
• Lack of reliability of data because of stale 

objects



Lets Investigate!
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We decided to find out who is updating these objects in 
RADb
There were just too many ways to investigate the IRR 
data, we (Max Stucchi, Amreesh Phokeer, Aftab 
Siddiqui) decided to do the following
• Compare RIR delegation file with RADb – (this work)
• Compare data between RIR’s IRRdb vs RADb and 

ALTDB 
• All data is publicly available for further review

http://103.162.143.30/route-check/data/



Data - Snapshot
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All route objects are in the JSON format 
for easy parsing.



ARIN Resource Status
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There are 4 – Status types
• Status 1 – There are objects for “Exact” allocation size and for “More Specifics”

• Status 2 – There are objects only for “Exact” allocation size, no “More Specifics”

• Status 3 – There are objects only for “More Specifics”

• Status 4 – There are no objects (neither “Exact” match nor “More Specifics”)

ARIN Resource Status v4 and v6



APNIC Resource Status
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• As per the APNIC delegation file 
1.0.4.0/22 was allocated in 20110412.

• In RADb, there are 4 route objects of 
“Exact” match

http://ftp.apnic.net/apnic/stats/apnic/delegated-apnic-latest
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First look at non-problematic data



ARIN IPv4 Resource Status
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ARIN IPv4 Resource Status
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ARIN IPv4 Resource Status
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ARIN IPv4 Resource Status
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ARIN IPv4 Resource Status
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ARIN IPv4 Resource Status
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Now, Lets look at the problematic data
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Route Objects with Unique Origin AS
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Route Objects with Unique Origin AS [range 8 – 10]
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Route Objects with Unique Origin AS [range 8 – 10]
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Route Objects with Bogon Origin AS
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Private, Available and Reserved ASN in the ARIN delegation file.



Route Objects with 
Bogon Origin AS
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How many route objects matches routes?
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Total Route Objects Total Routes (RIS) Total Matches
Series1 357667 915443 5402

0

100000

200000

300000

400000

500000

600000

700000

800000

900000

1000000

O
bj
ec
ts
/R
ou
te
s

Comparison



That’s not bad!!!
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So, what is the problem? 
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• IRR data allows you to make informed routing decisions

• RPKI uptake is still not good enough to replace IRR

• Yes, we still need IRR, but not the unauthenticated ones

• Incorrect data in RADb means routing security loophole

• There are just too many incorrect/stale objects to clean up in 3rd party IRR db

https://observatory.manrs.org/#/history



So, what is the solution? 
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• Avoid using external databases like RADb and ALTDB. Stick to the RIR 
Internet routing registry services.

• Legacy resources holders must be allowed by RIRs to use IRR services to 
avoid using 3rd party IRR db

• Any operator running local IRR db must not sync with 3rd party IRR db

• Encourage operators to use RPKI (create ROAs – drop invalids)

• RIRs should offer user-friendly ways (like APIs) for updating IRR database 
records.

• Remove any bureaucratic obstacles preventing legacy resource holders from 
using RPKI.

• Will you be interested in getting monthly reports of your resources?
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Please help us identify more data points
http://103.162.143.30/route-check/data/

Kindly fill up this survey on 
“Why do you use 3rd party IRR db” 

<link>



Thank you.

manrs.org

Thank you.

manrs.org


