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Cloudflare Radar



Cloudflare Radar

● Public Internet “weather station”
● Internet traffic trends
● Attacks, anomalies
● Technologies trends and insights
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Plans ahead

https://radar.cloudflare.com/ 

https://radar.cloudflare.com/


All Types of Stats and Comparisons

● Traffic volume trends
● Mobile vs. desktop
● Bot vs. human
● Per-country, per-ASN breakdowns
● Adoptions

● IPv4 vs. IPv6
● HTTP /1 vs. /2 vs. /3
● HTTP vs. HTTPS
● TLS 1.2 vs. 1.3 vs. QUIC

● Top browsers and user agents
● …
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● DDoS attack volume
● UDP vs. TCP
● DDoS vs. WAF
● Sources/destination countries
● Layer-7 attacks
● Distribution of network layer attacks

● SYN, SSDP, ACK… floods
● DNS, NTP amplification

● …

Traffic and usage trends Security & attacks



Network Qualities and Outages

● Internet Quality Index (IQI): https://radar.cloudflare.com/quality 
● Bandwidth, latency, DNS response time
● Jitter, upload/download speed

● Outage center: https://radar.cloudflare.com/outage-center 
● Curated Internet outages at country/ASN level
● Automated traffic anomalies
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Plans ahead

https://radar.cloudflare.com/quality
https://radar.cloudflare.com/outage-center


Routing Information 
Now on Radar Too!



Radar routing page
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Radar routing page

https://radar.cloudflare.com/routing 

https://radar.cloudflare.com/routing


Routing statistics

● Count of prefixes
● Count of prefix-origin pairs
● IPv4/v6 prefixes ratio
● RPKI status ratio

● Valid, invalid, unknown
● Available for 

● Global
● Country
● ASN
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Radar routing page



Routing anomalies

● Multiple types of anomalies
● Route leaks
● BGP hijacks
● RPKI invalid MOASes

● Details page for each 
detected event
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Radar routing page



Prefixes and Connectivity

● Announced prefixes
● With visibility
● RPKI status

● Connectivity
● Upstream
● Downstream
● Peer
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Radar routing page



Country page

● Routing statistics
● ASes registered

● Searchable by ASN or 
name

● Routing anomalies for AS 
registered in a given country
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Radar routing page



Accessible via
Website, APIs, and 
Notifications



Free for All, API Available

● Radar website is built entirely on publicly available APIs
● Freely accessible for all Cloudflare registered accounts

● Not need to be paying customer
● https://developers.cloudflare.com/api 

● EVERYTHING on Cloudflare Radar website is under creative 
commons license
● Images/embeds CC BY 4.0
● API access or data downloads  -> CC BY-NC 4.0
● Details about licensing at 

https://radar.cloudflare.com/about 
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Radar routing page

https://developers.cloudflare.com/api
https://radar.cloudflare.com/about


(NEW) Notifications
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Radar routing page

● Look for this icon
● You can subscribe to feed of detected 

anomalies and outages
● Emails
● Webhook (integrating to Slack for example)
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radar.cloudflare.com

Feedback: radar@cloudflare.com


