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Fighting DDoS at the Source

● Distributed denial of service (DDoS) 
attacks continue to plague the 
Internet.

● One of the most common forms of 
DDoS attack is the reflection attack.

● The attacker sends thousands of 
requests with “spoofed” source IP 
addresses.

Reflection attack



Addressing the problem
1. Secure internet devices from responding to UDP queries from the Internet

2. Eliminate spoofed traffic via technical means (BCP38)

3. Identify and engage networks originating spoofed traffic

Let’s talk about #3



For any suspicious spikes in 
packets to those selected UDP 
ports, investigate the source IPs 
of these packets coming from 
that customer.

Using NetFlow to traceback DDoS sources
A backbone provider uses a customized workflow to identify customer 
networks which are sending traffic in violation of BCP38.

Methodology boils down to two steps:

Find spikes of packets from 
customer networks to a large 
set of unique destination IP 
addresses using commonly 
abused UDP ports.
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Using NetFlow to traceback DDoS sources

Run a query that captures the following:

● Only traffic from an external source
● Only packets directed to commonly abused 

reflection ports.*
● Set metrics to

○ Packets/sec (not bps)
○ Unique number of destination IPs

● Group by device (to identify source interface)

* 19, 53, 123, 161, 389, 427, 1900, 3283, 3702, 10001, 10074, 11211, 37810, 32414
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Using NetFlow to traceback DDoS sources 1

Customer B is sending a large number of packets 
to a large number of unique destination IPs.

Strong evidence of a reflection attack.



Using NetFlow to traceback DDoS sources

Now we want to investigate the source IPs of 
these packets coming from that customer by 
running a query that captures the following:

● Only packets to abused UDP ports from the 
customer interface.

○ Group by source IP/ASN
○ Group by source port

● Still set metrics to
○ Packets/sec (not bps)
○ Unique number of destination IPs
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Using NetFlow to traceback DDoS sources

Question to ask yourself:
Do these source IP/ASNs make sense 
for this customer port in this location?
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Now the fun begins — contacting customers!

● Service providers could simply 
refer the traffic to the abuse team 
to take action (e.g. disconnect).

● Customer would just continue 
activity with another provider. 

● A service provider’s objective 
should be to get the customer’s 
netops team to understand the 
issue and address it.

A very time-consuming process:

1. Language barriers

2. Network engineers who are either 
overworked or poorly trained

3. Unfortunately, networking teams 
who are simply uninterested in 
fixing the problem

4. Other reasons…



Source: a certain cat at a cloud provider



Call to action

If you run a network 
that operates as a 

service provider, you 
have a responsibility 

to the rest of the 
Internet to actively 

look for and eliminate 
spoofed traffic. 

If contacted, you need 
tools in place to 
investigate and 

address the claims

Don’t want to be the 
one to complete 
someone’s anti-

spoofing response 
bingo card.

If your network is 
allowing spoofed 

traffic, someone is 
probably using your 

infrastructure to 
launch DDoS attacks 

against victims 
around the world.
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