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Routing 101: 
Border Gateway Protocol (BGP)

• Each network resource owner announces its IP prefixes to the rest of 
routers, so that they can learn the path towards the owner.


• However, it has NONE of security consideration such as authorization
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Resource PKI 
(Public Key Infrastructure)

• Public Key Infrastructure framework designed to secure Internet’s routing 
structure; specifically BGP (developed starting in 2008)


• Currently more than 50% of IP spaces are verifiable with RPKI 
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Resource PKI 
(Public Key Infrastructure)

• Public Key Infrastructure framework designed to secure Internet’s routing 
structure; specifically BGP (developed starting in 2008)


• Currently more than 50% of IP spaces are verifiable with RPKI 
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Route Origin Authorization vs.  
Route Origin Validation
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Route Origin Authorization vs.  
Route Origin Validation
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Resource owner needs to create an assertion 
(called ROA) and upload it to registry



Route Origin Authorization vs.  
Route Origin Validation
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Router needs to download ROAs and 
verify BGP announcements against them



Two questions

• How network operators use RPKI to “claim” their IP addresses?  
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Previous approaches (2)
• Crowd-source based spreadsheet managed by network operators 


• http://rpki.exposed



Previous approaches (3)

• Official blogpost, mailing list, and so on.



RoVista: Measuring and Understanding 
the ROV Status at Scale

• In-the-wild invalid prefixes


• Due to misconfigurations or attacks, 
0.5% of RPKI-covered BGP 
announcements are actually RPKI-
invalid


• What if we can measure whether an AS 
can reach these RPKI-invalid prefixes?
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RoVista: Measuring and Understanding 
the ROV Status at Scale

• IP-ID Side-channel technique, which allows to infer the connectivity 
between two hosts (e.g., whether one host can receive a packet from 
other host)


• Preliminaries 


• TCP three-way handshake


• IP-ID


• IP Source Spoofing
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IP-ID Side-Channel  
Preliminaries (2): IP-ID

• IP ID was first introduced by RFC 791


• originally designed to assist packet fragmentation and reassembly by 
assigning an unique identifier for each packet

• How to assign IPID?


• Global counter


• increments the IP-ID by 1 unit whenever it sends a new packet 
regardless of the destination IP address


• …



IP-ID Side-Channel 
“Can we measure the connectivity of two remote end hosts?”

A

B Observer

Can A receive a packet  
sent from B?
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ROV Detection
• Let’s apply IP-ID side-channel to “detecting ROV policy”


• When we find a host of which IP address is 
announced through RPKI-invalid prefix, we define 
them as “targets”
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announced through RPKI-invalid prefix, we define 
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• If a reflector can’t send packets to the target, it may 
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ROV Detection
• Let’s apply IP-ID side-channel to “detecting ROV policy”


• When we find a host of which IP address is 
announced through RPKI-invalid prefix, we define 
them as “targets”

• If a reflector can’t send packets to the target, it may 
indicate that such RPKI-invalid prefixes are being filtered

• If we find many reflectors in the same AS that can’t send 
packets to the target, it is highly likely due to their ROV 
policy 

• ROV Score: the percentage of filtered RPKI-invalid 
prefixes on an AS

Announcing RPKI-invalid prefix

Target

Reflector Measurement  
Client

SYN

SYN/ACK 

Spoofed 
SYN

RST

SYN+ACK

Outbound filtering

IP
-ID

 G
ro

w
th

 R
at

e

Time

Retransmission!

10X

10X

10X
10X

10X



RoVista  
Measurement Results

Measurement 
Period 12/24/2021 ~ now

# of ASes 31K

# of countries 231

 https://rovista.netsecurelab.org/



Cross-validation 
Comparison with the official sources

The list of ASes doing ROV The list of ASes not-doing ROV

They had enabled ROV in early 2018, but they retracted 
ROV because of the Juniper router issue in 2018 



Status Quo (1) 
% of “fully protected” ASes

• The percentage of ASes with 100% ROV scores is increasing over time: 19%


• The ASes with 100% ROV scores don't necessarily indicate ROV “deployment”.
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Status Quo (2) 
% of “Partially Protected” ASes 

• The percentage of ASes with higher than 0% ROV scores are also increasing: 79%
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Case-study:  
How Quickly RoVista Detect ROV impact?

• During our measurement period, we find two ASes (Orange and KPN) 
officially announced their ROV “deployment”
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1. Orange announced on June 27th, 2022  and 
RoVista detects the spike on June 6th, 2022 

2. KPN announced on March 16th, 2022 and  
RoVista detects the spike on March 14th, 2022. 



Case-Study: 
KPN: Collateral Benefits of ROV 
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In case of Orange, the scores of all of their 20 customers that we measure 
 jump to 100% simultaenously 



Limitation

• RoVista cannot measure the ROV protection score of IXPs since it is 
infeasible for us to find measurement nodes in IXPs.


• RoVista relies on hosts announcing RPKI-invalid prefixes using the public 
BGP collectors, thus may have a limited coverage.


• ROV protection score does not directly indicate the ROV “Deployment” 
status of the AS — thus 100% ROV score does not necessarily mean that 
the AS has deployed ROV (it may be due to their providers)



Summary for RoVista
• RoVista is a data-plane based methodology to measure the ROV status 

of network operators by using (1) in-the-wild RPKI-invalid prefixes and 
(2) IP-ID Side-channel technique.


• We are releasing our results at https://rovista.netsecurelab.org/ with 
APIs: please find your AS and contact us if discrepancies are found.


• The paper was published at Internet Measurement Conference (IMC’23)


• If you’re a network operator, not participated in the survey yet, please 
help us: https://www.surveymonkey.com/r/MANRSROVAdoptionSurvey



Thank you

• This research has been generously supported by NSF, Comcast 
Innovation Fund, and Google.


