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Recap - prefix filter list generation

Data sources - which source to use for prefix filtering

Authoritative sources - what data within that source to use

Trusted sources - how to choose the right source

Standard format - ensuring others can get your prefix data

Agenda

What can IP-Transit customers do to protect their service?



Prefix Filters



$ whois -T aut-num AS48918

aut-num:        AS48918

status:         ASSIGNED

Customer buys an ASN



$ whois -T route6 2a02:c98::/29

route6:         2a02:c98::/29

origin:         AS48918

Customer buys a prefix

Prefix "origin" set to customer's ASN



$ whois -T as-set AS48918:AS-GLOBALWAYS

as-set:         AS48918:AS-GLOBALWAYS

members:        AS48918

Customer adds ASN to their AS-SET



AS48918:AS-GLOBALWAYS

  ——> AS48918

       ——> 2a02:c98::/29

$ whois -h whois.ripe.net -T route6 -i origin AS48918

route6:         2a02:c98::/29

Customer AS-SET "tree"



Customer orders IP-Transit



$ whois -T as-set AS5405:AS-INTERDOTLINK

members:        AS48918:AS-GLOBALWAYS

Customer AS-SET added to our AS-SET



AS5405:AS-INTERDOTLINK

  ——> AS48918:AS-GLOBALWAYS

      ——> AS48918

          ——> 2a02:c98::/29

Customer prefix in our AS-SET "tree"



Use bgpq4 to probably get the customer prefixes,

then filter route advertisements:

$ bgpq4 -6 -F "%n/%l\n" AS48918:AS-GLOBALWAYS

2a02:c98::/29

CustomerInter.link

2a02:c98::/29

https://github.com/bgp/bgpq4


Customer orders

IP-Transit

Add their AS-SET

to our AS-SET

Our AS-cone/Prefix-

cone grows



source

http://ffden-2.phys.uaf.edu/webproj/211_fall_2020/Hunter_Keller/20440235425fbc23918d2a4/uploads/1/3/4/8/134809753/gravity_orig.jpg


Use irrtree to get an idea of the total number of prefixes in an AS-SET:

$ irrtree -4 -6 AS5405:AS-INTERDOTLINK
…

AS5405:AS-INTERDOTLINK (6607 ASNs, 46009 pfxs)

https://github.com/job/irrtree


source

https://thinksaveretire.com/wp-content/uploads/2019/01/money-memes-12.jpg


Data Sources



"Use bgpq4 to probably get the customer prefixes"

"Use irrtree to get an idea of the number of prefixes"

 

 

Why am I using the words "probably" and  "idea" ?

https://github.com/bgp/bgpq4
https://github.com/job/irrtree
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Problem Statement:

 

Where should I (as your transit provider) get this information from?

 

I need to get the name of you AS-SET → PeeringDB

I need to then get the AS-SET data → ?

https://www.peeringdb.com/


We need to query all of the IRR DBs to find customer prefix and ASN data
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AFRINIC
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ALTDB

BELL 
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CANARIE
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LEVEL3

NESTEGG
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NTTCOM

PANIX 

RADB

RIPE-NONAUTH

REACH

TC 

•

•

•

•

•

ARIN

LACNIC

NIC.MX

NIC.BR

RIPE

5x RIR operated IRR-DBs (+ delegations): And many more:

RIPE 87: Follow Up on a Common BCOP for the Use of IRR DB by IXP Route Servers

https://ripe87.ripe.net/wp-content/uploads/presentations/46-BCOP_IRRDBs_update_v1.pdf
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Solution:

We run local irrd servers

We mirror the other IRR DBs locally

We query our irrd servers

Customer data from all DBs is in one place

$ whois -h irr1-ber2-de 2a02:c98::/29

route6:         2a02:c98::/29

source:         RIPE

https://github.com/irrdnet/irrd
https://github.com/irrdnet/irrd


$ whois -h irr1-ber2-de AS-APPLE

as-set:         AS-APPLE

source:         RIPE
 

as-set:         AS-APPLE

source:         RADB

Customer/peer AS-SET in multiple IRR-DBs



$ irrtree -h irr1-ber2-de -4 -6 -l RIPE AS-APPLE

AS-APPLE (2 ASNs, 0 pfxs)

 +-- AS714 (0 pfxs)

 +-- AS6185 (0 pfxs)

$ irrtree -h irr1-ber2-de -4 -6 -l RADB AS-APPLE

AS-APPLE (2 ASNs, 244 pfxs)

 +-- AS714 (195 pfxs)

 +-- AS6185 (49 pfxs)

One AS-SET is empty!
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"AS-SET" squatting across IRR-DBs


​

Example, squatting AS-AMAZON

source

https://manrs.org/2022/12/why-network-operators-should-use-hierarchical-as-sets/




# 2024-03-07 11:59:38

sqlite> SELECT count(asn) FROM peeringdb_network WHERE irr_as_set LIKE '%::%';
2028

sqlite> SELECT count(asn) FROM peeringdb_network WHERE irr_as_set LIKE '%@%';
24

•

•

"::" is the dominant notation

RIPE::AS-EXAMPLE

AS-EXAMPLE@RIPE



Add an IRR-DB source to PeeringDB​

Tip!

AS-EXAMPLE

RIPE::AS-EXAMPLE



Authoritative Sources



$ whois -h whois.ripe.net AS-INTERDOTLINK

mnt-by:         INTERDOTLINK-MNT
 

$ whois -h whois.ripe.net AS5405:AS-INTERDOTLINK

mnt-by:         INTERDOTLINK-MNT

"AS-SET" squatting within IRR-DBs​



RIR Enforced Source

AFRINIC No  

APNIC Yes https://www.apnic.net/community/policy
/proposals/prop-151/

ARIN No 


LACNIC Yes Job did it

RIPE Yes https://www.ripe.net/ripe/mail/archives/
db-wg/2022-November/007680.html

RIRs enforcing heirarchical AS-SET names in their IRR-DBs

https://www.apnic.net/community/policy/proposals/prop-151/
https://www.ripe.net/ripe/mail/archives/db-wg/2022-November/007680.html




Create a hierarchical AS-SETs.

Update PeeringDB with.

Tip!

RIPE::AS-EXAMPLE

RIPE::AS64496:AS-EXAMPLE



Trusted Sources



Non-RIR DBs might have no authentication

# 2024-03-07 11:59:38

$ irr_dbs=$(sqlite3 peeringdb.sqlite3 "select irr_as_set from peeringdb_network
where irr_as_set like '%::AS%' AND irr_as_set NOT LIKE '% %';" | awk -F "::"
'{print $1}' | sort | uniq)

$ sqlite3 peeringdb.sqlite3 "select count(irr_as_set) from peeringdb_network
where irr_as_set like 'ALTDB::%' or irr_as_set like 'BBOI::%' or irr_as_set
like 'IDNIC::%' or irr_as_set like 'JPIRR::%' or irr_as_set like 'LEVEL3::%' or
irr_as_set like 'NTTCOM::%' or irr_as_set like 'RADB::%' or irr_as_set like
'TC::%';"

534



Move your AS-SET into one of 

the RIR maintained IRR-DBs 

Tip!



Standard Format



# 2024-03-07 11:59:38

sqlite> SELECT count(irr_as_set) FROM peeringdb_network WHERE irr_as_set LIKE "%,%";
5

sqlite> SELECT count(irr_as_set) FROM peeringdb_network WHERE irr_as_set LIKE "% %";
260

Multiple AS-SETs: Comma vs space in PeeringDB
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"-V6" to differentiate
RIPE::AS-TELIANET RIPE::AS-TELIANET-V6

 

"6" to differentiate
AS-GBXS AS-GBXS6

 

 

Two completely different AS-SETS
RADB::AS-PACNET RADB::AS-ANC
 

Different AS-SETs for customers and non-customers?
AS-NEXELLENT AS-NEXELLENT-CUST
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Route-Sets and AS-SETs
RS-FLRNET-CONNECTORS-V4

RS-FLRNET-CONNECTORS-V6

AS-FLRNET-AGGREGATE

 

IXP route servers have an AS-SET per LAN
AS-ECIX-BER AS-ECIX-DUS

AS-ECIX-FRA AS-ECIX-HAM

AS-ECIX-MUC

 

The same AS-SET with and without a database source
AS-ASPA@RIPE RIPE::AS-ASPA AS-ASPA



Consolidate your PeeringDB 

record to a single AS-SET

Tip!





Review
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Create a hierarchical AS-SET: "AS23456:AS-FOO"


​

Add a source to your AS-SET in PeeringDB: "RIPE::AS64496:AS-FOO"

Use a provider who honours these values!


​

Move your AS-SET into one of the RIR maintained IRR-DBs


​

Consolidate your PeeringDB record to a single AS-SET



Questions?

stefan@inter.link
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Create a hierarchical AS-SET: "AS23456:AS-FOO"


​

Add a source to your AS-SET in PeeringDB: "RIPE::AS64496:AS-FOO"

Use a provider who honours these values!


​

Move your AS-SET into one of the RIR maintained IRR-DBs


​

Consolidate your PeeringDB record to a single AS-SET


