
Getting Started with Network Automation
Welcome!

Please grab a white lab card from the front.
Use your own laptop.

Bonus: Bring the GitHub up ahead of time
https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-

automation 

https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation
https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation
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What is Network 
Automation?
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For the purposes of this tutorial…

“Network automation refers to 
the automation of a singular 

task or small number of closely 
related tasks.”

“Orchestration refers to the 
transformation of automated 
tasks into a larger workflow.”



What is Network Automation?
Example scenario: Upgrade of 800 Cisco Catalyst 2960Xs 



Challenges in Automation

Networks are unique. There is no One Size Fits All.

● Different device models and vendors have different 
configuration syntax.

● Methods available to interface with devices
○ Not all devices support NETCONF or RESTCONF.
○ Your vendor’s Complete Orchestration Solution™ is 

not guaranteed to support all current devices in 
your network.



Challenges in Automation

● Device state is not guaranteed to be consistent across 
platforms. (ex. Stack sizes, available space on disk)



How Do I Get Started?

● Pick one task and automate it. 
● Do not try to automate everything at once, or 

handle every use-case.
● Be ready to throw away work.

“All good ideas start out as bad ideas. That’s why it takes so long.”
- Steven Spielberg



How Do I Get Started?



If you’ve done enough Google searching about “network 
automation”, you’ve seen every buzzword and tool name under 
the sun.

Open-source vs. closed-source, paid vs. free, libraries, tools, 
programming languages…

We will focus only on Python, Python-based tools, connectivity 
methods, and structured data often used by Python.

How Do I Get Started?



Common Tools
It seems like there’s a bajillion?



Popular Frameworks
Python-Based

Tools and Libraries
Python-Based

Parsing
Can leverage with Python

❖ Ansible
❖ Nornir
❖ Salt
❖ .. and more

❖ Netmiko
❖ Paramiko
❖ NAPALM
❖ SuzieQ
❖ Junos PyEZ
❖ ncclient
❖ Scrapli
❖ .. and more

❖ Jinja2
❖ TextFSM
❖ CiscoConfParse
❖ Manual Parsing
❖ .. and more

Structured Data
Standardized Formats

❖ JSON
❖ YAML

❖ CSV
❖ XML

Connectivity
Depends on Device Support

❖ NETCONF (port 22/830)
❖ RESTCONF (port 443)
❖ CLI via SSH (port 22)

There’s a 
lot

Some things are standards and not 
specifically Python



Stand on the shoulders of giants
There are many, many tools out there already. 
We can choose the ones appropriate for our 

environment, and employ them.
Avoid home-grown solutions where possible.



Popular Frameworks
Python-Based

Tools and Libraries
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It’s just standards. Structured Data
Standardized Formats

❖ JSON
❖ YAML
❖ CSV
❖ XML



Popular Frameworks
Python-Based

Tools and Libraries
Python-Based

Parsing
Can leverage with Python

❖ Ansible
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Ways to Talk
● “CLI Scraping”, NETCONF, and RESTCONF are three common ways to get 

output of a command from a network device.

● CLI: Your code logs into a device as you would over SSH and sends your 
command.

● NETCONF: Your code sends a text payload, containing a command to a 
device via SSH over port 22 or 830.

● RESTCONF: Your code sends a web request to 
your device, such as a GET or POST request, that 
contains your command.

Connectivity
Depends on Device Support

❖ NETCONF (port 22/830)
❖ RESTCONF (port 443)
❖ CLI via SSH (port 22)



CLI Scraping (port 22)

Switch(config)# transport input ssh

output = connection.send_command("show switch")

Most familiar-looking



Switch(config)# rest api (and ip http secure-server, etc)

output = 
connection.get('https://ipaddr/restconf/data/Cisco-IOS-XE-switch:System/switches')

Response
Maybe still familiar

RESTCONF (port 443)

Request



Switch(config)# netconf-ssh (or netconf-yang)

output = connection.get(filter=('subtree', 'something like below'))

Probably least 
familiar, but RFC is 

from 2006

NETCONF (port 22 or 830)

Request Response



Common Tools: Part 2
Standards are neat, but where’s the actual Python stuff?



Connectivity
Depends on Device Support

❖ NETCONF (port 22/830)
❖ RESTCONF (port 443)
❖ CLI via SSH (port 22)

Structured Data
Standardized Formats

❖ JSON
❖ YAML

❖ CSV
❖ XML

Popular Frameworks
Python-Based

Tools and Libraries
Python-Based

Parsing
Can leverage with Python

❖ Ansible
❖ Nornir
❖ Salt
❖ .. and more

❖ Netmiko
❖ Paramiko
❖ NAPALM
❖ SuzieQ
❖ Junos PyEZ
❖ ncclient
❖ Scrapli
❖ .. and more

❖ Jinja2
❖ TextFSM
❖ CiscoConfParse
❖ Manual Parsing
❖ .. and more

UsesUses



Example from NAPALM Drivers



Python Libraries can use CLI OR an API like 
NETCONF or RESTCONF

CLI 
“Scraping”

API

NCClient
Junos PyEZ

PyEAPI
PyIOSXR (xml)

Netmiko
Paramiko

Ansible
Nornir

NAPALM
Scrapli



An Analogy



NetBox and Nautobot 
also have Nornir 

plugins for inventory

Frameworks are highly pluggable



Popular Frameworks
Python-Based

Tools and Libraries
Python-Based

Parsing
Can leverage with Python

❖ Ansible
❖ Nornir
❖ Salt
❖ .. and more

❖ Netmiko
❖ Paramiko
❖ NAPALM
❖ SuzieQ
❖ Junos PyEZ
❖ ncclient
❖ Scrapli
❖ .. and more

❖ Jinja2
❖ TextFSM
❖ CiscoConfParse
❖ Manual Parsing
❖ .. and more

Structured Data
Standardized Formats

❖ JSON
❖ YAML

❖ CSV
❖ XML

Connectivity
Depends on Device Support

❖ NETCONF (port 22/830)
❖ RESTCONF (port 443)
❖ CLI via SSH (port 22)

We are focusing on CLI Scraping
Any device with a CLI can 

support it (that’s right, your 10-
year uptime chassis too)



In a brownfield environment, understanding how CLI 
scraping works is an effective way to gain 

foundational understanding of network automation.

It is also the lowest common denominator in 
programmatic ways to interface with your devices.

We are stripping away some magic.



Lab Login and Preparation



Logging in to the Lab UNIX Machine

Open your favorite terminal!
● Mac and Linux: Use the built-in 

“Terminal” or your favorite terminal 
software.

● Windows: Use PuTTY or your favorite 
terminal software. 

● If you use Windows and do not have PuTTY:
○ Go to https://www.putty.org/ and click on the “Download PuTTY” link, OR
○ Go directly to: 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
○ Download the “64-bit x86” version and install.

https://www.putty.org/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html


Logging in to the Lab UNIX Machine

Refer to the small index card you received for port and credentials.

ssh clab@getting-started-workshop.ns.internet2.edu -p 2XX5



Downloading Lab Assets into your Lab

Go to:
https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation

Click on “Code” and copy the HTTPS link.

https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation


In your UNIX machine, run:

git clone https://github.internet2.edu/sbyrnes/2025-nanog93-
tutorial-automation.git

You should see output like below.

Downloading Lab Assets into your Lab

https://github.internet2.edu/sbyrnes/2024-lonisummit-workshop-automation.git
https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation
https://github.internet2.edu/sbyrnes/2025-nanog93-tutorial-automation
https://github.internet2.edu/sbyrnes/2024-lonisummit-workshop-automation.git


`cd` into your newly cloned “2025-nanog93-tutorial-automation” 
folder and see the contents with `ls`. It should look like so.

You can also run `tree` to get an idea of 
the lab structure.

(Disregard the `internal-lab-setup-assets` folder…)



Finally, install Poetry

Poetry is a Python package manager.

Out of the box, Python does not have the packages we need in 
order to run our scripts.

Notably: It does not have the Netmiko package, which we use to 
SSH into our devices in our Python scripts.



Install Poetry with:
curl -sSL https://install.python-poetry.org | python3 -

Then run:
export PATH="/home/clab/.local/bin:$PATH"

After this step, you 
should be able to 

run:
poetry --version



`cd` into the workshop folder, 
then run:
poetry install --no-root

This installs all the Python 
packages we need for this 
workshop, including Netmiko.

It knows what we need due to the 
“pyproject.toml” file in our folder.

Finally, install Poetry



Lab 1:
Reading Configuration and Operational 
Data



Disclaimer
We are going to look at a lot of code, and learn about 

network automation-related Python packages, but 
you are not expected to know or learn how to code.

You are also heavily encouraged to open these slides 
on your own computer as well, so you can follow along 

easier, catch up, or move ahead at your own speed.



Lab 1, Part 1: Netmiko

Netmiko is an open-source Python library 
that does the heavy lifting of talking to your 
network devices and giving you their output.

It is a CLI Scraping tool.

From the source: 
“Network automation to screen-scraping devices is primarily 
concerned with gathering output from show commands 
and with making configuration changes.”

https://github.com/ktbyers/netmiko 



Our First Script

● From our folder, `cd` into the `lab-1` folder
● Open with your favorite text editor: 

1_netmiko_lldp_neighbors_raw

(vim, nano, and emacs are available)



Our First Script

Input:
● Username
● Password
● Device Type (or 

platform)
● List of IPs
● A command to 

run

Output:
Prints the raw output 
that it sees on the 
router when the 
command is run



Our First Script

Using your lab card and 
your favorite terminal 
text editor:
 
1. Use “cisco_xr” as the 
device_type.

2.  Replace the “x” in the IP addresses with your lab number. The IP 
addresses should match what is on your card.

3.  Save and exit the script when you are finished.



Our First Script

Finally, run the script with:

poetry run python 1_netmiko_lldp_neighbors_raw.py



poetry run python 1_netmiko_lldp_neighbors_raw.py



Kinda cool, right?



But what is really happening?

Let’s enable Netmiko’s logging functionality and look for ourselves.
We can add these three logging-related lines to the top of the script, like 

so.

(You’re not required to actually do so, we’ll see things on the next slide)



Netmiko sends the 
command text

Netmiko sees its own 
command on the line

Netmiko determines that seeing 
“RP/0/RP0/CPU0:ciscoX#” means the 

device is idle. It is a baseline.

Netmiko shortly sees the 
output of its command

Netmiko sees the Prompt 
again and knows it is done.

Run again, then read 
‘debug.log’



Lab 1, Part 2: TextFSM

TextFSM is a templating framework for network devices, developed 
internally at Google.
https://github.com/google/textfsm 

Their description:
“Python module which implements a template based state machine for 
parsing semi-formatted text. Originally developed to allow programmatic 
access to information returned from the command line interface (CLI) of 
networking devices.”

A different description, from our friends at NetworkToCode:
“TextFSM is a tool to help make parsing cli commands more manageable.”

https://github.com/google/textfsm


TextFSM: Getting a little more complicated

Using TextFSM with TextFSM templates (created by us or the community, 
including NetworkToCode), can “auto-format” the raw output from a device 

into a standardized, computer-readable format.

Pictured: The 
computer-
readable format 
of “show ip int 
brief”. This is 
known as a 
Python 
Dictionary

Netmiko can use TextFSM, and makes it easy for us to leverage it! We just 
need to install the right packages. This has already been installed for you.



TextFSM: Someone already did the work

NetworkToCode collaborates with the open-source community to develop 
templates for different commands, platforms, and networking vendors.

https://github.com/networktocode/ntc-templates/tree/master/ntc_templates/templates 

https://github.com/networktocode/ntc-templates/tree/master/ntc_templates/templates


Our Second Script

Within the same `lab-1` folder… 
Open with your favorite text editor:  

2_netmiko_lldp_neighbors_textfsm.py



Our Second Script

Input (Same as last time):
● Username
● Password
● Device Type (or platform)
● List of IPs
● A command to run

Output:
Prints formatted output. 
Netmiko retrieves the 
same raw router output, 
but formats it through 
TextFSM before it returns 
it.



Our Second Script

This is the 
magic



“Once more, with feeling”

Using your lab card and your 
favorite terminal text editor, 
fill in the data just like we 
did in the first script.

Use “cisco_xr” as the 
device_type.

Save and exit the script when 
you are finished.

Our Second Script



Finally, run the script with:

poetry run python 2_netmiko_lldp_neighbors_textfsm.py

Our Second Script



poetry run python 2_netmiko_lldp_neighbors_textfsm.py



TextFSM: How did it know which template to use?

Netmiko takes the 
device_type and command 
statement and resolves it to 
a filename:

“cisco_xr_show_lldp_neigh
bors_detail.textfsm”



TextFSM: What does a “template” look like 
anyway?

https://github.com/networktocode/ntc-templates/blob/master/ntc_templates/templates/cisco_xr_show_lldp_neighbors_detail.textfsm

Answer: A little painful. But still familiar in some ways.



Goal met:
We extracted data 
from the network into 
a standardized format, 
JSON.

This is also considered 
a representation of 
Infrastructure as Code 
(IaC)

Let’s take it a step 
further. In the next lab, 
we will use this LLDP 
information to 
configure interface 
descriptions.



Lab 2:
Standardizing Configuration
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Lab 2, Part 1: Our Third Script
Committing configuration with Netmiko

From the top folder, `cd` into the `lab-2` 
folder.
Open with your favorite text editor:

3_netmiko_textfsm_update_description_to_lldp_neighbors.py



Our Third Script

This looks awfully familiar.

But if we scroll down…



Let’s remember what the output looks like and compare.

For this particular 
neighbor, the configuration 
variable will ultimately look 

like this:

Our Third Script



Same as the other two exercises, update the `hosts` variable at the 
top with your lab IPs.

Then, run the (really long named) script with:

poetry run python 
3_netmiko_textfsm_update_description_to_lldp_neighbors.py

Our Third Script





So far, we’ve learned what it looks like to:
1. [Lab 1, Part 1] Read raw operational data, like LLDP neighborship, with 

Netmiko
2. [Lab 1, Part 2] Read operational data as structured data, such as JSON, using 

Netmiko and TextFSM
3. [Lab 2, Part 1] Commit arbitrary configuration with Netmiko based off of 

LLDP neighbor data we found.

Finally, in [Lab 2, Part 2], we will learn to interpret interface 
configuration with a new tool (CiscoConfParse) and make 

changes based on logic.

Scenario: A campus DHCP server was re-IP’d and all IP helpers 
must be updated.



New Tool: What is CiscoConfParse?

Don’t let the name fool you – this works with more than just Cisco IOS (although 
we will only use it with our Cisco routers in the script.)

From the source:

Picture source: http://www.pennington.net/py/ciscoconfparse/intro.html#what-is-ciscoconfparse-
good-for 

http://www.pennington.net/py/ciscoconfparse/intro.html
http://www.pennington.net/py/ciscoconfparse/intro.html


One of the primary focuses of 
CiscoConfParse is modelling configuration 
as parents and children.

This is useful, because we can scan for 
parents like:

And look for children like:

Ex:

New Tool: What is CiscoConfParse?



Lab 2, Part 2: A campus DHCP server was re-IP’d and all IP helpers must 
be updated.

Your IT department has a centralized DHCP server that is used in 
the majority of user VLANs on campus.

This DHCP server has moved and is now routed from a new subnet.

The old IP helper, 10.2.3.4, now needs to be 192.168.100.100.
● Subnets that did not have the old IP helper should not have the 

new helper added.
● Other IP helpers must also be ignored.



Lab 2, Part 2: Our Fourth Script
Analyzing and manipulating configuration

From the top folder, `cd` into the `lab-2` folder

Open with your favorite text editor:
4_netmiko_ciscoconfparse_update_helper_addrs.py



[Shannon does a scrolling walkthrough of the 
fourth script at this point.]



The Real Magic



Lab 2, Part 2: Our Fourth Script
Analyzing and manipulating configuration

Before we go… you guessed it, update the information at 
the top of the script like so.



Lab 2, Part 2: Our Fourth Script
Analyzing and manipulating configuration

Then, run the script with:
poetry run python 

4_netmiko_ciscoconfparse_update_helper_addrs.py





Wrap Up
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What is Network Automation?

Network Automation refers to 
the automation of a singular 
task or small number of closely 
related tasks.

Orchestration refers to the 
transformation of automated 
tasks into a larger workflow.

All of our examples today fall 
into Network Automation.



Tooling

We focused on tools that perform, or 
help with, CLI Scraping.

● Netmiko for reading and writing to 
a device.

● TextFSM for formatting and 
standardizing raw output from 
devices.

● CiscoConfParse for analyzing raw 
Cisco-like configuration and 
understanding the relationships 
between different lines.

Remember this?



Ideas to take away

● Start with one thing, and automate it.
○ Ideally, make it the most boring, tedious task you have, especially if you 

have nervous engineers who need encouragement to embrace 
automation.

● Yes, your network is special.
○ Automate for the 70% that isn’t special.
○ Automate for the new infrastructure you bring into your network over 

time.
○ Use automation to standardize your network.

● Brownfield networks do not fit well into trainings, courses and workshops.
○ Instead, leverage the community around you to share knowledge, 

strategies, and solutions to everything that isn’t cookie cutter.



Bonus:

You can use scraped, non-
operational data to help with 
an initial population of your 

Source of Intent!

(Ask me about Source of Intent 
population)

(It’s a can of worms)

* I resisted a meme this long.



Thank you!
sbyrnes@internet2.edu


