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The challenge:

SMTP relies on IP connectivity for normal 
operation. Inter-planetary mail would necessarily 
include non-IP based circuits between isolated IP 

networks due to high latency and lack of 
continuous end to end links and routes.



Why Not IP?

l Delay - Latency Barrier 3 seconds round trip time.

l Disruption - Non-continuous end to end path.

l Application design generally unsuitable for Delay/Disruption

l Routing Challenges

l Can you dig it?



If not IP, what then? BP!
l RFC 9171 Bundle Protocol; designed for space networks.

l https://datatracker.ietf.org/doc/html/rfc9171

l BPv7 specified for LunaNet by NASA in most recent draft.

l https://www.nasa.gov/wp-content/uploads/2023/09/lunanet-interoperability-specification-v5-draft.pdf

l Great for robotic missions; human-centric uses are undeveloped.

l Uses ipn: naming scheme URI, not IP addressing.

l https://www.iana.org/assignments/uri-schemes/uri-schemes.xhtml#ipn-scheme-uri-allocator-identifiers

l IPN DNS RRTYPE allocated for node identifier portion of ipn: URI.



Wait, I want Internet!

Use cases for Other-Worldly IP Networks:

l Multiple Operators/Administrative Domains present

l DNS, Email, Web - Robust application layer.

l Existing base of skilled operators - familiar to users.

l NTP - Time Distribution 



Hybrid Network Solution

l IP Networks service Earth.

l Discrete, isolated IP Networks service other worlds.

l DTN relays data (not packets) through BP networks between worlds.

l Application Layer Gateways process IP<-->BP network integration.

l IPNXP – InterPlanetary Network Exchange Point



A tale of two roots...

l Per-world DNS Networks

l Same TLD zones, but different data on different worlds.

l Stub data in zones for off-world domains.

l No need to synchronize.  Allows local service everywhere.

l No DNS query transits the DTN.  No waiting for a reply!





One of these days, Alice… bang, 
zoom!  To the moon!

l Internet connected MTA sends mail to tom@base.moon.

l Uses MX record to identify appropriate Gateway MTA.

l Gateway MTA accepts mail for off-world destinations.

l Shim application accepts mail from MTA, sends to BPA.

l BPA accepts mail as bundle payload data, sends off-world.



The Eagle has landed.

l Destination BPA accepts bundles containing mail.

l Shim accepts mail from BPA, sends to Gateway MTA.

l Gateway MTA looks up base.moon MX in local DNS.

l MTA looks up IPv6 Address of base.moon MX in local DNS.

l MTA delivers mail to tom@base.moon via SMTP.



Great theory; does it work?

An air gapped simulation environment for development was necessary to prove functional operation of this 

architecture.

l Simulate terrestrial DNS root so .mars, .moon zones work.

l Simulate Mars DNS root so off-world and local DNS works.

l Simulate multi-hop BP space network.

l Customize MTA operation and write MTA/BPA shims.

l Simulate delay and path disruption in BP network.

l https://www.spacelypackets.com/uns.jpg



Temba, his eyes open!



Yes, it works...



...mostly :)

Prior to implementation of reliability and in-order delivery layer,               
DTPC (Delay Tolerant Payload Conditioning).

Source Image  Attachment 
received!



Rules of Acquisition

l Routers with onboard storage – BP “store and forward.”
l Terrestrial Gateway/cache services/servers.
l Lunar Orbital Relays.
l Lunar Surface optimized network infrastructure.
l Lunar Surface cache/content servers – pure data warehousing.
l Optical deep space network capacity – LCOT.
l IP Application porting/protocol updates.  
l Bundle Protocol Agent development/features.
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Temporal Prime Directive

l Planning horizon – start now.  
l Design for application interoperability with terrestrial Internet, 

isolated Internet, and BP network architecture.
l New services require new/additional specialized infrastructure.
l Space agencies plan based on accepted standards/solutions of 

today for missions 5-10 years from now.
l Existing space networks over-subscribed, capacity required to 

support planned missions.



Live long and prosper.

Contact info:
l scott@spacelypackets.com

For more information:
l RFC 9171 current BP spec.
l DTN WG of IETF
l IPNSIG Academy -->

mailto:scott@spacelypackets.com

