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Problem: IPv6-Only Client, IPv4-Only Server

2001:db8:1::1

katzen.example.net
192.0.2.250

Internet
IPv6-only network

DNS

Router

katzen.example.net: AAAA ??

no such name AAAA katzen.example.net 

http://www.examplenet
http://www.examplenet


Solution: NAT64 + DNS64

2001:db8:1::1

katzen.example.net
192.0.2.250

IPv4-only network
IPv6-only network

DNS64

katzen.example.net: AAAA ??

katzen.example.net: 64:ff9b::192.0.2.250

IPv6 packet to 
64:ff9b::192.0.2.250

IPv4 packet to 
192.0.2.250

IPv6 = 64:ff9b:: + IPv4

NAT64

NAT64 prefix

http://www.examplenet
http://www.examplenet


“Do not let us mistake 
necessary evils for good.”

C. S. Lewis



Failure Scenario: IPv4 Literals

2001:db8:1::1

katzen.example.net
192.0.2.250

DNS64

NAT64

conn, err := net.Dial("tcp", "192.0.2.250:443")

IPv6-only network

Internet



Failure Scenario: Not Asking for ‘AAAA’ 

2001:db8:1::1

katzen.example.net
192.0.2.250

DNS64

NAT64

katzen.example.net: A?

katzen.example.net A 192.0.2.250

IPv6-only network

IPv6 = 64:ff9b:: + IPv4

Internet

http://www.examplenet
http://www.examplenet


Failure Scenario: 3rd-party DNS

2001:db8:1::1

katzen.example.net
192.0.2.250

DNS64

NAT64

IPv6-only network

IPv6 = 64:ff9b:: + IPv4

Internet

Google
DNS

2001:4860:4860::8888

katzen.example.net: AAAA?

No such name: katzen.example.net AAAA

http://www.examplenet
http://www.examplenet


Failures: DNSSEC Validation
katzen.example.net

192.0.2.250

DNS64

NAT64

katzen.example.net: AAAA?
DO = 1, CD = 1

IPv6-only network

IPv6 = 64:ff9b:: + IPv4

Internet
No synthesis (validation would fail anyway)

http://www.examplenet


Solution: 464XLAT (RFC6877)

Internet

IPv6-only network

IPv6 packet to 
64:ff9b::192.0.2.250

IPv4 packet to 
192.0.2.250

IPv6 = 64:ff9b:: + IPv4
     NAT64 prefix

IPv4-only application

192.0.2.250

Customer-side 
translator (clat)

NAT64 Prefix: 64:ff9::/96

IPv4 packet 
to 192.0.2.250 NAT64

IPv6-only host



The Importance of Knowing NAT64 Prefix
● Key elements of 464XLAT:

○ Provider-side translator (PLAT, NAT64): network edge

○ Customer-side translator (CLAT): IPv6-only clients

● PLAT and CLAT must use the same NAT64 prefix

○ Well-known prefix: 64:ff9b::/64

○ Can be network-specific



Example: MacOS 13+ in IPv6-only Mode

How does the host obtain the prefix?





Google public DNS

ripemtg DNS64



RFC7050: What Could Possibly Go Wrong?



What Else Could Possibly Go Wrong? 

Local resolver



RFC7050: Other Issues

● Stack initialization delay:

At least 1 RTT is required to discover the prefix

● No way to signal the prefix change:

The prefix is used until the AAAA TTL expired



Another Way to Discover the Prefix

Include PREF64 into Router Advertisements, RFC8781 (April 2020)

Router Advertisements contain all info to configure the network stack:
● Default gateway address
● /64 prefix(es) to configure addresses
● DNS servers

https://datatracker.ietf.org/doc/rfc8781/


RFC7050 (ipv4only.arpa.) RFC8781 
(PREF64 in RA)

Security

Compatibility 
with 3-rd party 

resolvers

Initialization 
Speed

Prefix Change 
Flexibility

Fate sharing with 
IPv6 config

Any resolvers 
can be used

No delay

Instant prefix 
change

DNS response
can be spoofed

Clients MUST use 
network-provided 
resolvers 

1 RTT to the DNS

Controlled by 
the AAAA TTL 



Deployment Recommendations

Operators of IPv6-only networks:

Provide PREF64 in RA (and DNS64 for the time being…)

Operators of IPv6-Mostly networks (DHCPv4 Option 108, RFC8925):

Provide PREF64 in RA (DNS64 is optional)

Developers:

Implement PREF64 support instead of resolving ipv4only.arpa



https://datatracker.ietf.org/doc/draft-ietf-v6ops-prefer8781/

HTTPS://XKCD.COM/927/

https://datatracker.ietf.org/doc/draft-ietf-v6ops-prefer8781/
https://xkcd.com/927


QUESTIONS?
COMMENTS?


