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Agenda

« How eBPF changes the pace of innovation
« Real-world Applications

* Katran Layer 4 Load Balancer (L4LB)

* Cilium Networking for Kubernetes
 Alook at eBPF beyond networking
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A eBPF

Makes the OS kernel
programmable in a

secure and efficient
way.

“‘What JavaScript is to
the browser, eBPF s to
the Linux Kernel”

“UNANOG

<|> Process

execve(‘

::::::::::ZiggSGLE;F)F:

\ A

Linux
Kernel

SEC("fexit/__x64_sys_execve")
int BPF_PROG(fexit_execve, struct filename *name,
const char *const _ argv, const char *const

___envp)
{
struct comm event event = {
.pid = bpf get current pid tgid() >>32,
.type = TYPE RETURN,
bi

sizeof (event.comm)) ;
events, BPF F CURRENT CPU

izeof (event)) ;

bpf get current comm(&event.comm,

bpf perf event output (ctx,
event,

return 9;



Why & eBPF ?
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Before eBPF

Application Developer:

i want this new feature
to observe my app

1year later...

i'm done. The upstream
kernel now supports this.

OK! Just give me a year to convince
the entire community that this is
good for everyone.

Hey kernel developer! Please add
this new feature to the Linux
kernel

<)
_

But i need this in > year later...

my Linux distro OK but my requirements

Good news. Our Linux
have changed since...

distribution now ships a
kernel with your required
feature

R




After eBPF

Application Developer: eBPF Developer:

i want this new feature OK! The kernel can't do this so let
to observe my app me quickly solve this with eBPF.

A couple of days later...

Here is a release of our eBPF project that has this feature
now. BTW, you don't have to reboot your machine.

TUNANOG




Long Innovation

Cycle

e -Go | | HeBPF

Rapid Innovation
Cycle

TUNANOG

Long innovation cycle results in
need to predict use cases or stick
to providing building blocks

Programmability allows to
continuously adapt to changing
requirements and innovate

quickly



How does &eBPF work?

Language - Runtime

UNANOG



eBPF Language

' eBPF :
E Program ""’ Program

clang -target bpf

=GO ® C

cilium/ebpf libbpf-rs « redbpf « Aya libbpf
Rust C.C++

RFC 9669 BPF Instruction Set Architecture (ISA)
Multiple SDKs and Compilers exist to get to eBPF bytecode

TUNANOG



eBPF Runtime

Process [ Process ]
- K
bpf() =:mgram sendmsg() érecvmsg()
| Syscall . | Syscall |
> W eBPF
Y \
X O | &hesPF Verifier | Sockets )
> C a'oved
4" eBPF TCP/IP
E GL) == Program [ ]
— \/ == Program [ Network Device ]

(#HesPF JIT Compiler |

The runtime accepts bytecode, verifies it, just-in-time
compiles it, and runs it at the requested hook point.

TUNANOG
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eBPF Platform

Secure

Runtime
verification

Program Signing

Efficient

JIT compilation
Embedded in OS

Per-CPU data
structures

Portable

Generic Bytecode

Data Type
Discovery

Stable API to OS

TUNANOG
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Where is eBPF used today?

JA\ Adobe

Wnat Makes a Good Multi-
tenant Kubernetes Solution

VIDEO 1 - VIDEO 2

apital T

Building a Secure and
Maintainable Paa$

WATCH VIDEO

P I A

ect888 uses Cillum as their
CNIand for load balancing

READ BL0G

Home furnishings retailer
uses Cilum for their self-
hosted bare-metal private
cloud

WATCH VIDEO

Snapp!

Snapp uses Cillum for its on
premise Openshift clusters

sproutfi

Sproutfi uses Cilum as the
CNIonits GKE based
clusters

CJAlibaba Cloud

Building High-Performance
Cloud Native Pod Networks

READ BLOG

Eenan

Cloud Native Networking
with eBPF

WATCH VIDEO

FORMS

Form3 is using Cillum in
their production clusters
(self-hosted, bare-metal,
private cloud)

WATCH VIDEO

MASMOV'L

Scaling a Multi-Tenant
Kubernetes Clusters in a
Telco

WATCH VIDEO

£3 solo.io

Gillum is part of Solo.io's
Gloo Application Networking
platform

@ SUPERORBITAL

Superorbital uses Clium in
their customer
engagements

aws

AWS picks Cillum for
Networking & Security on
EKS Anywhere

READ BLOG

Datadog is using Ciium in
AWS (self-hosted k8s)

VIDEO - USER STORY

& GitLab

Bell

Bell uses Cilium and eBPF
for telco networking

VIDEO 1 - VIDEO 2

#) DigitalOcean

Managed Kubernetes: 1.5
Years of Cillum Usage at
DigitalOcean

WATCH VIDEO

Google

ne»:iot

Nexxiot using Cilium as the
NI plugin on EKS for its loT
saas

READ USER STORY

sky

©BPF & Cillum at Sky

WATCH VIDEO

[ Melenion Inc

asthe

lium for

Policies in Action with Cilium

vioEo

<O> Meltwater

Meltwater is using Cilium in
AWS on self-hosted multi-
tenant k8s clusters as the
NI plugin

WATCH VIDEO

@ SPHERITY

‘Spherity uses Cilium on
AWS EKS for CNI, Hubble,
and network policies.

TAILOR
BRANDS

Tailor Brands uses Cllium in
their EKS clusters

Google Kubernetes Engine
(GKE) networking

5L0G - VIDEO

MOBILAB

Mobilabs uses Cillum as the
CNi for their internal cloud

READ BLOG

sp@rtradar
Sportradar s using Gilum

as their main CNI plugin in
AWS (using kops)

T Systems

TS uses Cllum for it's Open
Sovereign Cloud product

(CNi for its on-premise
production clusters.

overstock.com

Overstock uses Cilum as.
their CNIfor self hosted bar
metal clusters

G sovaient

Cillum is the platform that
powers Isovalent's
enterprise networking,
observabilty, and security
solutions

Kubermatie uses Cilum as
the CNI for its Kubernetes
installer and platform

5 KUBERMATIC

PostFinances

PostFinance is using Cillum
as their CNI for all mission
eritical, on premise kBs
clusters

CASE STUDY - VIDEO

sky BET

‘Skybet uses Cilium as their
Y

READ BLOG

MUX

self-

S&P Global

8P Global uses Cillum as
its CNI

WATCH VIDEO

Ehe New York Times.
The New York Times uses
Gillam on EKS for multi-

region mult-tenant shared

clusters

READ USER STORY

myfitnesspal

hosted clusters in GCP and
AWS to run its video
streaming/analytics
platorms.

affic

SEezuaMcz

Seznam.cz uses Cilium for
Layer 4 Load Balancing with

5LOG - VIDEO

Trip.com

Trip.com uses Cillum both
on premise and in AWS.

BLOG1 - BLOG2 - VIDEO

/%) Northflank

Northflank

switch

Ustitch uses Cilum
Clustermesh for multi
cluster networking

Utmoste

Utmost s using Cilium in all
ters of its Kubernetes.
ecosystem to implement
210 trust networking

<@®> VSHN

VSHN uses Cillum for multi-
tenant networking on
APPUIO Cloud

=

Building a Global Multi
Cluster Gaming
Infrastructure with Cilum

oop— T———— [p— o=
©AccukNox \ACOS A @) ArangoDB . ayedo
for operstes
netwark visiity and man CN pluginfor el Citum coud
deployments na mu Gikom

h! ByteDance

CAN@NICAL

tenant cloud environment

CIVo

b conite

i
on AWS and GKE

‘Azure, AWS and bare metal

their CNI for self-hosted
Kubernetes clusters

distribution microk8s uses.

the CNI option for Civo
it for their

QPalantir @ PLAID @ PlanetScale A radiofrance

Patantic s using Cium a5 Plaid uses Ci o as

weic inAws insel- thir slf hosted clusters on Cilum as their main ONI
(sef hostea s) plattorm hosted Kubermetes on AWS plugin forse hosted

JUM_

JUMO uses Ciium as the
NI plugin for all of their
AWS-hosted EKS clusters.

€4 KUBESPHERE

KubeKey s an open-source
lightweight tool for
deploying Kubernetes
clusters and addons

KRYPTOS LOGIC

asthe

R Kube-oN
©

CNIfor their on-prem
Kubernetes clusters

<'REPLY

Liquid Reply is a consulting
firm that uses Cilum in
client projects

enhance the CNI service
performance, security and
monitoring

MagicLeap<

Magic Leap uses Hubble for
observabilty

@ Scaleway

Scaleway uses Cillum as
the default CNI for
Kubernetes Kapsule

ungleich”

ungleich uses Cilum for
1Pv6-only Kubernetes
deployments

clusters

SCHUBERG
PHILIS

Civo Kubernetes clusters.

SAcd

SAP uses Cillum for projects
across AWS, Azure, GCP,
and Openstack

@ SIMPLE

Cognite
CNI plugin for industrial
DataOps

© Sapian

Sapian uses Ciium as the
default CNI in their product
DialBox Cloud for low.

environments on the edge

smile

as the CNI for mission
critical Kubernetes clusters
they run for their customers

yahoo/

Yahoo s using Ciium for L4
North-South Load Balancing
for Kubernetes Services

default CNI for EKS

Gillum in self hosted
clusters vSphere and EC2
for manufacturing

12



Real World Applications

Networking in the Data Center

TUNANOG
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Katran: Layer 4 Load Balancer

— ~_ 2| KRatran
_—— | |  Layer4LB

Z SRS

ll'Fll Layer 7 LB
Top of Rack

github.com/facebookincubator/katran 14

TUNANOG



https://github.com/facebookincubator/katran

Load Balancing Challenges

e Performance: High CPU with IP Virtual Server (IPVS)

o So, run dedicated instances (new deployment challenges)

o Difficult to manage a fair balance of Layer 4, Layer 7 LB
e Availability
o Adjusting for incident or planned outage

e Management
o Kernel changes to adjust algorithm

TUNANOG
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How eBPF enabled Katran

Performance

Reduce the cost
per packet by
using XDP

Deploy both L4
and L7 on the
same hosts

Availability

Explore newer
algorithms, mix
of algorithms
Consistent

Hashing
(Maglev)

Management

Dynamically
update without
reboot

lterate more
quickly on
solutions

TUNANOCG
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XDP: eXpress Data Plane

« Programmable layer in the network driver
* |Inspired by Intel Data Plane Development Kit (DPDK)
« Minimize the CPU instructions executed per packet
« Avoid unnecessary memory allocations, copies

« Don't assume all packets reach a local application
« Default path: Pass through

« Support one-armed routers, firewall, denial of service

 Define network behavior using eBPF

TUNANOG
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Load Balancing at Meta

CPU Idle

Baseline;
e |PVS

Packets/s

Katran:

e cBPF runtime
e XDP attach

TUNANOG

source: https://www.facebook.com/atscaleevents/videos/networking-scale-2018-layer-4-load-balancing-at-facebook/2090080137931746/

18



https://www.facebook.com/atscaleevents/videos/networking-scale-2018-layer-4-load-balancing-at-facebook/2090080137931746/

Cilium

e Networking & Load-Balancing
Container Network Interface (CNI)
Kubernetes Services

Multi-cluster

Virtual Machine Gateway

O O O O

e Network Security
o Network Policy
o ldentity-based
o Encryption

e Observability
o Metrics
o Flow Visibility
o Service Dependency

TUNANOG
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Networking for Cloud Native Apps

Kubernetes API
Server

Worker Node ;

App App Cilium
Pod Pod Pod

Declarative Intent
e Nodes, Pods

e Network Policies

e Services, Endpoints

Synchronize intent to workers

Connectivity (IPAM, routing)
External connectivity
Service-based Load Balancing
ldentity-aware Network policy
Flow visibility & metrics
Transparent Encryption

Multi-cluster Routing & Security
20



Rough Numbers

e XO deployments per minute
e Xx00 workloads per node

e Xx,000 nodes per cluster

e Xx0,000 services

e Xx00,000 containers

TUNANOG
21



Optimizing Linux Networking

Load Balancing

Avoid linear
iteration for
Virtual IP
resolution

Per connection
rather than per
packet LB

TUNANOCG

Routing

Skip costly
upper stack
operations

Query native
Linux routing
verdict from

kernel tables

Scheduling

Optimize packet
handover
between logical
networks

Participate in

packet departure
scheduling (EDT)

22



Limitations in Virtual Ethernet

e Observation:; Containers
slower than the base host

o |nefficient scheduling can
have a big impact

o What if we try a'"run to
completion" model?

o Combine with other
optimizations - Early
Departure Time (EDT)
scheduling; BIG TCP etc.

TUNANOG

Pod with veth: \

__napi_poll § | newidle_ba.. M
[eturxuaetionm | pick_next_ta.. [
__do_softirq __schedule ‘

' smpboot_thread_fn

kthread

retfrom_fork L.
ksoftirqd/0 e

Deferral to
ksoftirqd

23


https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf

Netkit driver ]

e 100GIB single stream TCP @ 8K MTU |
e Meta: P99 Reduction from 12s to O.1s [

@ VETHTONETKIT

NETKIT ONLY
__dev_queue_.. | L.
Remains in process

_bpf_redirect
context all the way,

skb_do_redirect
netkit_xmit —— 2
‘dev_hard_star.. leading to better process
m scheduler decisions.
(—ip_finish_out..

lip_finish_output

ip_output

ip_local_out

_ip_queue_x

| _tep_transmit_skb

‘tep_write xmit | |||
_tcp_push_pending_..
tppush ot
tcp_sendmsg_locked

tcp_sendmsg
inet_sendmsg

NETKIT
do_syscall_64
| ||| entry_SYSCALL_64_after_hwframe

ENABLED
M _send

sources: .
https:/fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-program

S
L 2 N A N O G mable-network-device/slides/238327/An_Introd_TgFgOaU.pdf
https:/static.sched.com/hosted files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf



https://fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-programmable-network-device/slides/238327/An_Introd_TgFgOaU.pdf
https://fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-programmable-network-device/slides/238327/An_Introd_TgFgOaU.pdf
https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf

eBPF Beyond Networking

Active areas of development

TUNANOG
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eBPF Use Cases

Microsoft Proposes "Hornet" Security Module For The Linux Kernel

Written by Michael Larabel in Microsoft on 21 March 2025 at 02:21 PM EDT. 28 Comments Using sched ext to improve frame rates
Microsoft's newest open-source contribution to the Linux kernel being proposed is... on the SteamDeck
Hornet, a Linux security module (LSM) for providing signature verification of eBPF .
B Microsoft | programs. Ideas behind the LAVD scheduler
I
ftrace Probe Ty
‘ g tetragon bpftrace Probe Types
) g’ f Dynamic Tracing tracepoint: Static Tracing syscalls hardware:
ext4 ) sock / sched cpu-cycles
Operating System / t§5k instructions
uprobe: Applications / i%gnal branch-*
. imer frontend-*
MITRE | ATT&CK uze tpi:gi System Librarie; / workqueue backend-*
Boci3. 5 _ System Call Interface / [4 CPU l
Tetragon - Dec 12, 2024 1 VFS Sockets ¥ ST Interconnect cPU | bus
Telemetry to Tactics: Tetragon kprobe: File Systems TCP/UDP S e 1
Through the Lens of the MITRE kretprobe: Volume Manager IP Virtual <—— vmscan Memory
ATT&CK Framework Block Device Interface Ethernet 4 Memory writeback Bus
Use the MITRE ATT&CK framework to transform the / DR DL / -
/ ~. DRAM
deep telemetry from Tetragon into clear, actionable jbd2 / f net irg
insights about adversary behavior, block scsi skb
cache-*
By Paul Arah BEGIN software: cpu-clock  page-faults profile:
< END cs migrations minor-faults interval:
| ™ major-faults
B’ N A N O G Special Events Timed Events




Cross-Platform Standardization

¥+ Datatracker Groups Documents ¥ Meetings ¥ Other ¥ User ~
1 ETF

BPF/eBPF (bpf)

WG Name BPF/eBPF
Acronym bpf
Area Internet Area (int),
State
Charter

Document dependencies

Additional resources

eBPF for Windows s,

Tech Advisors
Mailing list Address

To subscribe

Archive

Room address

https://datatracker.ietf.org/wg/bpf/about

27
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ﬁeBPF Foundation

Platinum

&ROWDSTRIKE Go gle G 'sovf}wl;ﬁf'ﬂ

ooveta  NETFLIX

Silver

¥ bATADOG Int el@

VNANOG https:/febpf.foundation __



eBPF Foundation Announces $250,000 in
Grant Awards for Five eBPF Academic
Research Projects

By Dan Brown August 29, 2024 7 min read

Projects will advance eBPF's open source technology by improving scalability,
static analysis, verifier, virtual memory and more

UNANOG

https://ebpf.foundation/ebpf-foundation-announces-250000-in-grant-awards-for-five-ebpf-academic-research-projects 29



eBPF is unlocking systems innovation
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ISOVALENT

%y cBPF

Get Started Today
ebpf.io
ebpf.io/slack



