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Agenda
• How eBPF changes the pace of innovation
• Real-world Applications

• Katran Layer 4 Load Balancer (L4LB)
• Cilium Networking for Kubernetes

• A look at eBPF beyond networking
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SEC("fexit/__x64_sys_execve")
int BPF_PROG(fexit_execve, struct filename *name,
            const char *const __argv, const char *const 
__envp)
{
    struct comm_event event = {
        .pid = bpf_get_current_pid_tgid() >> 32,
        .type = TYPE_RETURN,
    };

    bpf_get_current_comm(&event.comm, sizeof(event.comm));
    bpf_perf_event_output(ctx, events, BPF_F_CURRENT_CPU,

  event, sizeof(event));

    return 0;
}

Makes the OS kernel 
programmable in a 
secure and efficient 
way.

“What JavaScript is to 
the browser, eBPF is to 
the Linux Kernel”
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Why             ?
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Before eBPF
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After eBPF
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Long innovation cycle results in 
need to predict use cases or stick 
to providing building blocks

Long Innovation 
Cycle

Rapid Innovation 
Cycle

Programmability allows to 
continuously adapt to changing 
requirements and innovate 
quickly
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How does             work?
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Language • Runtime



eBPF Language

cilium/ebpf libbpf-rs • redbpf • Aya
Rust

libbpf
C • C++

RFC 9669 BPF Instruction Set Architecture (ISA)
Multiple SDKs and Compilers exist to get to eBPF bytecode
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eBPF Runtime

The runtime accepts bytecode, verifies it, just-in-time 
compiles it, and runs it at the requested hook point.
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eBPF Platform
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Secure

Runtime 
verification
Program Signing

Portable

Generic Bytecode
Data Type 
Discovery
Stable API to OS

Efficient

JIT compilation
Embedded in OS
Per-CPU data 
structures



…

Where is eBPF used today?
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Real World Applications
Networking in the Data Center
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Edge

Top of Rack

Layer 4 LB

Layer 7 LB

Layer 7 LB

github.com/facebookincubator/katran

Katran: Layer 4 Load Balancer

https://github.com/facebookincubator/katran


Load Balancing Challenges
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● Performance: High CPU with IP Virtual Server (IPVS)
○ So, run dedicated instances (new deployment challenges)
○ Difficult to manage a fair balance of Layer 4, Layer 7 LB

● Availability
○ Adjusting for incident or planned outage

● Management
○ Kernel changes to adjust algorithm



How eBPF enabled Katran
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Performance

Reduce the cost 
per packet by 
using XDP
Deploy both L4 
and L7 on the 
same hosts

Management

Dynamically 
update without 
reboot
Iterate more 
quickly on 
solutions

Availability

Explore newer 
algorithms, mix 
of algorithms
Consistent 
Hashing 
(Maglev)



XDP: eXpress Data Plane
• Programmable layer in the network driver

• Inspired by Intel Data Plane Development Kit (DPDK)
• Minimize the CPU instructions executed per packet
• Avoid unnecessary memory allocations, copies

• Don't assume all packets reach a local application
• Default path: Pass through
• Support one-armed routers, firewall, denial of service

• Define network behavior using eBPF
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Baseline:
● IPVS

Katran:
● eBPF runtime
● XDP attach

Load Balancing at Meta

18source: https://www.facebook.com/atscaleevents/videos/networking-scale-2018-layer-4-load-balancing-at-facebook/2090080137931746/ 

3x
packet

rate

7x
fewer
cycles

https://www.facebook.com/atscaleevents/videos/networking-scale-2018-layer-4-load-balancing-at-facebook/2090080137931746/


● Networking & Load-Balancing
○ Container Network Interface (CNI)
○ Kubernetes Services
○ Multi-cluster
○ Virtual Machine Gateway

● Network Security
○ Network Policy
○ Identity-based
○ Encryption

● Observability
○ Metrics
○ Flow Visibility
○ Service Dependency

Cilium
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Networking for Cloud Native Apps
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Cilium 
Pod

App
Pod

     Worker Node

Kubernetes API 
Server

eBPF

Declarative Intent
● Nodes, Pods
● Network Policies
● Services, Endpoints

Synchronize intent to workers
● Connectivity (IPAM, routing)
● External connectivity
● Service-based Load Balancing
● Identity-aware Network policy 
● Flow visibility & metrics
● Transparent Encryption
● Multi-cluster Routing & Security  

App
Pod



Rough Numbers
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● x0 deployments per minute
● x00 workloads per node
● x,000 nodes per cluster
● x0,000 services
● x00,000 containers



Optimizing Linux Networking
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Load Balancing

Avoid linear 
iteration for 
Virtual IP 
resolution
Per connection 
rather than per 
packet LB

Scheduling

Optimize packet 
handover 
between logical 
networks
Participate in 
packet departure 
scheduling (EDT)

Routing

Skip costly 
upper stack 
operations
Query native 
Linux routing 
verdict from 
kernel tables



Limitations in Virtual Ethernet
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● Observation: Containers 
slower than the base host
○ Inefficient scheduling can 

have a big impact
○ What if we try a "run to 

completion" model?
○ Combine with other 

optimizations - Early 
Departure Time (EDT) 
scheduling; BIG TCP etc.

source: 
https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf 

https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf
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Netkit driver

sources: 
https://fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-program
mable-network-device/slides/238327/An_Introd_TgFgOaU.pdf 
https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf 

● 100GiB single stream TCP @ 8K MTU
● Meta: P99 Reduction from 12s to 0.1s

https://fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-programmable-network-device/slides/238327/An_Introd_TgFgOaU.pdf
https://fosdem.org/2025/events/attachments/fosdem-2025-4045-an-introduction-to-netkit-the-bpf-programmable-network-device/slides/238327/An_Introd_TgFgOaU.pdf
https://static.sched.com/hosted_files/kccncna2023/b9/Borkmann-Turning-Up-Performance-To-11.pdf


eBPF Beyond Networking
Active areas of development
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eBPF Use Cases
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Cross-Platform Standardization
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eBPF for Windows

https://datatracker.ietf.org/wg/bpf/about
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https://ebpf.foundation



Projects will advance eBPF's open source technology by improving scalability, 
static analysis, verifier, virtual memory and more

29https://ebpf.foundation/ebpf-foundation-announces-250000-in-grant-awards-for-five-ebpf-academic-research-projects



eBPF is unlocking systems innovation
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Get Started Today
ebpf.io

ebpf.io/slack


