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Improving the Resilience of Cable Networks Through RPKI

All Dutch govt networks to use RPKI to prevent BGP hijacking

April 9, 2023 11:21 AM 0
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MediaRelations@fcc.gov

For Immediate Release

FCC CHAIRWOMAN PROPOSES INTERNET ROUTING SECURITY
REPORTING REQUIREMENTS

Broadband Providers Would Need BGP Security Plans and Largest Providers Would
File Quarterly Reports

WASHINGTON, May 15, 2024—FCC Chairwoman Jessica Rosenworcel today proposed
requiring the largest broadband providers to file confidential reports on Border Gateway Protocol
(BGP) security so the FCC and its national security partners can for the first time collect more up-
to-date information about this critical internet routing intersection. BGP is the technology used
for routing information through the physical and digital infrastructure of the internet.
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Research Questions

* How can we support the RPKI adoption processes to
reach higher levels of adoption?

 What are the barriers?
* What approaches have been successful?

* How to target efforts?



Methodology



Methodology
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Methodology

- Semi-structured interviews:  + Measurement study:
13 network operators Combining BGP, WHOIS, IP
substantially involved in RPKI delegation and RIR specific

decision-making. data.
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The Technology Adoption Perspective

> 50%

2.5%

Innovators
Early i
Adopters Early Majority : Late Majority Laggards
13.5% 34% i 34% 16%

RPKI in Late Majority phase!
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RPKI Adoption is not uniform

Why?

%%%Q 8.0.0.0/8

Size IP delegation
complexity
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IP resource management ROAs [...] is because of the years and

years of IP allocation and poor record
keeping. And then that's a big challenge.”
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Four key areas for RPKI adoption...

‘Just because you're a routing Jockey
doesn't mean you're familiar with RPKI.
| had to educate some people that it's not

ot going to knock some people off the network.”
‘,'__I Awareness and training
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IP resource management

@ Software tools for RPKI

Q. Tooling for routing monitoring and incident
Investigation
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Four key areas for RPKI adoption...

e
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IP resource management “l was doing presentations and

education of upper
‘,lj Awareness and training management to get their buy-in.”

@ Software tools for RPKI

Q. Tooling for routing monitoring and incident
Investigation

11



Four key areas for RPKI adoption...

T IP resource management ‘So [...] how do you teach people about
\ NANOG that don't know about

o NANOG? [...] How do you reach out to
s, ] Awareness and training Joe's Bait & Tackle Internet service ?”

@ Software tools for RPKI

Q. Tooling for routing monitoring and incident
Investigation

12
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Four key areas for RPKI adoption...
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The Role of RIRs in RPKI Adoption

Cecilia Testart! and Josephine Wolff?
IP resource management g it of Tk

August 2025

Abstract

| | |
Awa re n e S S a n d tral n I n g Recognizing the relevance of securing inter-domain routing to protect traffic flows in the

Internet, the Internet Engineering Task Force (IETF) standardized the Resource Public Key
Infrastructure (RPKI), a framework to provide networks with a system to cryptographically
validate routing data. Despite many obstacles, RPKI has emerged as the consensus to improve
routing security and currently about 50% of routed IP address blocks are part of the system.
The Regional Internet Registries (RIRs) are in charge of allocating address space in five different
geographical zones and play a crucial role in RPKI: they are the roots of trust of the crypto-
graphic system and provide the infrastructure to host RPKI certificates and keys for the Internet
resources allocated in their region. Organizations and networks wanting to issue RPKI records
O Wa re O O S O r for their address space need to follow the process from the RIR that delegated their address

space. In this paper, we analyze the RIRs’ implementation of RPKI infrastructure from the

Tooling for routing monitoring and incident
Investigation

... wWhere RIRs play a pivotal role
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https://faculty.cc.gatech.edu/~ctestart8/publications/RIRsRoleInRPKIAdoption.pdf
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ROA Planning example

1. Who can issue ROAs?

2. Are there more specific
prefixed being routed?

3. Are there other
organizations involved?

Prefix Origin ASN

208.186.48.0/20 AS21541

_~ Allstream Business US, LLC

=208.186.56.0/24 —  AS21542
=208.186.62.0/24 —  AS21543
30rigin ASNs = 3 ROAs!!

/" > 101Netlink

ROA planning ca be complex due to
multiple factors!
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ROA Planning example

Prefix Origin ASN
1. Who can issue ROASs? 173.211.80.0/21 AS22773
-~ Colocation America Corporation
2. Are there more specific =173.211.80.0/24 —  AS19437
prefixed being routed? =173.211.81.0/24 —-  AS396356
7 70riginASNs = 7 ROAs!

3. Are there other

organizations involved? | _~ Internet Utilities NA LLC

ROA planning ca be complex due to
multiple factors!

16
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ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Rec;g;gend APl Access

Search by IP Prefix

173.211.80.0/21 m

https://ru-rpki-ready.iss.cc.gatech.edu/

About

18



Are you RPKI ready?

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Recsgn:\r;end API Access About

Search by IP Prefix

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Prefix Information

PREFIX: ORIGIN ASN:
173.211.80.0/21 A822773
RPKI STATUS: RPKI ISSUING AUTHORITY:
NOTFOUND Colocation America Corporation
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE:
Internet Utilities NA LLC REALLOCATION
ALLOCATION STATUS: RIR:
ALLOCATION ARIN

RPKI CERTIFICATE:
655CA0CCA891023FC50BC68B1C3F67D850017084

TAGS:

ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (6):

173.211.80.0/24 173.211.81.0/24  173.211.82.0/23 173.211.85.0/24  173.211.86.0/24  173.211.87.0/24




Are you RPKI ready?

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Recsgn:\r;end API Access About

Search by IP Prefix

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Prefix Information

PREFIX: ORIGIN ASN:
173.211.80.0/21 AS22773

RPKI STATUS: RPKI ISSUING AUTHORITY:

NOTEOUND , Colocation America Corporation ?,

CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE:
Internet Utilities NA LLC REALLOCATION
ALLOCATION STATUS: RIR:
ALLOCATION ARIN

RPKI CERTIFICATE:
655CA0CCA891023FC50BC68B1C3F67D850017084

TAGS:

ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (6):

173.211.80.0/24 173.211.81.0/24  173.211.82.0/23 173.211.85.0/24  173.211.86.0/24  173.211.87.0/24




Are you RPKI ready?

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Recggn;‘r;end API Access About

Search by IP Prefix

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Prefix Information

PREFIX: ORIGIN ASN:
173.211.80.0/21 AS22773

RPKI STATUS: RPKI ISSUING AUTHORITY:

NOTEOUND , Colocation America Corporation ?,

CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE:
Internet Utilities NA LLC REALLOCATION
ALLOCATION STATUS: RIR:
ALLOCATION ARIN

RPKI CERTIFICATE:
655CA0CCA891023FC50BC68B1C3F67D850017084

TAGS:

ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (6):




Are you RPKI ready?

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Recgz)n;\r;end API Access About

Search by IP Prefix

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Prefix Information

PREFIX: ORIGIN ASN:
173.211.80.0/21 AS22773

RPKI STATUS: RPKI ISSUING AUTHORITY:

NOTEOUND , Colocation America Corporation ?,

CUSTOMER ORGANIZATION: ‘ CUSTOMER ALLOCATION TYPE:
Internet Utilities NA LLC \, REALLOCATION

ALLOCATION STATUS: RIR:

ALLOCATION ARIN

RPKI CERTIFICATE:
655CA0CCA891023FC50BC68B1C3F67D850017084

TAGS:

ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (6):




Recommended ROAs

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization RecsgAn;end API Access About

Recommend ROAs

@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

v Origin ASN: AS19437

v Origin ASN: AS396356

v Origin ASN: AS33490

v Origin ASN: AS29802

v Origin ASN: AS199925

v Origin ASN: AS51082

v Origin ASN: AS22773

PREFIX

173.211.80.0/24

PREFIX

173.211.81.0/24

PREFIX

173.211.82.0/23

PREFIX

173.211.85.0/24

PREFIX

173.211.86.0/24

PREFIX

173.211.87.0/24

PREFIX

173.211.80.0/21

Recommended ROAs - Minimal (Grouped
by Origin ASN)

Total: 7 ROAs grouped into 7 Origin ASNs

MAX LENGTH

24

MAX LENGTH

24

MAX LENGTH

23

MAX LENGTH

24

MAX LENGTH

24

MAX LENGTH

24

MAX LENGTH

21

Download JSON

(1 ROA)

(1 ROA)

(1 ROA)

(1ROA)

(1 ROA)

(1 ROA)

(1 ROA)

20



Recommended ROAs

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization RecsgAn;end API Access About

Recommend ROAs

@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Recommended ROAs - Minimal (Grouped
»
by Origin ASN)

Total: 7 ROAs grouped into 7 Origin ASNs

v Origin ASN: AS19437

PREFIX MAX LENGTH

173.211.80.0/24 24
¥ Origin ASN: AS396356 (1 ROA)
PREFIX MAX LENGTH
173.211.81.0/24 24

v Origin ASN: AS33490 (1 ROA)

PREFIX MAX LENGTH

173.211.82.0/23 23

v Origin ASN: AS29802 (1 ROA)

PREFIX MAX LENGTH

173.211.85.0/24 24

¥ Origin ASN: AS199925 (1 ROA)

PREFIX MAX LENGTH

173.211.86.0/24 24

v Origin ASN: AS51082 (1 ROA)

PREFIX MAX LENGTH

173.211.87.0/24 24

v Origin ASN: AS22773 (1 ROA)

PREFIX MAX LENGTH

173.211.80.0/21 21

20



Recommended ROAs

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization RecsgArr;end API Access

Recommend ROAs

@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs

173.211.80.0/21

About

v Origin ASN: AS33490

v Origin ASN: AS29802

PREFIX

173.211.81.0/24

PREFIX

173.211.82.0/23

PREFIX

173.211.85.0/24

PREFIX

173.211.86.0/24

PREFIX

173.211.87.0/24

Recommended ROAs - Minimal (Grouped
by Origin ASN)

Total: 7 ROAs grouped into 7 Origin ASNs

MAX LENGTH

24

MAX LENGTH

23

MAX LENGTH

24

MAX LENGTH

24

MAX LENGTH

Download JSON

v Origin ASN: AS396356 (1 ROA)

(1 ROA)

(1ROA)

¥ Origin ASN: AS199925 (1 ROA)

(1 ROA)

(1 ROA)




Search by Origin ASN

Search by ASN

ASN Information

ASN: ORGANIZATION: ORG ID:
22773 Cox Communications Inc. CXA-ARIN

ROA COVER (PREFIX): ROA COVER (ADDRESS): TOTAL PREFIXES:
96.91% 96.18% 6199

Prefixes originated by the ASN

CUSTOMER
RPKI RPKI ISSUING CUSTOMER
PREFIX RIR ALLOCATION RPKI CERTIFICATE
STATUS AUTHORITY ORGANIZATION(S)
TYPE(S)

Cox

98173120/24 ARIN VALID Communications N/A N/A C72E9901927544C7EF035D39BCBE
Inc
Cox

209.242.138.0/24 ARIN VALID Communications N/A N/A C72E9901927544C7EF035D39BCBE
Inc

https://ru-rpki-ready.iss.cc.gatech.edu/



Search by Origin ASN

Search by ASN

ASN Information

ASN: ORGANIZATION: ORG ID:
22773 Cox Communications Inc. CXA-ARIN

1 ROA COVER (PREFIX): ROA COVER (ADDRESS): TOTAL PREFIXES:

§ 96.91% 96.18% 6199

I _ - - 5 . = N - a o - . - . . . = N _~. -} . T -

Prefixes originated by the ASN

CUSTOMER
RPKI RPKI ISSUING CUSTOMER
PREFIX RIR ALLOCATION RPKI CERTIFICATE
STATUS AUTHORITY ORGANIZATION(S)
TYPE(S)

Cox

98173120/24 ARIN VALID Communications N/A N/A C72E9901927544C7EF035D39BCBE
Inc
Cox

209.242.138.0/24 ARIN VALID Communications N/A N/A C72E9901927544C7EF035D39BCBE
Inc

https://ru-rpki-ready.iss.cc.gatech.edu/



Search by Origin ASN

Search by ASN

ASN Information

ASN: ORGANIZATION: ORG ID:

22773 Cox Communications Inc. CXA-ARIN

~ S g 2 < \C S g 2 < N gor— g I s g 2 < > SR E g 2 < AT R
S PN = TRy e - ML PN ST, 8 =R B B e = N e e s

| ROA COVER (PREFIX): ROA COVER (ADDRESS): TOTAL PREFIXES:
f 96.91% 96.18% 6199

I _ - - 5 . = N - . o - . - . . . = N _~. -} . T -

Prefixes originated by the ASN

CUSTOMER
RPKI RPKI ISSUING CUSTOMER
PREFIX RIR ALLOCATION RPKI CERTIFICATE
STATUS AUTHORITY ORGANIZATION(S) TYPE(S)

¥ - s < J S g s < J S g s < Y S = J S g 2 < J S g 2 < @ S g 2 < Y S = \@ 52l g 2 < \@ 52l Y S = @ Sl o

Cox u
98.173.12.0/24 ARIN VALID Communications N/A N/A C72E9901927544C7EFO35D39BCBE §

. Cox 3
¥ 209.242.138.0/24 ARIN VALID Communications N/A N/A C72E9901927544C7EF035D39BCBE |

. s e N

e

hps: r-re.is.cc.at.edu




PREFIX

195.64.121.0/24

RIR

RIPE

RIPE

RIPE

RIPE

RIPE

AFRINIC

ARIN

ARIN

ARIN

ARIN

RPKI STATUS A

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID,MORE-
SPECIFIC

NOTFOUND

NOTFOUND

NOTFOUND

RPKI ISSUING
AUTHORITY

Chiron Software

Cox

City of Norfolk,
__ Virginia

SeaSpace
Corporation

CUSTOMER
CUSTOMER
ALLOCATION
ORGANIZATION(S)
TYPE(S)
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
BOLDYN-RHODE-
ISLAND-COLLEGE- REASSIGNMENT
24
N/A N/A
N/A N/A

Find information for routes missing ROAs

RPKI CERTIFICATE

60FCD55B9130858D8EAS583C0987DADO(

60FCD55B9130858D8EAS583C0987DADO(

510B419F0C17B4C8BE217F64388D268D

60FCD55B9130858D8EAS583C0987DADO(

1BA51AOBCOFOAFEBBFG6D5D927FETF981¢

25D63EO8EABE7CFAG785D4C1D6D34116

C72E9901927544C7EFO035D39BCBE17F0

OBEBFC67373D77621542953FAEG1DD56

N/A

N/A

https://ru-rpki-ready.iss.cc.gatech.edu/



Recommended ROASs to cover route

CUSTOMER
RPKI ISSUING CUSTOMER
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S) TYPE(S)

204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A




Recommended ROASs to cover route

CUSTOMER
RPKI ISSUING CUSTOMER
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

Prefix Search ASN Search Organization Recsgprgend API Access About

Search by IP Prefix

204.236.32.0/19 =S

Prefix Information

PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY:
204.236.32.0119 AS22773 NOTFOUND City of Tulsa
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:
N/A N/A ALLOCATION ARIN

RPKI CERTIFICATE:
N/A

TAGS:
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA

ROUTED SUBPREFIXES (3):

204.236.32.0/20 204.236.60.0/22  204.236.63.0/24




Recommended ROASs to cover route

CUSTOMER
RPKI ISSUING CUSTOMER
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

Prefix Search ASN Search Organization Recsgwprgend API Access About

Search by IP Prefix

204 .236.32.0/19

Prefix Information

PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY:
204.236.32.0119 AS22773 NOTFOUND City of Tulsa
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:
N/A N/A ALLOCATION ARIN

o = < @ S g s < @ 52 g s < N S @ \g 52l g 2 < \ S g 2 < @ =

RPKI CERTIFICATE:
N/A

TAGS:
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA

ROUTED SUBPREFIXES (3):




Recommended ROASs to cover route

CUSTOMER
RPKI ISSUING CUSTOMER
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

Prefix Search ASN Search Organization Recsgwprgend API Access About

Search by IP Prefix

204 .236.32.0/19

Prefix Information

PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY:

204.236.32.0/19 AS22773 NOTFOUND City of Tulsa

CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE:
N/A N/A

ALLOCATION STATUS:
ALLOCATION

RIR:
ARIN

RPKI CERTIFICATE:
N/A

TAGS:
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA

ROUTED SUBPREFIXES (3):




Recommended ROASs to cover route

RPKI ISSUING CUSTOMER CUSTOMER Recommend ROAs
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

204.236.32.0/19

Recommended ROAs - Minimal

. Grouped by Origin ASN
ASN Search Organization Rec;gn:;end API Access About ( p y g )

Total: 5 ROAs grouped into 2 Origin ASNs

Search by IP Prefix v Origin ASN: AS20097 (4 ROAS)
01.236.32-0/15
PREFIX MAX LENGTH
Prefix Information 20423632@/2@ 20
PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY: 204 .236.63.0/24 24
204.236.32.0/19 AS22773 NOTFOUND Cityof Tulsa
204.236.60.0/22 22
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:
N/A N/A ALLOCATION ARIN 204 .236.63.0/24 24

RPKI CERTIFICATE:

N/A v Origin ASN: AS22773 (1 ROA)
hes: PREFIX MAX LENGTH
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA
204.236.32.0/19 19
ROUTED SUBPREFIXES (3):
204.236.32.0/20  204.236.60.0/22 204.236.63.0/24
,,,,, . v v




Recommended ROASs to cover route

RPKI ISSUING CUSTOMER CUSTOMER Recommend ROAs
PREFIX RIR RPKI STATUS 4 ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs
204.236.32.0/19 ARIN ALY City of Tulsa N/A N/A N/A
204.236.32.0/19

- Recommended ROAs - Minimal
o G d by Oriain ASN Download JSON
roupe rigin
ASN Search Organization Rec;gnprgend API Access About ( p y g )
Total: 5 ROAs grouped into 2 Origin ASNs
Search by IP Prefix v Origin ASN: AS20097 (4 ROAS)
0423632 0/19 ey = AP S S o S e S PO IRV, ~ERDMPNTS .
PREFIX MAX LENGTH
Prefix Information 20423632@/2@ 20
PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY: 204 .236.63.0/24 24
204.236.32.0/19 AS22773 NOTFOUND CityofTulsa
204.236.60.0/22 22
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:

N/A N/A ALLOCATION ARIN 204.236.63.0/24 24

RPKI CERTIFICATE:

N/A " v Origin ASN: AS22773 (1ROA)
hes: PREFIX MAX LENGTH
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA
204.236.32.0/19 19
ROUTED SUBPREFIXES (3):
204.236.32.0/20  204.236.60.0/22 204.236.63.0/24
,,,,, . v v




Recommended ROASs to cover route

RPKI ISSUING CUSTOMER CUSTOMER Recommend ROAs
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

204.236.32.0/19

Recommended ROAs - Minimal

. Grouped by Origin ASN
ASN Search Organization Rec;gnprgend API Access About ( p y g )

Total: 5 ROAs grouped into 2 Origin ASNs

Search by IP Prefix v Origin ASN: AS20097 (4 ROAS)
o4 236.32.0/19 T TR I IR T T IR EEII I o™,
9 PREFIX MAX LENGTH
Prefix Information 204.236.32.0/20 20
PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY: ‘ 24
204.236.32.0/19 AS22773 NOTFOUND City of Tulsa

22
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:
N/A N/A ALLOCATION ARIN

RPKI CERTIFICATE:

N/A v Origin ASN: AS22773 (1 ROA)
hes: PREFIX MAX LENGTH
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA
204.236.32.0/19 19
ROUTED SUBPREFIXES (3):
204.236.32.0/20  204.236.60.0/22 204.236.63.0/24
,,,,, . v v




Recommended ROASs to cover route

RPKI ISSUING CUSTOMER CUSTOMER Recommend ROAs
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
@ Minimal ROAs (grouped by Origin ASN) @ Most-Specific ROAs
204.236.32.0/19 ARIN NOTFOUND City of Tulsa N/A N/A N/A

204.236.32.0/19

Recommended ROAs - Minimal

. Grouped by Origin ASN
ASN Search Organization Rec;gnprgend API Access About ( p y g )

Total: 5 ROAs grouped into 2 Origin ASNs

Search by IP Prefix v Origin ASN: AS20097 (4 ROAS)
o4 236.32.0/19 T TR I IR T T IR EEII I o™,
9 PREFIX MAX LENGTH
Prefix Information 204.236.32.0/20 20
PREFIX: ORIGIN ASN: RPKI STATUS: RPKI ISSUING AUTHORITY: ‘ 24
204.236.32.0/19 AS22773 NOTFOUND City of Tulsa

22
CUSTOMER ORGANIZATION: CUSTOMER ALLOCATION TYPE: ALLOCATION STATUS: RIR:
N/A N/A ALLOCATION ARIN

RPKI CERTIFICATE:

N/A v Origin ASN: AS22773 (1 ROA)
hes: PREFIX MAX LENGTH
ROA Not Found | Uncertified | Diff SKI pfx,ASN | Covering | Frag-Int | No ROA Org | Medium Org | (L)RSA
204.236.32.0/19 19
ROUTED SUBPREFIXES (3):
204.236.32.0/20  204.236.60.0/22 204.236.63.0/24
,,,,, . v v




PREFIX

195.64.121.0/24

154.207.0.0/19

RIR

RIPE

RIPE

RIPE

RIPE

RIPE

AFRINIC

ARIN

ARIN

ARIN

ARIN

RPKI STATUS A

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID,MORE-
SPECIFIC

NOTFOUND

NOTFOUND

NOTFOUND

RPKI ISSUING
AUTHORITY

Chiron Software

Cox

City of Norfolk,
. Virginia

SeaSpace
Corporation

CUSTOMER
CUSTOMER
ALLOCATION
ORGANIZATION(S)
TYPE(S)

N/A N/A

N/A N/A

N/A N/A

N/A N/A

N/A N/A

N/A N/A

N/A N/A
BOLDYN-RHODE-
ISLAND-COLLEGE- REASSIGNMENT

24

N/A N/A

N/A N/A

Find information for misconfigured ROASs too!

RPKI CERTIFICATE

60FCD55B9130858D8EA583C0987DADO(

60FCD55B9130858D8EA583C0987DADO(

510B419F0C17B4C8BE217F64388D268D

60FCD55B9130858D8EA583C0987DADO(

1BA5TAOBCOFOAFEBBF6D5D927FETFO81¢

25D63EO8SEABE7CFA6785D4C1D6D34116

C72E9901927544C7EFO035D39BCBE17F0O

OBEBFC67373D77621542953FAE61DD56

N/A

N/A

https://ru-rpki-ready.iss.cc.gatech.edu/



Find information for misconfigured ROASs too!

CUSTOMER
RPKI ISSUING CUSTOMER
PREFIX RIR RPKI STATUS A ALLOCATION RPKI CERTIFICATE
AUTHORITY ORGANIZATION(S)
TYPE(S)
k Chiron Software
¥ 195.64.121.0/24 RIPE INVALID LLC N/A N/A 60FCD55B9130858D8EA583C0987DADOC §
_______________________________________ ,
Chiron Software
195641200/24 RIPE INVALID LC N/A N/A 60FCD55B9130858D8EA583C0987DADO(
861051040/22 RIPE INVALID steel—aX|sLLC N/A N/A 510B419F0C17B4C8BE217F64388D268D
Chiron Software
195641230/24 RIPE INVALID LLC N/A N/A 60FCD55B9130858D8EA583C0987DADO(
2031681360/21 RIPE INVALID truwewLLC N/A N/A 1BA5TAOBCOFOAFEBBF6D5D927FETF981¢
Cloud Innovation
15420700/19 AFRINIC INVALID Ltd N/A N/A 25D63EO8EABE7CFAG6785D4C1D6D34116
Cox
INVALID,MORE- . . /
200157a900/40 ARIN SPECIFIC Communications N/A N/A C72E9901927544C7EF035D39BCBE17FO0
L
BOLDYN-RHODE-
Apogee Telecom
20951720/24 ARIN NOTFOUND Inc ISLAND-COLLEGE- REASSIGNMENT OBEBFC67373D77621542953FAEGT1DD56
,,,,,,,,,,,,,,,,,,,,,,,,, 24
City of Norfolk,
198.252.246.0/24 ARIN NOTFOUND N N/A N/A N/A
. Virginia
SeaSpace
192.150.113.0/24 ARIN NOTFOUND . N/A N/A N/A
----------------------------------------- Corporation

https://ru-rpki-ready.iss.cc.gatech.edu/



Invalid ROA to be fixed

Route Origin Authorization

$ rpki-client -vvf rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fh- 8799—ed30b9b.

File:

Hash identifier:
Subject key identifier:
Certificate issuer:
Certificate serial:

Authority key identifier:

Authority info access:
Subject info access:
Signing time:

ROA not before:

ROA not after:

asID:

IP address blocks:

Validation:
Signature path:

Signature path expires:

ifésib:‘“T*'"-'“”T ”"-'“395589””-‘~'”*77~*"-"}
- IP address blocks: 195.64.120.0/24 maxlen: 24 %

gxtTMluPb7DYJgy3wd@DpvfzwWM.roa (raw, json) : 195 . 64 . 121 . 0/24 maXIEn . 24

fBSORrpCcxHbEWQUD3mBXd@3agLj4TXtQErbhFsWy LM= 3
83:1B:53:32:5B:8F:6F:B0:D8:26:0C:B7:C1:DD:03:A6:F7:F3:C1:63

195.64.122.0/24 maxlen: 24 &

/CN=60fcd55b9130858d8ea583c0987dad00f614db39

019B7B367DE40CFEE290B361DOBAAAIBGE3E ) ‘\j 195.64.123.0/24 maxlen: 24 |

60:FC:D5:5B:91:30:85:8D:8E:A5:83:C0:98:7D:AD:00:F6:14 5

n

rsync://rpki.ripe.net/repository/DEFAULT/YPZVWSEwhY 38 Validation: 0K 3
rsync://rpki.ripe.net/repository/DEFAULT/3d 822 - - - L ; T — ; TR T—— TP rRrIT—— ; ‘_}75‘;7;,ﬂ

Thu 01
Thu 01
Thu 01

399989

195.64
195.64
195.64

195.64.

0K

rsync:
rsync:
rsync:
rsync:
rsync
rsync:
rsync:
rsync:
rsync:
rsync:
rsync
rsync

Jan 2026
Jan 2026
Jul 2027

.120.0/24
.121.0/24
.122.0/24
123.0/24

//rpki.

ripe.

maxlen: 24 .
maxlen: 24 P o s
maxlen: 24
maxlen: 24

20:18:47 +0000 > T R R D A e
20:18:47 +0000 T
00:00:00 +0000 4 —

net/repository/DEFAULT/3d/82233d-ec@7-42fb-8799-ed30b9bb12d5/1/YPzVW5EwhY20pYPAMH2tAPYU2zK.crl

//rpki.

ripe.

net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/YPzVW5EwhY20pYPAMH2tAPYU2zK.mft

//rpki.

ripe.

net/repository/DEFAULT/YPzVWSEwhY20pYPAmMH2tAPYU2zKk.cer

//rpki.

ripe.

net/repository/DEFAULT/KpSo3VVKSwEHIInHC2QHVV3d5mk.crl

://rpki.

ripe.

net/repository/DEFAULT/KpSo3VVKSwWEHIInHC2QHVV3d5mk.mft

//rpki.

ripe.

net/repository/aca/KpSo3VVKS5wEHIInHC2QHVV3d5mk. cer

//rpki.

ripe.

net/repository/aca/7DNNDzoYvgAht7joQih2Qayxcxo.crl

//rpki.

ripe.

https://console.rpki-client.org/rpki.ripe.net/
net/repository/aca/7DNNDzoYvgAht7joQih2Qayxcxo.mft

//rpki.

ripe.

; repository/DEFAULT/3d/82233d-
net/repository/ec334d0f3al8bed021b7b8e842287641acbl731a.cer ' v

//rpki.

ripe.

://rpki.

ripe.

net/repository/ripe-ncc-ta.crl ec07-42fb-8799-ed30b9bb12d5/1/

net/repository/ripe-ncc-ta.mft

//rpki

ripe

R L axtTMIuPb7DYJgy3wd0DpvfzwWM.roa.html



https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html

Are you RPKI ready?

Are you RPKIl ready?

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Prefix Search ASN Search Organization Recgz)n;\r;end API Access About

Search by IP Prefix

173.211.80.0/21

https://ru-rpki-ready.iss.cc.gatech.edu/

Prefix Information

PREFIX: ORIGIN ASN:
173.211.80.0/21 AS22773

RPKI STATUS: RPKI ISSUING AUTHORITY:

NOTEOUND , Colocation America Corporation ?,

CUSTOMER ORGANIZATION: ‘ CUSTOMER ALLOCATION TYPE:
Internet Utilities NA LLC \, REALLOCATION

ALLOCATION STATUS: RIR:

ALLOCATION ARIN

RPKI CERTIFICATE:
655CA0CCA891023FC50BC68B1C3F67D850017084

TAGS:

ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (6):




Breakdown of IPv4 Prefixes without ROAs

ROA Not Found

. Not in RPKI-Tree

21%

In RPKI-Tree

79%

100%

27



Breakdown of IPv4 Prefixes without ROAs

In RPKI-Tree

79%

ROA Not Found

100%
. Not in RPKI-Tree . Legacy

21% 10.8%
0 — Non-LRSA [PYeW
Non-Legacy 0

10.3%
—

il 8.5%
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Breakdown of IPv4 Prefixes without ROAs

l Not Reassigned

50.6%

No-Routed-SubPrefix

69.8%
=

79%

ROA Not Found

100%

. Not in RPKI-Tree

21%
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Breakdown of IPv4 Prefixes without ROAs

l Not Reassigned .

50.6%
No-Routed-SubPrefix

69.8%
L=

79%

ROA Not Found

100%

. Not in RPKI-Tree

21% 0

| RPKI History

20.9%

. No RPKI History

29.8%
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Breakdown of IPv4 Prefixes without ROAs

~[RPKI History
o] S

o ]
No-Routed-SubPrefix 50.6% 12%, . No RPKI History
69.8% 29.8% 79,

79%

ROA Not Found

100%

. Not in RPKI-Tree

21% 0
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Breakdown of IPv4 Prefixes without ROAs

~[RPKI History
ool S

o ]
No-Routed-SubPrefix 50.6% 12%, . No RPKI History

69.8% 29.8% 79,

In RPKI-Tree

0
79% ~720 organizations
ROA Not Found
Most 3:
100% e Level 3
Not in RPKI-Tree )

21% ) e HostPapa

29



Breakdown of IPv4 Prefixes without ROAs

N

No-Routed-SubPrefix

Reassigned
In RPKI-Tree
79%, Routed-SubPrefix

ROA Not Found 8.6%

. Not in RPKI-Tree

21%

100%

Needs careful planning

ru-RPKI-ready can help!

30



High-levels of RPKI adoption will require support
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High-levels of RPKI adoption will require support
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High-levels of RPKI adoption will require support
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High-levels of RPKI adoption will require support

e Recommendations:

~

New channels for awareness
and training
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High-levels of RPKI adoption will require support

e Recommendations:

New channels for awareness
and training

More software tools for RPKI
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High-levels of RPKI adoption will require support
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More software tools for RPKI
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High-levels of RPKI adoption will require support

Recommendations:

New channels for awareness
and training

More software tools for RPKI

Community knowledge sharing

ru-RPKI-ready: the Road Left to Full ROA Adoption

Deepak Gouda Romain Fontugne Cecilia Testart
deepakgouda@gatech.edu romain@iij.ad.jp ctestart@gatech.edu
Georgia Institute of Technology IIJ Research Laboratory Georgia Institute of Technology
Atlanta, USA Tokyo, Japan Atlanta, USA

Abstract

Resource Public Key Infrastructure (RPKI) has emerged as a stan-
dard for enhancing the security of Internet routing. Currently, more
than 50% BGP prefixes are covered by RPKI Route Origin Autho-
rizations (ROAs), enabling networks to validate the origin of prefix
advertisements in BGP. Despite this progress, ROA adoption re-
mains non-uniform, with key stakeholders encountering significant
barriers in the adoption process. In this paper, we combine a prod-
uct adoption framework with data-driven analysis of global RPKI
adoption to identify persistent disparities and pinpoint the stages
of the adoption process that hinder broader growth. Our study
reveals that, although RPKI awareness has grown, the complex-

lacks a built-in mechanism for validating the information networks
share and use to select global routes for data traffic. This is a major
security problem potentially allowing for surveillance, loss of traffic,
or other forms of interference [19, 30, 31, 42, 45]. Furthermore,
attackers have leveraged this vulnerability to steal cryptocurrencies
and fake traffic on multiple occasions over the past years [16, 17,
29, 51].

The Internet Engineering Task Force (IETF) has worked to stan-
dardize additional protocols to secure BGP. In 2012, the IETF stan-
dardized the Resource Public Key Infrastructure (RPKI), a frame-
work that provides a mechanism for networks to issue crypto-
graphic records that can then be used to validate data in BGP mes-

nnnnn oL TR USSR |} S (S B4 12 VUSRI IR N

—

Expectation

PKI!
g

Reality -

Planning QY
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https://faculty.cc.gatech.edu/~ctestart8/publications/ruRPKIready.pdf

High-levels of RPKI adoption will require support

e Recommendations:

ru-RPKI-ready: the Road Left to Full ROA Adoption

Deepak Gouda Romain Fontugne Cecilia Testart
deepakgouda@gatech.edu romain@iij.ad.jp ctestart@gatech.edu
Georgia Institute of Technology IIJ Research Laboratory Georgia Institute of Technology
Atlanta, USA Tokyo, Japan Atlanta, USA

Abstract

Resource Public Key Infrastructure (RPKI) has emerged as a stan-
dard for enhancing the security of Internet routing. Currently, more
than 50% BGP prefixes are covered by RPKI Route Origin Autho-
rizations (ROAs), enabling networks to validate the origin of prefix
advertisements in BGP. Despite this progress, ROA adoption re-
mains non-uniform, with key stakeholders encountering significant
barriers in the adoption process. In this paper, we combine a prod-
uct adoption framework with data-driven analysis of global RPKI
adoption to identify persistent disparities and pinpoint the stages
of the adoption process that hinder broader growth. Our study
reveals that, although RPKI awareness has grown, the complex-

lacks a built-in mechanism for validating the information networks
share and use to select global routes for data traffic. This is a major
security problem potentially allowing for surveillance, loss of traffic,
or other forms of interference [19, 30, 31, 42, 45]. Furthermore,
attackers have leveraged this vulnerability to steal cryptocurrencies
and fake traffic on multiple occasions over the past years [16, 17,
29, 51].

The Internet Engineering Task Force (IETF) has worked to stan-
dardize additional protocols to secure BGP. In 2012, the IETF stan-
dardized the Resource Public Key Infrastructure (RPKI), a frame-
work that provides a mechanism for networks to issue crypto-
graphic records that can then be used to validate data in BGP mes-
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Abstract

Resource Public Key Infrastructure (RPKI) has emerged as a stan-
dard for enhancing the security of Internet routing. Currently, more
than 50% BGP prefixes are covered by RPKI Route Origin Autho-
rizations (ROAs), enabling networks to validate the origin of prefix
advertisements in BGP. Despite this progress, ROA adoption re-
mains non-uniform, with key stakeholders encountering significant
barriers in the adoption process. In this paper, we combine a prod-
uct adoption framework with data-driven analysis of global RPKI
adoption to identify persistent disparities and pinpoint the stages
of the adoption process that hinder broader growth. Our study
reveals that, although RPKI awareness has grown, the complex-

lacks a built-in mechanism for validating the information networks
share and use to select global routes for data traffic. This is a major
security problem potentially allowing for surveillance, loss of traffic,
or other forms of interference [19, 30, 31, 42, 45]. Furthermore,
attackers have leveraged this vulnerability to steal cryptocurrencies
and fake traffic on multiple occasions over the past years [16, 17,
29, 51].
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dardize additional protocols to secure BGP. In 2012, the IETF stan-
dardized the Resource Public Key Infrastructure (RPKI), a frame-
work that provides a mechanism for networks to issue crypto-
graphic records that can then be used to validate data in BGP mes-
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