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• How can we support the RPKI adoption processes to 
reach higher levels of adoption?

• What are the barriers?

• What approaches have been successful?

• How to target efforts?

Research Questions
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• Semi-structured interviews: 
13 network operators 
substantially involved in RPKI 
decision-making.

Whois

BGP

RIR   
data

IP 
delegation

• Measurement study:    
Combining BGP, WHOIS, IP 
delegation and RIR specific 
data.
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The Technology Adoption Perspective

RPKI in Late Majority phase!

> 50%
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RPKI Adoption is not uniform

Why?
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IP
“ our prefixes [that] are not covered by 

ROAs [...] is because of the years and 
years of IP allocation and poor record 
keeping. And then that's a big challenge.”
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IP

“Just because you're a routing jockey 
doesn't mean you're familiar with RPKI.    
I had to educate some people that it's not 
going to knock some people off the network.”
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IP

“I was doing presentations and 
education of upper 
management to get their buy-in.”
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IP

“So […] how do you teach people about 
NANOG that don't know about 
NANOG? […] How do you reach out to 
Joe's Bait & Tackle Internet service?”
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… where RIRs play a pivotal role

IP

https://faculty.cc.gatech.edu/~ctestart8/publications/RIRsRoleInRPKIAdoption.pdf
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ROA planning can be complex due to 
multiple factors!
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Prefix

1. Who can issue the 
ROA?

2. More-specific 
Prefixes?

3. Further Prefix 
Delegations?

4. Routing Services 
(RTBH, DPS, …)

Activate &  
Setup RPKI

Issue ROA Certificates

ROA Planning ROA Deployment

Feedback from 
Network Operators & 
RIR Technical teams
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Find information for routes missing ROAs
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Find information for misconfigured ROAs too!

24https://ru-rpki-ready.iss.cc.gatech.edu/



Find information for misconfigured ROAs too!

24https://ru-rpki-ready.iss.cc.gatech.edu/



Invalid ROA to be fixed

https://console.rpki-client.org/rpki.ripe.net/
repository/DEFAULT/3d/82233d-
ec07-42fb-8799-ed30b9bb12d5/1/
gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html 

https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
https://console.rpki-client.org/rpki.ripe.net/repository/DEFAULT/3d/82233d-ec07-42fb-8799-ed30b9bb12d5/1/gxtTMluPb7DYJgy3wd0DpvfzwWM.roa.html
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~720 organizations 
Most 3: 
• Level 3 
• Optimum 
• HostPapa
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Needs careful planning

ru-RPKI-ready can help!
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• Recommendations:

New channels for awareness 
and training

More software tools for RPKI

Community knowledge sharing

If you have a story/insight/journey that 
you’d like to share, please reach out! 
ctestart@gatech.edu

https://faculty.cc.gatech.edu/~ctestart8/publications/ruRPKIready.pdf
https://faculty.cc.gatech.edu/~ctestart8/publications/RIRsRoleInRPKIAdoption.pdf
mailto:ctestart@gatech.edu

