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Oops!





“Contact your ISP with IP and DNS…”



Manage public IP 
Manage IP reputation
Manage geolocation?





Intro to IP geofeeds
Advertising approximation geolocation using RFC8805 & friends



The Why of IP geolocation

• Public IPs often need approximate geolocation
• Which country : banking and financial transaction security
• Which state : compliance with gambling laws
• Which city : featured products on a retailer’s website

• Consumers don’t want to be geo-blocked or mis-served 
content
• ISPs and Carriers get complaints from end users
• “I am being served the wrong weather” 
• “I am not allowed to access my movie subscription”



The How - RFCs 8805 & 9632

• RFC 8805 : Authoring IP geolocation feeds as CSV

inetnum, US, US-CA, San Francisco

inet6sum, US, US-TX,

inetnum, GB, GB-ENG, London

inet6num, SG, ,



The How - RFCs 8805 & 9632

• RFC 9632: Distributing IP geolocation feeds

• How to publish the URL to a CSV in RIR records

• How to cryptographically attest a feed (RPKI-assisted)

• How to enable discovery by IP data aggregators



Best practices
Embracing geolocation for your IP address ranges



Best practices for Authoring

• Cadence

• Workflow

• Geolocation semantics



Best practices for Authoring
• Establish a publishing cadence

• Small ISPs – once a month

• Large ISPs and mobile carriers – once a week

• Public clouds, large CDNs – once a day



Best practices for Authoring
• Establish a publishing workflow

• Identify input data source (IPAM, Excel, CSV, Database)

• Authoring+ Validation of RFC 8805 CSV

• Publishing on the public HTTPS server

• Tagging all RIR records (inetnums) with Geofeed URL



Best practices for Authoring
• Thinking carefully about Geolocation semantics

• More accuracy isn’t always better

• Invalid place names can invalidate entire inetnum

• Distinguish network elements from consumer IPs 



Best practice – regions over points

• IP geolocation is 
statistical and inexact

• Plan in terms of 
geographical regions 
and NOT a single point. 

153.66.155.0/24,US,US-MA,<no city>
(anywhere in Massachusetts)

Courtesy: MaxMind Inc. blog



Best practice – vary accuracy 
intentionally
• Fixed-internet ISPs – OK to specify cities and towns

• 153.66.155.0/24,US,US-MA,Worcester
• Mobile Carriers – just use a state

• 153.66.154.0/24,US,US-MA,
• Satellite ISPs – large state or small country

• 153.66.153.0/24,US,US-TX
• 153.66.152.0/24,SG,,

• Public clouds and CDNs – OK to specify cities
• 153.66.151.0/24,GB,GB-ENG,London



Best practice – Publish to your RIR!

• RFC9632 - Instant and free visibility of geofeed URL

• Remarks section in inetnum -> add “Geofeed <url>”

• Host with care
• Always-valid TLS certs
• Welcome crawlers & bots 
• Don’t geo block
• Content-Type = text/csv; charset=utf-8



Using AI Coding Assistants
Reducing the “heavy lift” with conversational AI tools



AI – Prompting tips
Simple prompt sequencing for ChatGPT, GitHub Copilot etc. 

• Step 1: Make it read RFC8805 (plain text) and “think deeply”
• Step 2: Paste an initial CSV file from IPAM data -> ask chat for syntax

• Step 3: Fix country (territory) codes
• Step 4: Fix and verify with country + state codes
• Step 5: Add city name where needed
• Step 6: Chat to audit semantics including geographical accuracy 

• Validating city names for accurate reverse lookup (requires MCP!)



SKILL.md – AI instructions for 
geofeed authoring & validation

https://github.com/fastah/ip-geofeed-skills/

• Self-help, AI “skill” that you can use at home

• Uses VS Code IDE + AI coding assistant

• Click “Download ZIP” and open folder in VS 
Code

https://github.com/fastah/ip-geofeed-skills/
https://github.com/fastah/ip-geofeed-skills/
https://github.com/fastah/ip-geofeed-skills/
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MCP servers 
Unlocking “specific knowledge” for your AI coding agents



Model Context Protocol = USB-C port

• MCP server – extension mechanism for “specific information” 
• The “USB-C port for AI”
• Supported by Claude, ChatGPT, Copilot, and pretty much ALL AI
• Now part of the Linux Foundation

• Useful MCP capabilities for IP geolocation feeds
• Reverse search for city name, state, country to lat/long (map location)

• Mapbox MCP
• Google Maps MCP 

• Publishing/hosting the CSV – authenticating to GitHub and deploying
• See https://github.com/github/github-mcp-server
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