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Musings

» Dealing with Classful Customer
Addresses

. Ohtaining and Justifying Address Space
- Managing Address Space
- Renumbering
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More than Just Addresses

Hosts




Dealing with Classful
Customer Addrosses

Be careful what you sell. Ii may do
exactly what the customer expecis.

Ferengi Bule of Acqgueiion #31



Customer Address Space

I Addrae Spoce |




Discontiquous Subnets
The Usual Enterprise 0 riented Picture
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Discontiquous Subnets
Howit's the ISP's Problemn
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Healing Discontiguous Networks

Technigues

= Secondary
addressing

« IP over P tunneling

« P unnumbered

- Static routes

- Hetwork address
tran=lation

- Best way

- Mow Dclanlenn
o Aronm et

- HMomors disconiguity

- Care needed to deal

with routing table
growth
- Bummanza Wham
practeal

- Aaddrann anlgnmentmunt
b m ore 2ara Ll



Secondary Addresses

- Multiple prefixes on physical medium

- Trus plivaleal orYLAK
- Applications

- ncred e avallable hortaddre ier on medium

- Repalr wbnstdecontiguit;

- Mahemlesd Al Eierdgs v roukr ey iem raniparent
= Can cause problems with O5PF and EIGRP

- Butlern IRaly o be nesaded Inclaenlennenronmeant



Logical and Physical
Combinations
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Secondary Addresses
Cisco Configuration Warnings

« Every router interface on a common

medium
- shoddbave the same number of ip address
staternerts
- LSubretsprdfises shodd appear inthe same order
» Prirnary onore should b= prirnany onoall

» Arst secondany subret shod d be first secondany on
all, et

- Current OSPF and EIGRP
- Oflyoperate onthe prinnary address



IP-over-IP Tunneling
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IP Unnumbered

F1 F2
“ ” Topology
EQ =0 =0 EO

- R1 and B2 form a "wvirtual router™

= The =erial Ink has no ip address

- Al pacHetramving atso of eMerrouter Immediataly go to 1t
El

- &4l pachatr genera®d at B0 go onto sl Ink

- Conserves addres=es but makes management
ha rder



Private Address Space

« Three hlocks
- 100008
- 172 A6.00H2
- 1921680046

- Easy to filter as contiguous hlocks
- derny100.00 0,255 255 255
- deny17ZAE00 045255255
- deny 192 16200 0025525

« Can be translated if necessary
- Metwork addresstranslation meeds to be Underst ood



NATs and Proxies

Packet Filter




Getting Address Space

Eules are always subject to
mterpretation

Ferengi Bule of Acquisition 4284



CIDR and VLSM are the same

» CIDR usually discussed in general
Internet context

- Uszes arbitrary length prefimes toreduce workload in key
ntermet rodters

- YLSM usually discussed in enterprise

context

- U=a= arbitrany length prefixes to Fave better usage of
erterprise address space0

» Customers often confused



Allocation vs. Assignment

- Policy defined in RFC 2050

- Allocation
- "owr' the address space

- Meant prirnarilyfor providers
- Assignment

- "lemt” the addres = space by provider
- Erterprise address aggregated into provider's space



User Allocation Policies

- Preferences:
- Get space from provider
- Get space from provider 's provider
- Get unigue space
- Unigue space may not he globally
routable

» Getting more space may require
renumbernng and/or HAT

- Situation becomes much more complex
when there is a need to "mulihome”



Provider Allocation Policies
The Quest for (19

« M9 is highly desirable for global
routahility

- Mot a panacea
- further restrictiore may apply to BHocks in classical
Class A or Bspace
- Seehttp: ) fwww . nanog. oog ffiltes homd

- But to get a 19 the normal way...
- Youmust dermorstrate approsdimately 8K presert user
addreszes, based onno more tban & rmonth growt b
- Yo must show efficiert use
- ‘et you may reed to remunber




Provider Allocation Policies
Issues

« Large carriers, especially Sprint, limit the
length of prefix lengths
- Provider-indeperdent addresses assigned to their

cistomers
- Trarsit adwertisermnents received from their custorners

- AM=ssignrnerts of other camier address spacetotheir
custarmers

= Wl Sprirt prowvide backuptoa poirt custorner of
Sprint ard Wiorld®* that uses Wodd*®* address

Space’?
- M9 prefixes are generally glohally routable
- Rumors ahound that fikers may go



New Provider Allocation Policies
ARIN only

» To he eligible for direct /19 allocation,
carrier must:

- Hawe efficienthy used 3 21 and can prove it

- Agree to rerarnber oot of the 21 in 18 morths and
retumithe space

- Ba mutibormed
- ISP will recemve a /20 but can advertise the
M9

- Fthe rest of the M9 not usedin 18 monthes,
- The I5F st go back 1o adverti sing the £20.



Address Reqgistries Like

Efficient Usage Techniques

« Dynamic addressing
- LAN
» OHCF
» BOOTF
- WM
» Local address pod s
» PPP IFCP
» OHCFP proxy services

- Aggregated routing announcements

- May complicate management

- Registry policy [RFC2050 resporee: life is Fard and
thernyou de. So7

- Lirk DM5 ard dynamic assigrmert




Address Sources for Dialups

IFCP cliert proposes
address
cl . IPCP cliert requests
addres= from

MA S pool

P IFCF cliert requests
cl |r-|.u... - address from ML 5;
Mo, 5 obtaire from
RADIUSTA CACS

cl |H.|il. E| putienis ath:un_- IFCP cliert requests
| warwer address from MY, 5;

Mo = obtains from

RoDIUS T CoCS




An ISP Topology

Core 2

Core 1

A S AN

POP1 POP2 POP3 POP4
Lhal [ 2 x Lzl | 2 Lial | 2 x hal | 2 x
25 | es 1B | es | es o5 | ee o5 | pa |24




An ISP Address Plan
A

M9*

128.0.0.0720

f23 f23 F23 (dx25) f23
POP Dhialwups | Intemal Custome s Customers
Elock A Eloczk E Elock © Elock D
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Managing Address Space

It's hard io he a team player
when you're
used io heing om nipotent
The Q) Entity



Laws of Address Administration

« Avoid entering an address more than
ohce

- Automate configuration updating
- TFTPortelretexpect
- Replace vs. merge
- Schedded reboot

» Document automatically
- Fortroubleshooting
- For pstifying address allocati on



What Addresses do you Need to
Manage?

» Customer assigned blocks

- POP/ODiaup
- x05L, eable, ete. HOT 2 sdved problem

. Infrastructure
- hterroder links
- Senser famn=
» Wirtual domains
» OMS, OHCFP, SHM P, g,
- nter-A5 lirks




Customer Connectivity Model

< Intemet

1 BGP /20 from M9
| External Router |

T IGP nx /25
| POP Router |

‘ Static route 130
| EdgeRouter |

Customer LAH



1. Capture Customer Information

« Domain name
» Remote router name router

- Next available /30 for POP
- Create variabl e P rafin

- Mext available 128 assigned to POP
- Creste variable lanFPrefiu

- DLCIs at remote and distribution



2. Remote Router

int el

ip addr {(lanPrefizx + 14) 255.255_ 265 240
int 50 rmtDLCT

ip adlr (vanPrefixz + 2) 255 255 255 252
ip route 0.0_0_0f0 {(wanPrefi+l)
“router—-el> IN A {lanPrefix + 14)
(lanPrefizx+tid) I PTE <router—-ei:-
“router—=0-DLCI> TN A (wanPrefix + 2)
(rranPrefix + 2) IN PTR <router-s0-DLCI>
I S0R NS, MK, fArewmll, etc. az neceszary



3. Distribution Router

ip route (lanPrefix) f0 (vanPrefix + 2)
int 50 4 stDICT
ip addr (vanPrefix + 1) 255_255_ 255 _ 252
! blackhole az appropriate
“distrouter—-=0-DLCT>

IMN A (vanPrefix + 1)
ranfrefix + 23

I PTER <distrouter —=0-DLCT >



4. AuditiJustify

» Keep cument report of allocations,
assignment, and utilization

« Include dated log to show trends



“Fam Kim af Baorg.
Resistance is Futile.

Yau will he Aggrepgated.”



Aqgregation is better than
Aggravation

- Blackhole routes for your blocks

- Byoid rore-specifics

- =2 WO-EZFPORT when cortralling load toupstreamn
. Encourage customers to aggreyate

- Proxy aggregation hard to administer
- Understand which blocks you can

advertise
- And doingresskgress filkering




Origination vs. Advertising
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Agqgreqgating your Own Traffic

ASE5000
128.0.0.0/19

Suppress more specific routes
unless required by multihoming
18, 0. 0.0 20
23 /23 23 123

O F Dielups| Internal [Customers |[Qustomecs

Er.
IREIFIRER {2 H—I /24 ] /21




Advertising with NO-EXPORT

Aﬁsig'lsd,‘m
64.0.0.0:22

ASE2222

AS61111

Advertises Advertizes
64.0.0.0/22 HO-EXPORT 61.0.4.0/22 HO-EXPORT
96.1.0.0116

96.1.0.016



Planning for Renumbering

The Good of the Many
Ouiweighs the Good of the One
Mr. Spock



Renumbering is Inevitable

» Build networks to be renumbering friendly

» See RFC2071 & RFC2072

« NAT technigques help but are not a
panacea

. An attraction of IPv6 is ts renumbering
capahility, not that it gives “more
addresses™



Renumbering 1

» Databaselnventory
- closely tiedto ONS

- Host Plan
- Maming
- Addressing
» W l-disciplired serder assigrmerit
_ 0w addres=
_ Senger &roder addresses
- Ardhidden IP addresszes
» [Eta bases and transaction seners
» Software licerse managers
» Metwork managemert todl =



Renumbering 2

» Addressing and Relaying Plan
- BEstemal cornect vity
- Efficiert use of address space

- Dynamic Addressing
- DOHCF for LA Ms and Proxied Wi, M
» Static mode preferred for mai ntairability
» Chmarnic addressing may reduce address space
requirernert
- PPPAPCPfor Dialups=



Domain Mame Service

» Key to renumbering

- Replace hard-coded IP references with
DHS% references

- Useful to define DNS names for router
interfaces



Interactions

applleation
Burwri

Roukrs

Wb -
1=tions

arkgroup
IThal

INMP

audit




Further Information

» Shameless Plug

- Dasigning Addressing Architectures for
Routing and Switching
- Howard C. Berkowitz
- Macmillan Technical Publishing, Decernber 1952
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