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Topics

e |Introduction of “v6fix”, an effort to solve
problems in IPv6 deployment

— Technical analysis of specific problems
found in the real world

e Tools and measurement results
— Macro-level analysis of IPv6 deployment
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IPv6 deployment status

Majority of equipment and software are IPv6-Ready
— Major routers, operating systems and applications

Still, many applications and appliances work only with IPv4

getting in various business fields
— sensor networks, building automation, others

Most people lack knowledge and experiences of IPv6
— When non-experts encounter a problem, they are often clueless
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Example illiteracy

* Hotel internet systems have an instruction for guests
— Trouble shooting:
If you have IPv6 enabled,
please disable IPv6

a brochure in a guest room

 The cause of the problem: a combination of
— the DNS redirection system returns specific A for AAAA

— client’s stub-resolver accepts the A for AAAA and can't
go anywhere

2006.2.15,WIDE Project 4



Wiping the slate clean for the
IPV6

Faulty behaviors are only 1% and often combinatorial, but could be
fatal to acceptance of IPv6

— slow fallback to IPv4 when encountering IPv6 errors
— misbehaving DNS resolvers

— filtering of ICMPV6 by firewalls

— DNS misconfigurations (lame delegation,etc)

— poorly configured tunnels

— lack of peering or IPv6-capable paths

Known problems are just the tip of an iceberg

— We need to act now, or they would bring a negative impact to the IPv6
deployment
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VO6TiX
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IPVvO6 fix activities

e Technically identify/analyze/solve real-world
problems in IPv6 deployment

— Our enemy: “after trials&errors, disabling IPv6
fixed my problem!”

e Cooperation among researchers,
Implementers and operators

— Overlooked problems are often found at
boundaries of specification, implementation and
operation
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vo6TfiX topics
« Harmful Effects of the "On-link Assumption"
« Misbehaving DNS servers and resolvers

* Slow fallback to IPv4 after a failure of TCP
connection attempt

« Misconfigured firewalls

 Comparative analysis of the quality of the
IPV6 Internet
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Examples from reported
problems
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Case #1(DNS loop at hotel)

* A real story of the hotel internet system
— DNS is intercepted and redirected to the sign-up
page
— IPv6-enabled users can’t go beyond the 1st page
— Hotel has an instruction for disabling IPv6

e Caused by a combination of erroneous DNS
redirection system and stub-resolver

— the redirection system always returns the A for the
sign-up page when receiving non-A queries
— Client’s stub-resolver queries AAAA first for any

address and always receives the same A and
blindly accepts it
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Case #2(DNS server slowdown)

* A real story of a Japanese ISP

— ISP upgraded a DNS cache server to BIND9, and
received complaints about slowdown

— Recompiling BIND9 with “--disable-ipv6” fixed the
problem, and reported it at JANOG

e Caused by older BIND9 w/o IPv6 connectivity

— The server without IPv6 connectivity always tries
to talk over IPv6, and ends up with falling back to
IPv4 after timeouts

— Fixed in BIND 9.2.5 and 9.3.1
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Common factors

e The problems appear only with specific
combinatorial conditions

 The implementers and operators didn’t
notice the problems until someone
reported the problems

* Even for the professionals, it wasn’t
easy to track down the problems
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vofix tools and measurement results

e Goal: to understand the macro-level
IPVv6 healthiness
e Current methodologies

— Wide-area measurement of behaviors of
2nd/3rd-level DNS servers

— Comparative paths analysis with IPv4/IPv6
dual-stack tools
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DNS server measurement

o Active measurement of AAAA responses under
Jp domains

behavior of JP domains/servers with AAAA

2004 2005
domain names |[DNS servers [domain names [DNS servers
faulty 0. 04% 0. 11% 0. 04% 0. 13%
okay 82. 16% 84.39% 85. 08% 84. 26%
unknown 17. 80% 15. 50% 14. 88% 15.61%

— Breakdown of problems from recognized as “faulty”

server problem breakdown
20004 2005
ignoring AAAA RR queries 4. 70% 5.80%
responding with RCODE 3 (“Name Error™) 4.70% 1. 70%
responding other than No Error and Name Error 8. 50% 4.20%
responding with broken answers 0. 00% 0. 00%
15
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dual-stack path analysis

 measurement techniques specifically designed for dual-stack
— take measurements for both IPv4 and IPv6 at the same time
— compare IPv6 results to IPv4 results
— extract problems which exist only in IPv6
 methodology
— dual-stack node discovery
» create a dual-stack node list by monitoring DNS AAAA replies
— dual-stack ping
 run ping/ping6 to target dual-stack nodes
» select a few representative nodes per site (/48) by RTT ratios
— dual-stack traceroute

* run traceroute/traceroute6 to the selected nodes
» visualize IPv6 Path MTU to observe macro-level paths/IPv6 tunnels

« visualize IPv4/IPv6 paths to neighboring sites for comparative analysis

e results from Dec 2005
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distribution of IPv6/IPv4 RTTs

(4,000 ping targets: IPv4 on x-axis, IPv6 on y-axis)

 Individual nodes far above the unity line: leaf issues

» clusters above the unity line: backbone issues
— as observed in the left graph
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from NYSERNET from ISC
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Paths and PMTU visualization
(from NYSERNET to ARIN sites)
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Paths and PMTU visualization
(from ISC to ARIN sites)
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Abilene case: a well-known
problem

* Abilene has been trying to encourage IPv6 adoption
— NO-AUP, tunnel services for IPv6

e but ended up with horrible IPv6 paths, mostly with
tunnels
— ISPs are reluctant to move to paid IPv6 connectivity

* Abilene is thinking about suspending its relaxed AUP
for IPv6

out tool tries to illustrate such issues
— hoping to help convince operators

2006.2.15,WIDE Project 20



dual-stack traceroute

to ABILENE from WIDE (IPv4:.upper, IPv6:bottom)

similar RTTs/hops for IPv4/IPv6: native dual-stack paths

chinng-iplsng db;!zen'e ucg_‘ld edu (198.32.8,76, 2001-468f:F12::1)

T

32 = o o o
beaglems.met.missouri.edu (128.206.116.90, 2001:468:11c:4::3)
14 154ms A A K
13 160ms A A AAAA
nsZipve.aubum.edu (131.204.27 45, 2001:468:364:401b:52fa:5bif:fef2-66fa)
11159ms & - oo
13170ms @& A A A
nsd.indiana.edu (129.79.6.120, 2001:468:402:4:20 3:baff-fe2b:5f2c)
12 160ms & A A
13 160ms & ~ A A A A A
nyc-m20.nysernetnet (199.109.0.65, 2001:468:900:100::1)
13184ms & A A A AA a
14 184ms @& - A A Fvvy
ns-i2nyser.net (199.109.32.33, 2001:468:901:1:250:daff-fe20:5b03) )
15197ms & X A A A A AT -
16197ms © = A A A A A A
route-viewsb.routeviews.org (128.223.60.194, 2001:468:d01:3c=80df:3c6d)
10127ms & > ~
11127ms & A Y A
hpcfnst.hpcf.upredu (136,145.54.10, 2001:468:1300:10)
1020Ims & A A L]
15225ms & - - A AA A A
ipvé.intemnet2.edu (207.75.164.64, 2001:468:1420::1500)
12170ms & N A A AD
32 @& A A A A A
noc.gigapop %en us (198,32.236.242, 2001:468:1a00:242)
138ms & &=
10 138ms 4 | | . 1 1
0 50 100 150 200 250
response time (msec)
1Pv4 to dst ABILENE a AUBURN @ NYSERNET3-AS-3 UPRENET o
IPv6 to dst GPN 7] INDIANAGIGAPOP OWEN MICHNET-ASN ©
WIDE MORENET ™ INDIANA-AS @ UONET TEXAS-GIGAPOP @&
APAN-JP > GEORGIA-TECH © NYSERNET3-AS C AMPATH-AS
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dual-stack traceroute
to ABILENE from I1J

similar RTTs but different paths: currently more common

beaglems.met.missouri.edu (128.206.116.90, 2001:4d8:1fc:4::3)

| |

17 141ms . N OO
13 164ms U280 ——
ns2.ipv6.auburn.edu (131.204.27.45, 2001:468:364:401b:52fa:Sbff.fef2:66fa)
14162ms X XK
16 167ms @ TUx 280 AA—MAAAA
nsd.indiana.edu (129.79.6.120, 2001:468:402:4: 20 3:baff fe 2b:5f2¢)
16 179ms A A &
13 148ms BiITUa) 280 -
ns-i2.nyser.net (199.109.32.33, 2001:468:901:1:250:.dafffe20:5b03)
15178ms P X x X »
16 181ms aMTLL1280 A A A A
route-viewsb.routeviews.org (128.223.60.194, 2001:468:d01:3¢=80df:3céd)
19 124ms TAY AO®
11 119ms ATUD 280 4 N
hpcfnst.hpcfupredu (136,145.54.10, 2001:468:1300:10)
18 216ms a O -
15 220ms (7 Mat:1280 aAa A A
ipv6.intemet2.edu (207.75.164.64, 2001:468:1420::1500)
15192ms e L) 30 €
32 °* H A M A
noc.gigapop.gen.tx.us (198.32.236.242, 2001:468:1a00-242)
12 142ms 8 .
12160ms | L &)7ua 280 | aa i
0 S0 100 150 200 250
response time (msec)
IPvd 1o dst EPO-BLK-ASNBLOCK-5 m INDIANAGIGAPOP VERIO TEXAS-GIGAPOP &
IPVE to dst ESNET-WEST293 [ INDIANA-AS INTEGRATED-SYSTEMS &
1) ABILENE NYSERNET3-AS-3 w UPRENET ©
Qwest X AUBURN ® NERO-NET COGENT &
MORENET » Leveld A UONET & MICHNET-ASN ©
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dual-stack traceroute

to ABILENE from ES
IPv6 RTTs larger than IPv4: roundabout tunnels

beaglems.rnet.missouri.edu f128 206. 116 90, 2001:468:1fc:4:: 5)

23 196ms *CD O 000 X0 X N
13350ms & im0 S FEAL A A
nsd.indiana.edu (129.79.6.120, 2001:468: 402 4:203:baff:-fe2b:5f2¢)
20 170ms [$58] o OO0 @R
11350ms 4 01280 - AL
ns-iZnyser.net (199.109.32.33, 2001:468:901:1:250:dafffe20:5b03)
20171ms e () O T XXeX X 0]
12387ms & MTU:1280 i 1 m A A
route-viewsb routeviews.org (128, 22360 194, 2001 468:d01:3¢-80df:3co6d)
23 230ms o (O S :)) *
14346ms A MTU]ZBO = N BAA AA A
hpcfns1.hpcf.upredu (136.145.54.10, 2001 468 1300:10)
22 275ms 00 O 0 O L] -
11409ms 4 MU 280 - a - -
ipvb.internet2.aedu (207.75.164.64, 2001: 468 1420::1500)
15 229ms O & O (o] D) © o
11356ms A MTUIZBO L IS TSR WY
noc.gigapop.gen.tx.us (198.32.236.242, 2001:468:1a00::242)
17IL 203ms 0O O 0 4
13370ms 4 MTU:1280 : 1 - Ar @ A A
0 100 200 300 400
response time (msec)
IPv4 1o dst SATEC [ ABILENE & NERC-NET MICHNET-ASN ©
IPvé to dst CERN ®m Leveld & UONET &
ABRARED & COGENT © INDIANAGIGAPOP VERIO ©
BT-CIN-AND-ADASTRAL & Qwest X INDIANA-AS INTEGRATED-SYSTEMS &
BT MORENET x NYSERNET3-AS-3 UPRENET ©
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Conclusion

Faulty behaviors are only 1% and often combinatorial, but could be
fatal to acceptance of IPv6

— slow fallback to IPv4 when encountering IPv6 errors
— misbehaving DNS resolvers

— filtering of ICMPV6 by firewalls

— DNS misconfigurations (lame delegation,etc)

— poorly configured tunnels

— lack of peering or IPv6-capable paths

Knowledge sharing
— we need to realize the dangers of harmful adoption of the IPv6
— cooperation among researchers, implementers and operators

— we need to act now, or they would bring a negative impact to the IPv6
deployment
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Documents / Information

 \Web pages

http://vefix.net/

— Overview, documents and fact database
 E-Mall

contact@vofix.net

— reports are welcome
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