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DNSSEC Is Live!

• RIPE has signed all IPv4 reverse and a select 
set of forward zones:
– http://www.ripe.net/projects/disi/keys/

• And will create secure delegations:
– https://www.ripe.net/rs/reverse/dnssec/registry-

procedure.html
• NIC-SE has signed .se and will create secure 

delegations:
– http://dnssec.nic.se/
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DNSSEC Deployment 
Initiative

• Open working group focusing on deployment 
issues - active mailing list, regular telecons

• Organizes DNSSEC Workshops at 
conferences around the world (ICANN, 
Internet2, Joint Techs, APRICOT).

• Web site for news, charts deployment 
progress, provides support for deployments, 
and outreach to those considering DNSSEC:
– http://www.dnssec-deployment.org/
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DNSSEC-Tools Project

• Create a set of tools, patches, 
applications, wrappers, extensions, and 
plugins to ease DNSSEC Deployment:
– http://www.dnssec-tools.org/

• Current release is v0.9 from 02/10/2006
• Also have released a modified Firefox

1.5 RPM that uses DNSSEC-Tools to 
validate signed zones.
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Securing the Routing 
Infrastructure

• Important problem, but no traction on 
deployable solutions

• Three workshops have been held with a 
wide net of the interested parties
– Operators (ISPs, access and content 

providers), vendors, security geeks
– DHS hosted, anxious to find and facilitate a 

solution
– http://www.hsarpacyber.com/public/spri/
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Operators’ Emphasis
• A strong call from the operators for an 

authenticated list of authorized prefix 
originations (accurate, complete, secure..)
– Useful in responding to customer requests to 

route a prefix
– Useful in debugging routing difficulties
– Useful in building filters
– Necessary first step of any solution for BGP 

route verification
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New ARIN Policy Suggestion
• Recommendation 

– New field in address templates (direct and 
sub delegations) for list of permitted ASs

• Benefits
– Inherits self-discipline of completing the form 

(IRR entries aren’t always done)
– Inherits scrutiny of ARIN process on creation
– ARIN is authority for who is allocated prefixes
– Any IRR would have to check prefix with RIR
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Authentication and Currency in 
IRRs

Authenticating IRR objects
– RIR run IRRs have internal access to 

authentication for prefix holders
– Non-RIR run IRRs would have to find a way to get 

that authentication from the RIR
• Same is true for RIR IRR objects referring to non-

member resources

• Currency for IRR objects
– Reclaimed resources have to result in IRR purges
– Why not a TTL in IRR objects?


