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Project Motivation



Internet Security:
N-Dimensional Work Space

large
complex

time dynamics

Visualization can help!
INn near-realtime
overview — browse — details on-demand



NetFlows for Security



NetFlows for Security

 NetFlows can identify connection-oriented
attacks like DoS, DDoS, malware distribution,
worm scanning, etc...

« How many users are on the network at any
given time? (upgrades)

e Who are my top N talkers?

« How long do my users surf?

« Where do they go? Where did they come from?
 Are users following the security policy?

« What are the top N Destination ports?
 |s there traffic to vulnerable hosts?
e Can you identify and block scanners/bad guys?



NCSA’s NetFlows Architecture
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Two NetFlows Visualization Tools
Tool 1: NVisionlIP
Tool 2: VisFlowConnect-IP



http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.html



NVIisSIoNnIP: 3-Level Hierarchical Views Designed for

Overview — Browse — Details on Demand
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VisFlowConnect-IP
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VisFlowConnect-IP
Domain View
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Example 1. MS Blaster
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Example 2: Grid Networking

cluster-to-cluster communications
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Example 3: Web Crawlers

muitiple crawlers indexing NCSA web server content

Exte-na hos sendar Imernal JCst =xtar =l host recerve-

Web crawlers




VisFlowConnect-IP Internal View
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Summary

 NetFlows analysis is non-trivial,
however, the potential payoff is large

Flow-Analysis Community Homepage
<http://www.ncassr.org/projects/sift/flow-analysis/>

« Go with the Flow (NetFlows)
1.NVisionlP
2.VisFlowConnect-IP



NVisionl|P

<http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.htmI|>
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NVisionlP

<http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.html|>

VisFlowConnect-IP
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