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Project Motivation



Internet Security: 
N-Dimensional Work Space

large 

complex

time dynamics 

Visualization can help!
in near-realtime
overview – browse – details on-demand



NetFlows for Security



NetFlows for Security
• NetFlows can identify connection-oriented 

attacks like DoS, DDoS, malware distribution, 
worm scanning, etc…

• How many users are on the network at any 
given time? (upgrades)

• Who are my top N talkers?

• How long do my users surf?

• Where do they go? Where did they come from?

• Are users following the security policy?

• What are the top N Destination ports?
• Is there traffic to vulnerable hosts?
• Can you identify and block scanners/bad guys?  



NCSA’s NetFlows Architecture



Two NetFlows Visualization Tools
Tool 1: Tool 1: NVisionIPNVisionIP
Tool 2: Tool 2: VisFlowConnectVisFlowConnect--IPIP



NVisionIPNVisionIP

http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.html



NVisionIPNVisionIP:: 33--Level Hierarchical Views Designed forLevel Hierarchical Views Designed for

Overview Overview –– Browse Browse –– Details on DemandDetails on Demand

Galaxy View / Small Multiple View / Machine ViewGalaxy View / Small Multiple View / Machine View



This represents an entire Class B address space.This represents an entire Class B address space.
Every IP address is represented as a dotEvery IP address is represented as a dot
and the color of that dot representsand the color of that dot represents
a user selectable characteristic such asa user selectable characteristic such as
bytes transferred or connections made.bytes transferred or connections made.

Characteristics to view:Characteristics to view:
1)1) Protocol (TCP/UDP/ICMP/other)Protocol (TCP/UDP/ICMP/other)

2)2) PortPort
3)3) Bytes/ConnectionsBytes/Connections

4)4) Source/Destination/AggregateSource/Destination/Aggregate

clockclock

timestamptimestamp

Color LegendColor Legend

NVisionIPNVisionIP::
Galaxy ViewGalaxy View

Animation ToolbarAnimation Toolbar



NVisionIP – Small MultipleNVisionIPNVisionIP::
Small Multiple ViewSmall Multiple View

This is a moveable window over a Class BThis is a moveable window over a Class B
address space with each box representing address space with each box representing 
one IP address. one IP address. 

Histograms within each box represent Histograms within each box represent 
port traffic (no traffic not an active IP address)port traffic (no traffic not an active IP address)

Well Known PortsWell Known Ports

Ports > 1024Ports > 1024



NVisionIP- Machine view
NVisionIPNVisionIP::
Machine ViewMachine View

Aggregate Traffic Aggregate Traffic 
(Both Source and Destination)(Both Source and Destination)

Well Known PortsWell Known Ports

Ports > 1024Ports > 1024

Source Traffic Source Traffic 
Top Top -- Well Known PortsWell Known Ports
Bottom Bottom –– Ports > 1024 Ports > 1024 

Destination Traffic Destination Traffic 
Top Top -- Well Known PortsWell Known Ports
Bottom Bottom –– Ports > 1024 Ports > 1024 

Selection Tabs (11)Selection Tabs (11)



NVisionIP
VisFlowConnect-IP

http://security.ncsa.uiuc.edu/distribution/VisFlowConnectDownLoad.html



VisFlowConnectVisFlowConnect--IPIP
clockclock

highlighted highlighted 
portsports

outside outside 
domains domains 
axisaxis

inside inside 
hostshosts
axisaxis

outside outside 
domains domains 
axisaxis

time axistime axis

time windowtime window

timestamptimestamp

File I/OFile I/O

VCR controlsVCR controls

Net Net 
DomainDomain

highlighted flowhighlighted flow



NVisionIPVisFlowConnect-IP
VisFlowConnectVisFlowConnect--IPIP

Domain ViewDomain View

see see 
activity activity 
within an within an 
external  external  
network network 
domaindomain



Example 1: MS Blaster 

• MS Blaster virus 
causes 
machines to 
send out 
packets of size 
92 to many 
machines



Example 2: Grid Networking

Source:Source:

consecutive consecutive 
IP addressesIP addresses

Destination:Destination:

consecutive consecutive 
IP addressesIP addresses

clustercluster--toto--cluster communicationscluster communications

multiple connections to NCSA multiple connections to NCSA 
cluster from same domain cluster from same domain 

(scan?, (scan?, DoSDoS?)?)



Example 3: Web Crawlers
muitiplemuitiple crawlers indexing NCSA web server contentcrawlers indexing NCSA web server content

NCSA web serversNCSA web servers
Web crawlersWeb crawlers



VisFlowConnectVisFlowConnect--IP Internal ViewIP Internal View

Internal Internal 
network  network  
sourcessources

Internal Internal 
network  network  
receiversreceivers



Summary

• NetFlows analysis is non-trivial, 
however, the potential payoff is large 

Flow-Analysis Community Homepage
<http://www.ncassr.org/projects/sift/flow-analysis/>

• Go with the Flow (NetFlows)
1.1.NVisionIPNVisionIP

2.2.VisFlowConnectVisFlowConnect--IPIP



NVisionIP
<http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.html>
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<http://security.ncsa.uiuc.edu/distribution/NVisionIPDownLoad.html>

VisFlowConnect-IP
<http://security.ncsa.uiuc.edu/distribution/VisFlowConnectDownLoad.html>

Q & A


