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RPKI Relationships 
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Running 
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Origin Validation 
•  Prevent YouTube incident 
•  Prevent 7007 accident 
•  Prevents most accidental announcements 
•  Does not prevent malicious path attacks 

such as the Kapela/Pilosov attack 
•  That requires “Path Validation” and 

locking the data plane to the control 
plane, the next steps 

2009.06.15 19 



RPKI -> Router 
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Origin Only Validation 
•  Vendors are coding Origin Validation now 
•  We are exchanging clue with them 
•  We are doing research on estimation of 

compute and traffic loads 
•  Vendors will not do Path Validation if not 

first comfortable with Origin 
•  Need to get all vendors on board 
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The Contentious Bits 
•  Detestations / BOAs – assert that some 

space may not be announced by anyone 
•  This is not needed 

•  Root Trust Anchors – The RIRs demand 
independence from ICANN / DoC 

•  This is causing a technical kludge which 
is more open to error 
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