Swords Educate Together National School
Roll Number 201450

Acceptable Usage Policy June 2025

This policy has been formulated by Swords Educate Together National School (SETNS) to
assist staff, pupils and parents in making informed decisions in relation to the safe and
practical use of technology in education.

Aim:

The aim of this Acceptable Usage Policy (AUP) is to ensure that pupils will benefit from the
learning opportunities offered by the school’s internet and digital resources in a safe and
effective manner. Internet use and access is considered a school resource and privilege. If
the school AUP is not adhered to, this privilege may be withdrawn and appropriate
sanctions, as outlined in our school’s Code of Positive Behaviour Policy, will be imposed.

This Acceptable Usage Policy applies to:

e Students who have access to and are users of the internet in SETNS.

e Members of staff, volunteers, parents, carers and others who access the internet in
SETNS.

All new parents/guardians to the school will be required to read and sign/accept this policy
as part of their enrolment. (Appendix A)

Parents of children from 1st-6th class will be required to sign/accept this policy every
September.

Overview

When using the internet, students, parents, staff and other internet users of the SETNS
network are expected to:

e Treat others with respect at all times.

e Not undertake any actions that may bring the school into disrepute.

e Respect the right to privacy of all other members of the school community.

e Respect copyright and acknowledge creators when using online content and resources.

This policy is to be read in conjunction with our school’s Code of Positive Behaviour and our
Bi Cinealta (Anti-bullying) policy which also deals with the issue of cyber bullying.



School’s Strategy:

The school employs a number of strategies in order to maximise learning opportunities and
reduce risks associated with the internet. These strategies are as follows:

General:

e Internet sessions will always be supervised by a teacher/member of staff.

e Filtering software and/or equivalent systems will be used in order to minimise the risk of
exposure to inappropriate material. The school will use NCAA approved filters as part of the
school's firewall systems.

eQide has placed our school on Level 4 which enables us to use YouTube but blocks Social
Media.

e Students will be provided with training in the area of internet safety. Internet safety
resources from webwise.ie, My Selfie and the Wider World and HTML Heroes are taught as
part of SPHE in 1st-6th classes.

e Uploading and downloading of non-approved software will not be permitted.

e Virus protection software will be used and updated on a regular basis.

e The use of personal memory sticks or other digital storage media in school requires a
teacher’s permission.

e Students will treat others with respect at all times while online.

This policy is also closely linked and is in line with the following school policies:
e Child Safeguarding Statement

e Code of Positive Behaviour

e Digital Learning Plan

e SPHE Whole School Plan

e Bi Cinealta (Anti-Bullying) Policy

e Communications Policy

Web browsing and Downloading

eStudents will use the internet for educational purposes only.

e Students will not intentionally visit internet sites that contain obscene, illegal, hateful or
otherwise objectionable materials.

e Students will report accidental accessing of inappropriate materials in accordance with
school procedures.

e Students will never disclose or publicise personal information.

e Downloading materials or images not relevant to their studies, is in direct breach of the
school’s Acceptable Usage Policy.

e Students will be aware that any usage, including distributing or receiving information,
school related or personal, may be monitored for unusual activity, security and/or network
management reasons.

e Students will not use chat rooms, discussion forums, messaging or other electronic
communication forms.


http://webwise.ie/

e The PTA has an Instagram page designed specifically for parents and guardians and is
managed by the PTA. It is for parents to stay connected with the school community and
receive notices about upcoming activities.

Assistive Technology

e Students will use assistive technology in line with recommendations outlined in a specific
report (Psychological Report, Occupational Therapy etc). Only children who have these
recommendations will use assistive technology in the classroom.

e Students are only allowed to use these devices during lessons with expressed permission
from teaching staff.

e Students are not allowed to use these devices during break time or wet play and must be
supervised at all times by a teacher/staff member when using these devices.

Personal Devices

e Pupils are not permitted to use personal devices such as mobile phones, smart watches or
other smart devices in school. If a child is wearing or using a device they will be confiscated
and will only be returned to a parent.

e The school recognises that a parent or guardian may wish for a child to have a personal
device with them for contacting after school. Phones/Smart watches must be turned off and
kept in the child’s bag for the duration of the school day.

Voluntary Smartphone Code

At Swords Educate Together National School, we have an Opt In Voluntary Smartphone
Code where we strongly encourage parents to consider delaying the purchase of
smartphones for their children until they complete primary school (approximately age
12). This Opt-in Policy has been developed in conjunction with other local primary
schools and is supported by our Board of Management and Parent Teacher Association.

Social Media

e Pupils are not permitted to use social media or instant messaging services and apps
including Snapchat, WhatsApp, G Chat etc., in SETNS.

e Many social media sites have minimum age requirements. We advise parents to not allow
their children to have personal accounts on Facebook, Instagram, etc. until they are the
appropriate age.

e Parents and guardians are encouraged to regularly check their child’s online activity
/digital footprint. Parents are encouraged to check social media apps (e.g. Facebook,
Snapchat, Whatsapp, Instagram etc) on mobile phones and electronic devices to ensure
they are aware of their child’s online interaction with others and approve of the same.



e Pupils/Parents/Staff will not “tag” photographs or any other content which would identify
any children or staff in the school.

o Staff and students must never use social media and the internet in any way to harass,
insult, abuse or defame anybody.

e Staff must not use their school email addresses for setting up personal social media
accounts or to communicate through such media.

School Website (swordseducatetogether.ie)

ePupils are not permitted to publish projects, artwork or school work on the School website.
eThe website is the responsibility of the principal and ICT Co-ordinator along with other
members of staff who have the authority to post on the website.

ePersonal student information including home address and contact details will not be
published on the website.

oSETNS will avoid publishing the first name and last name of pupils in video or photograph
captions published online, unless permission is given by parents.

Cyber Bullying

e Bullying is defined in Cinealtas as “targeted behaviour, online or offline that causes
intentional harm. The harm caused can be physical, social and/or emotional in nature.
Bullying behaviour is repeated over time and involves an imbalance of power in relationships
between two people or groups of people in society”.

e Engaging in online activities with the intention to harm, harass, or embarrass another pupil
or member of staff is an unacceptable and absolutely prohibited behaviour, with serious
consequences and sanctions for those involved. Sanctions include but are not limited to
suspension and school expulsion. When using the internet, students, parents and staff are
expected to treat others with respect at all times. The prevention of Cyberbullying is an
integral part of the Bi Cinedlta (Anti-Bullying) policy of our school.

e Isolated or once-off incidents of intentional negative behaviour, including a once-off
offensive or hurtful text message or other private messaging, fall within the definition of
Cyberbullying and will be dealt with, as appropriate, in accordance with the school’s Bi
Cinedlta Policy. Due to the nature of these incidents, which have the ability/ potential to be
shared to multiple people/ sites/ apps, these incidents may be considered as repeated acts
of bullying.



Images and Video

e At SETNS we advise students that they must not take, use, share, publish or distribute
images of others without their permission. This includes but is not limited to social media
sites, Whats app groups, Snap Chat, Instagram etc.

e In the event that students share images and the parties involved have not granted
permission, the school requests that the parents of the parties involved contact the child's
parents directly and request that the photograph be removed.

e Students must not share images, videos or other content online with the intention to harm
another member of the school community regardless of whether this happens in school or
outside.

e Sharing explicit images and in particular explicit images of students and/or minors is an
illegal, unacceptable and absolutely prohibited behaviour, with serious consequences and
sanctions including suspension and/or expulsion and will be referred to Gardai/Tulsa etc.

Support and Information Support Structures

The following is a selection of websites offering support and advice in the area of Internet
Safety -

e http://www.ncte.ie/InternetSafety/

e Webwise - http://www.webwise.ie/

e Childnet- https://www.childnet.com/

e Safe Internet - http://www.saferinternet.org

Implementation and Review Implementation

The implementation of this AUP will be monitored by the staff of Swords Educate Together
National School. It is the responsibility of staff members to ensure that this policy is followed
and any incidents reported in a timely manner.

Should serious online safety incidents take place, a member of the school management
should be informed along with the parents and a log will be kept of the incident. This log will
be stored in the Principal’s office and if deemed appropriate it will also be discussed at a
Board of Management meeting.

This policy was reviewed and updated in June 2025
This policy will be reviewed as deemed necessary.
Ratified by-

Chairperson Board (2025)

Principal (2025)




Appendix A
Acceptable Usage Policy
Permission Form

1. As the parent or legal guardian of the student below, | have read the Internet
Acceptable Usage Policy and grant permission for the named student to
access the internet in school. | understand that internet access is intended for
educational purposes.

2. | also understand that every reasonable precaution has been taken by the school to
provide for online safety but the school cannot be held responsible if students
access unsuitable websites.

Student’s Name:

Parent/Guardian :

Date:




