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Introduction

In St. Peter’s and St. Paul’s Primary School we believe that the Internet and other digital
technologies are very powerful resources which can enhance and potentially transform
teaching and learning when used effectively and appropriately. The Internet is an essential
element of 21st century life for education, business and social interaction. This school
provides pupils with opportunities to use the excellent resources on the internet, along with
developing the skills necessary to access, analyse and evaluate them.

Through the Acceptable Use of the Internet and Digital Technologies in schools the
Department of Education (DENI) state that:

“Used well, digital technologies are powerful, worthwhile educational tools; technical
safeguards can partly protect users, but education in safe, effective practices is a key goal for
schools.”

Development of E-Safety (electronic safety) Policy

The E-Safety Policy has been developed by the staff of St. Peter’s and St. Paul’s Primary
School, under the leadership of the Principal and the ICT co-ordinator. We used guidance
from both the Department of Education and C2K to ensure all key areas are covered.

Schedule for Monitoring and Reviewing

We appreciate that digital technology is a rapidly changing resource and therefore this policy
will be reviewed annually, or more frequently, if any relevant developments or issues arise.

The school will monitor the impact of this policy using:
e Logs of reported incidents in a hard book in the school office.

e Relevant research, national statistics or reports which highlight any changes in trends or
usage by both adults and children.

e Internal monitoring of usage and feedback from staff, children and parents. Scope of this E-
Safety Policy Our E-Safety policy is closely linked with the following policies: -

e Safeguarding and Child Protection
e Anti-Bullying
* Acceptable Use of the Internet and Digital Technologies (included in this policy).

E-Safety covers the use of both fixed and mobile devices including desktops, laptops, digital
cameras, video-recording equipment, mobile phones, tablets and gaming consoles. In all of
the above devices, the use of both our Wi-Fi and our wired internet services can be availed
of. The level of access to these will depend on an agreement of usage from the Principal and
also allocated access by the C2K manager.



Any member of staff or child who is registered on the C2K network can access the C2K
education network and filtering service using their C2K username and password. This can
also be accessed in and out of school premises. The C2K licensing for Microsoft Office also
covers the option to download it onto personal computers at home for both staff and pupils.

There is the possibility that other community users may use the school system for various
training purposes. In these cases, explicit permission will be given by the Principal and
temporary access to the system allocated by the C2K co-ordinator.

Temporary permissions and access may also be given to temporary staff, supply teachers or
volunteers in the school. To ensure they have full access to the facilities available, the C2k
supply teacher accounts allocated to our school will be used for this purpose. The account
will be enabled for the time period required and a new password provided for each different
user. Student teachers will use the username and password provided by their college and
they have temporary use of our system through the roaming setting.

The Importance of Internet and Digital Communications

In St. Peter’s and St. Paul’s Primary School we believe that the internet and other digital
technologies are very powerful resources which can enhance and potentially transform
teaching and learning when used effectively and appropriately. It is a necessary tool for both
staff and children. It helps to prepare children for their future life in education, business and
social interaction. They learn to use the internet to research topics led by the teacher, in
small groups, paired work and eventually individually. How to exchange information online
as a safe and controlled environment is also explored. Using ICT is a key requirement of our
curriculum and the children are encouraged to integrate it throughout all areas of learning.

Staff use the internet to support their planning and preparation and enhance the quality of
the resources used in their day-to-day teaching. Many exciting resources are available online
to consolidate learning, demonstrate new skills and source new information for topics. ICT
also enhances the school management system through the use of SIMS. Our school has a
duty of care to enable pupils and staff to use on-line systems safely and in an environment
which is beneficial to all.

Roles and Responsibilities

At St. Peter’s and St. Paul’s Primary School we understand that E-Safety must be approached
as a whole school. Every member of staff and all the children play an important role in
ensuring our school is a safe place to enjoy digital technologies and use them to their full
capacity.



Principal

The Principal of the school is responsible for ensuring the safety (including E-Safety) of all
members of the school community. However, the day-to-day responsibility for the E-Safety is
delegated to the C2K manager (ICT Coordinator & Principal). The Principal authorises specific
permissions for individuals or staff groups in relation to levels of internet filtering, use of
own devices and access to the managed school system

C2K Co-ordinator

The C2K co-ordinator is responsible for:

* The day to day running and maintenance of the school system including updating

and maintaining password retrieval and security.

® Assigning temporary usernames and passwords with restricted access to students

training in our school.

eKeeping up-to-date with new developments and attending any relevant courses in
E-Safety.

e Disseminating any new developments to all staff.

¢ Ensuring all staff are trained in the procedures and agreed school practice for

delivering the ESafety Policy.

* Ensuring there is clear guidance in place for reporting and E-Safety incidents to the

appropriate body or people.

e Liaising with C2K to ensure the school system is running as it should.

» Keeping a record of any E-Safety incidents which may arise.

e Setting up agreed access to various levels of internet filtering or connection of own

devices to the school system.

Child Protection and Safeguarding Designated Teacher

The Designated Teacher is trained in E-Safety issues and is aware of the potential for serious
child protection or safeguarding issues to arise from:

¢ Sharing of personal data.

® Access to illegal or inappropriate materials.

e Inappropriate on-line contact with adults or strangers.

e Potential or actual incidents of grooming or cyber-bullying.

Teaching Staff
The teaching staff should:

e Familiarise themselves with the agreed E-Safety Policy.
¢ Read, understand and sign the ‘Acceptable Use of the Internet and Digital
Technologies Policy’.



¢ Maintain and monitor their own digital profile and ensure any digital
communication with pupils (past or present), parents or carers is on a strict
professional basis.

e Deliver an agreed set of lessons on E-Safety and digital literacy to their class.

e Regularly remind pupils about the importance of E-Safety, reporting procedures
and keeping a good digital profile.

¢ Report any suspected misuse or problem to the C2K Manager, the Principal and if
appropriate ensure this information is passed onto C2K or the Safeguarding and Child
Protection Team.

e Monitor the use of any digital technologies in their class.

* Keep a secure record of children’s usernames and passwords to support children in
their class who may forget their passwords.

Non-Teaching Staff and Students

All non-teaching staff and students should:

¢ Maintain and monitor their own digital profile and ensure any digital
communication with pupils (past or present), parents or carers is on a strictly
professional basis.

® Report any suspected misuse or problem to the C2K Manager, the Principal and if
appropriate ensure this information is passed onto C2K or the Safeguarding and Child
Protection Team.

e Familiarise themselves with the agreed E-Safety Policy.

¢ Read, understand and sign the ‘Acceptable Use Policy.’

Pupils
The children play an important role in regard to:

* Their own on-line behaviour, respect of others and reporting any incidents to the
relevant person or organisation.

¢ Understand their level of acceptable use and ensuring no digital device is used in
an irresponsible way against school policy.

» Keeping their passwords safe and only using the school system for work set by or
agreed by their teacher.

Parents/Carers

Parents/carers should ensure that they follow the school guidelines with reference to:

* The use of digital devices and bringing them to school.

¢ Digital and video images taken at school events.

* Promoting safe and responsible behaviour by monitoring their children’s access to
digital devices.

e Encouraging their child to keep a good digital profile and report any behaviour they
feel is unsuitable or makes them feel uncomfortable in any way.



The school will continue to support the parents with this by providing on-line help sheets
and websites they can refer to for advice.

Education and Training

Staff

The C2K/ICT Co-ordinator attends any relevant courses and information days to ensure they
are kept well informed of any new developments. In the past these have been delivered by
C2K, Capita and UK Safer Internet Centre.

The C2K/ICT Co-ordinator ensures that all staff are kept up-to-date with any recent
developments in relation to E-Safety or ICT. The use of newsletters, school website, staff
meetings and staff development days are all used to do this successfully.

All staff working in our school attend training at the start of the academic year. A record is
kept of attendance alongside the Child Protection training record. This is delivered by the
Designated Child Protection Teacher.

Relevant areas of child protection and E-Safety are highlighted and agreed procedures for
reporting any issues which may arise and discussed, this includes protecting their
professional identity.

All staff are made aware of the steps they should take to maintain their own and the school’s
reputation. Attention is drawn to the guidelines displayed for Social Media and how to
access the Professional Online Safety Helpline if required. Training has also been given on
the signs of grooming and how this can happen.

Pupils

E-Safety training is integrated into various areas of our curriculum including PDMU and Using
ICT. It is delivered through a selection of age-appropriate planned lessons and reinforced
through assemblies, Internet Safety Awareness days, posters displayed in key areas and
regular reminders about acceptable on-line behaviour.

Resources used to support this include:

e Safer Internet Centre

* NSPCC ‘Keeping Children Safe Online’

* “Digiduck’s Big Decision”

* “The Adventures of Smartie the Penguin” (stories and follow up activities aimed at
Foundation Stage and Key Stage 1).

The children are taught about what to do if they see anything inappropriate or experience
any kind of cyber bullying. The importance of using appropriate on-line behaviour is
addressed through role play situations, the use of video clips and problem-solving scenarios.

Key Stage 2 children are introduced to reliable internet searching through the use of
different search engines and using the most effective key words.



Parents

Parents are kept informed about the need to monitor their children’s on-line behaviour and
the safe use of various electronic devices. We use our school newsletter and website to
provide access to information sheets about specific guidelines and advice from other
agencies including Childline, NSPCC and C2K. The Dry Arch also deliver information
workshops in school with parents, to inform them how to help keep their children safe when
using the internet at home.

Resources

All our internet access, computer workstations and laptops are managed by C2K. The
teachers are responsible for monitoring the children’s use through the restricted access
available on each of these tablets.

Every member of staff and all pupils are provided with an individual username and
password. The Foundation Stage children make use of the Simplified Logon service provided
by C2K. This introduces them to the idea of using a secure username and password to gain
access to our school system. After this the children have an individual username and
password provided which has to be updated on a regular basis. They are reminded that they
must not share their password with anyone. If any child or staff member abused the
computer system in anyway, the C2K/ICT co-ordinator can remove or limit their access. C2K
may also be informed if any unacceptable online behaviours arise.

Classrooms have been equipped with an interactive whiteboard, a computer workstation for
the teacher, desktops, laptops and iPads for the children. The photocopier is situated in the
staffroom.

Use of Digital and Video Images

As each class has access to a camera through their teacher iPad, no teachers, children or
other members of staff are permitted to use their own devices to take photos of the
children. Photographs are used for the purpose of class displays, publicity in local papers and
to inform the parents of the activities and achievements of the children in the School
Newsletter, School Website or School Facebook Page.

The school has a website which is regularly updated with photos and videos of the children
demonstrating their achievements in all areas of the curriculum.

All parents/guardian sign a consent form when their child starts school to give permission
for the school to use their photos for the above purposes.

At school functions the parents are asked to only take pictures of their own child unless
parental permission is given otherwise. To respect others privacy and in some cases
protection, any images taken should not be made available on any social networking site.



Communications

Mobile Phones

Teachers or other members of staff must ensure their mobile phones are turned off during
class time. Pupils are not allowed to bring mobile phones to school. In exceptional
circumstances when a parent requests that their child be allowed to take a mobile phone to
school, advanced permission may be given by the school. In this case the mobile phone must
be turned off in school hours and must be placed in the Principal’s office. Any mobile phones
which are brought to school without permission will be confiscated and parents will be
asked to collect them from school.

All parents and children sign a copy of our “Use of Mobile phones and Digital Devices in
School” at the start of their child’s school year.

Use of the Internet for Communication

When the children start school the ‘Code of Practice of the Acceptable Use of the Internet
and Digital Technologies for Parents & Pupils’ is signed by the parents/guardians and the
child. This details our school’s policy on the use of e-mailing, messaging or sharing of
information on-line. The children are reminded of these rules regularly through their
planned and impromptu E-Safety lessons. All staff and children understand that the use of
the Internet through our school system is a privilege and this can be removed at any time by
the C2K/ICT Coordinator or Principal.

Chatrooms, blogs and other social networking sites are blocked by our C2K filtering service
for all children and most staff. Teachers have access to this area for education purposes. If an
element of this is needed to support a lesson on Internet communication at Key Stage 2,
temporary access may be given to pupils by the C2K/ICT Coordinator and with the
permission of the Principal. In these cases, the children will be very closely monitored in
relation to sharing of images or videos, inappropriate comments, or anything which may be
regarded as inappropriate, cyber-bullying or grooming.

Any breach of this policy, involving either staff or pupils, will be regarded as serious and will
be dealt with in line with our sanctions in our Positive Behaviour Policy and Child Protection
and Safeguarding Procedures.

Monitoring and Review
This policy is implemented on a day-to-day basis by all school staff and is monitored by the
Principal and ICT Coordinator. This policy and its effectiveness will be reviewed annually.

Policy Reviewed: April 2024

Next Review: April 2027
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