Aladdin Management Information System (MIS) Policy
Ratified by the Board of Management on 10th February 2026
Introduction
This policy outlines the procedures and protocols for the use of Aladdin MIS at Skerries Educate Together National School. Aladdin is the school's primary database system for managing student records, attendance, communication, and administrative functions.
Purpose
1. To ensure secure, consistent, and appropriate use of Aladdin MIS
1. To protect student and staff data in compliance with GDPR and Data Protection Act 2018
1. To establish clear roles and responsibilities for system access and management
1. To ensure continuity of records and effective school administration
Scope
This policy applies to all staff members who have access to Aladdin, including teaching staff, Special Needs Assistants, administrative staff, and school leadership.
Access and Security
User Access Levels
1. Access is granted on a need-to-know basis according to role
1. Each user receives individual login credentials that must not be shared
1. The Principal and School Secretary hold full administrative access and manage user permissions
1. The Deputy Principal has access appropriate to their role but not full administrative rights
1. Access is reviewed annually and when staff roles change
1. Access is immediately revoked when a staff member leaves the school
Password Security
1. Users must create strong passwords and change them regularly (minimum every 90 days)
1. Passwords must not be written down or stored insecurely
1. Users must log out when leaving their workstation
1. Automatic timeout settings should be enabled
Device Security
1. Aladdin should only be accessed on school devices or secure personal devices
1. Devices must have up-to-date antivirus software
1. Screen privacy filters should be used when working in public areas
1. Devices must be locked when unattended
Data Protection and GDPR Compliance
Personal Data Handling
1. Only necessary personal data is collected and stored
1. Data is processed lawfully, fairly, and transparently
1. Data is kept accurate and up to date
1. Data is retained only as long as necessary (as per school's Data Retention Policy)
1. Appropriate security measures protect against unauthorized access
Data Subject Rights
1. Parents/guardians have the right to access their child's data
1. Requests for data access should be directed to the Principal or School Secretary
1. Responses to Subject Access Requests must be provided within one month
1. Data can be corrected if inaccurate
Data Sharing
1. Student data is only shared with authorized parties (DES, NCSE, TUSLA, etc.)
1. Parental consent is obtained for non-mandatory data sharing
1. Data sharing agreements are documented
Acceptable Use
Staff Responsibilities
1. Use Aladdin only for legitimate educational and administrative purposes
1. Access only the information necessary for your role
1. Ensure data entered is accurate and timely
1. Report any suspected data breaches immediately to the Principal or School Secretary
1. Complete annual data protection training
Prohibited Uses
1. Accessing data for personal reasons or curiosity
1. Sharing login credentials with others
1. Downloading school data to unauthorized devices
1. Using school data for purposes unrelated to school business
1. Making unauthorized changes to system settings
Specific Functions
Attendance Recording
1. Class teachers record daily attendance by 10:30am
1. Absences are coded appropriately using Aladdin codes
1. Partial absences are recorded with specific times
1. Attendance is monitored for NEWB compliance

Student Records
1. Student information is updated promptly when changes occur
1. All relevant documents are uploaded to student files
1. Sensitive information (SEN reports, medical information) is clearly marked
1. Access to sensitive files is restricted to authorized personnel
Communication (Aladdin Connect)
1. School-to-parent communications must be professional and appropriate
1. Messages are proofread before sending
1. Bulk messages require Principal or Deputy Principal approval
1. Communication records are maintained
Reports and Analytics
1. Reports containing personal data are stored securely
1. Reports are only generated for legitimate purposes
1. Printed reports are disposed of securely (confidential shredding)
1. Report access is logged and monitored
Data Backup and Business Continuity
1. Aladdin data is automatically backed up by the service provider
1. The school maintains an offline backup of critical information
1. Backup procedures are tested annually
1. A business continuity plan exists for system downtime
Breach Management
In the event of a suspected or actual data breach:
1. Report immediately to the Principal or School Secretary
1. The DPO (if applicable) is notified
1. The breach is documented and investigated
1. Affected parties are notified as required
1. The Data Protection Commission is notified if required (within 72 hours)
1. Corrective actions are implemented
Training and Support
1. All new staff receive Aladdin training during induction
1. Annual refresher training is provided
1. Data protection training is mandatory for all users
1. Technical support queries are directed to the School Secretary
1. Policy queries are directed to the Principal
Monitoring and Review
1. Aladdin usage is monitored for compliance
1. Access logs are reviewed regularly
1. Staff feedback is incorporated into policy updates
Roles and Responsibilities
Principal/Deputy Principal
1. Overall responsibility for Aladdin management and policy compliance
1. Full administrative access to all Aladdin functions and modules
1. Shares authority on user access and permissions with School Secretary
1. Reviews access logs and monitors compliance
1. Handles Subject Access Requests in conjunction with School Secretary
1. Approves bulk communications and significant system changes
School Secretary
1. Full administrative access to all Aladdin functions and modules
1. Day-to-day administration and management of Aladdin system
1. Primary responsibility for student enrollment, admissions, and data entry (with Principal)
1. Shares authority on user access and permissions with Principal
1. Generates reports and extracts data as required
1. Maintains accuracy of student records and contact information
1. Processes updates to student information (address changes, emergency contacts, etc.)
1. Manages parent/guardian access to Aladdin Connect
1. Coordinates technical support requests with Aladdin
1. Supports staff with system queries and troubleshooting
1. Ensures compliance with data retention schedules
1. First point of contact for parents regarding Aladdin access issues
1. Manages book rental, payment tracking, and financial modules
1. Coordinates NEWB attendance reporting
1. Supports preparation of returns to Department of Education
Class Teachers
1. Daily attendance recording by 10:30am
1. Maintaining accurate student records for their class
1. Uploading relevant documentation (work samples, notes, etc.)
1. Uploading and updating medical information and allergy data for students in their class
1. Communication with parents via Aladdin Connect
1. Recording incidents and behavioural notes as appropriate
1. Updating student progress and assessment information
1. Notifying School Secretary of any data discrepancies

Special Education Teachers
1. Recording SEN support allocations and interventions
1. Uploading IEPs, Student Support Plans, and relevant reports
1. Maintaining confidential SEN documentation
1. Communicating with parents regarding SEN support

Home School Community Liaison (HSCL)
1. Access to student and family contact information relevant to liaison work
1. Recording contact notes and family support interventions
1. Accessing attendance data to identify patterns requiring support
1. Maintaining records of parent engagement activities and programs
1. Communicating with families via Aladdin Connect where appropriate
1. Accessing relevant DEIS-related data and reports
SEN Coordinators
1. Full access to all SEN-related modules and student support documentation
1. Recording and tracking resource allocation and intervention schedules
1. Uploading and maintaining confidential SEN reports and correspondence
1. Generating reports for NCSE applications and reviews
1. Coordinating communication between class teachers, SET teachers, and families regarding SEN support
1. Managing data for specialist autism classes (Seolta, Bród, Misneach) and mainstream SEN provision
All Staff
1. Compliance with this policy and all data protection requirements
1. Completing required training within specified timeframes
1. Reporting concerns, discrepancies, or breaches immediately to Principal or School Secretary
1. Maintaining confidentiality of all student and staff information
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