St Mary’s College					Acceptable Use of ICT Policy

--------------------------------------------------------------------------------------------------

Please read the following carefully

When using the St Mary’s ICT equipment and other information systems, I understand and will comply with the following statements:- 

§ I have read and understood my personal responsibilities in the use of ICT equipment, as explained in this policy. 

§ I will only use the internet and other computer-based systems with my own username and password, which I will keep secure. I will not share them with others. I know that I should log out after each session and never allow anyone else to use the internet through my username and password. If I think someone has used my username or password I know that I should report this immediately to a member of staff. 

§ I will make sure that I use a suitably complex password for the internet and ICT systems, and I know that I should use a unique password for each system. 

§ I will not attempt to bypass any filtering and/or security systems put in place by the college. If I suspect a computer or system has been damaged or affected by a virus or other malware, I will report this to the ICT technician or a member of teaching staff. 

§ I will not search for, download, upload or forward any content that is illegal or that could be considered an offence by another user. If I find any such material I will report it immediately to a member of staff. 

§ I will not download or install any software from the internet or from any other media, which might negatively affect the college network or information on it, without prior permission from the ICT technician.

§ I will make sure that all college-owned equipment (laptops, tablets, cameras, removable media or phones) taken off site (home or on college trips), is stored securely. 

§ I will return any college-owned ICT equipment to the college once it is no longer required. 

§ I will not share any document that contains personal information relating to students, friends, family or staff. 

§ I understand that my files, communications and internet activity may be monitored and checked at any time to protect my own and others’ safety, and action may be taken to protect me or others. 

§ I will report any suspicion or evidence that there has been a breach of my personal security, in access to the internet or ICT systems, to the ICT technician. 

§ If I find any content or communications that are unpleasant, upsetting, which I believe are illegal or would be considered offensive by another user, I know that I should report them to a member of staff immediately.

 § I understand that the use of computer systems without permission or for inappropriate purposes could be a criminal offence under the Computer Misuse Act 1990, and breaches will be dealt with. 

§ I will not intentionally damage any college-owned ICT equipment. 

§ I will not eat or drink while using college-owned ICT equipment.

Social Media

§ I know that some websites and social networks have age restrictions and I should not use them unless I am old enough. 

§ I will take reasonable precautions to protect the personal information contained on my profile, on social networking sites. 

§ I will not use social networking sites during college hours. 

§ I will maintain a positive online identity, one that I can be proud of, both in and outside college. I will not abuse any member of staff, student or parent through any comments, video, text or sound that could cause offence. I will not make comments about the college which could damage its reputation. 

§ I will not give away any personal information or the personal information of other users, in college using the internet. This includes photographs or videos of me, other students or members of staff. 

§ I will not arrange to meet someone I have met online. 

§ If I experience any offensive or hurtful comments relating to the college, staff or students, I will take screenshots for evidence and report the incident to the principal or Child Protection Officer.

Managing Digital Content

§ I will behave safely and responsibly when creating, using and storing digital images, video and sound within college. 

§ I will use the Internet responsibly and will only visit websites appropriate to my college studies. I will not access inappropriate sites including pornographic, racist or offensive material. I know that this is forbidden and may be a criminal offence. 

§ I know that I should only use college-owned equipment to create digital images, video and sound for my studies. Digital images, video and sound will not be taken without the permission of participants. Images and video will be of appropriate activities and participants will be in appropriate dress. 

§ I will not publish resources, e.g. images, online without the permission of the staff and students involved. 

§ When I am using images, video or sound clips, I know that I should not break any copyright law, that I should respect ownership and acknowledge online sources.

Email

§ I will only use my college email address to contact members of St Mary’s College or people I know or those approved by my teacher for college-related work. 

§ I will take care in opening attachments sent by email. I will only open emails and attachments from trusted senders. 

§ When sending emails I will make sure that they are polite and sensible. I will not use my college email account to forward chain emails.

Mobile phones and devices

§ I will make sure that my mobile phone and any other personally-owned device is switched off as soon as I enter the college building. I will also make sure that it is not switched on until I leave the building at the end of the college day, unless under the direction of a member of staff. I will only use my mobile phone during the college day in emergency or special circumstances when given permission by a member of the college staff. I will only use my laptop/tablet when given permission by a member of staff to facilitate online learning. 

§ I will not use any personally-owned mobile device to take images, video or sound recordings in college unless at the direction of a teacher or member of staff for the purpose of supporting learning. 

§ I will take precautions and protect my mobile phone number. 

§ I understand that my mobile phone may be confiscated or searched if a member of staff has reasonable suspicion that it has been, or could be, used to cause harm, disrupt teaching or break college rules. This includes suspicion that I have offensive material on my phone. 

§ I will not use my mobile phone to access the college WiFi facility, instead I will confine use of this service to my laptop or tablet devices. 

§ I understand that use of the WiFi connection should be for learning purposes only and misuse of the resource could result in temporary confiscation of my device and barring from all c2k platforms.

On-line learning

§ Pupils and students at St Mary’s College are expected to engage with online lessons and other forms of distance learning during the school term. When pupils and students are being taught live using an online forum they must use their c2k account and ensure that both audio and/or video functions are switched on. Any sharing or uploading of images to social media or other applications, sharing of login details or use of voice overs and filters will be dealt with in line with school policy. Any pupil in breach of school policy will also be removed from all on-line learning forums provided by the school. Consequences for misuse of ICT resources 

§ Misuse of ICT and related school property will not be tolerated at St Mary’s College 

§ Any student that does not adhere to the terms of the policy will: - Be removed from all c2k service learning platforms immediately - Face further sanction up to and including expulsion

Please note:-

Email messages are subject to C2ks filtering policy. C2k services are monitored and it is the users’ responsibility for the security of C2k usernames and passwords when using email and the Internet. 

The school has the right to access user’s data and mailboxes. Any attempts to bypass filtering, or to access inappropriate or illegal material, will be reported to the school authority via C2k. 

Files stored within the school’s network environment on servers, computers and devices will not be regarded as private and the school reserves the right (or C2k at school’s request) to monitor, review and examine the internet history, usage, communications and files of all users, and where it deems necessary, will intercept and delete material on school laptops, servers, network devices and e-mail systems, which it considers inappropriate, and prohibit use of such material.

























Please return this section to your child’s form teacher ASAP

Agreement

I have read and understand all of the points in the Acceptable Use ICT Policy. I understand that if I fail to follow this Acceptable Use Policy, I could face disciplinary action. 

St Mary’s reserves the right to examine or delete any of my files that may be held on its computer system, to monitor any internet sites visited and emails exchanged and, if necessary, to report anything which may be a criminal offence. 


Please tick
I have read and understand all of the points on the Acceptable Use ICT Policy. I understand that if I fail to follow this Acceptable Use Policy, I could face disciplinary action. St Mary’s College reserves the right to examine or delete any of my files that may be held on its computer system, to monitor any internet sites visited and emails exchanged and, if necessary, to report anything which may be a criminal offence.

Child photo / video consent form

Please tick
 I give permission to take photographs and / or video of my child. I grant full rights to use the images resulting from the photography/video filming, and any reproductions or adaptations of the images for fundraising, publicity or other purposes to help achieve the school’s aims. This might include (but is not limited to), the right to use them in their printed and online publicity, social media, press releases and funding applications.


Parent/Carer Name _______________________________________________________________________________

Signature __________________________________________________________________________________________

Date _________________________________________________________________________________________________

Student Name _______________________________________________________________________________________

Signature____________________________________________________________________________________________

Date _________________________________________________________________________________________________
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