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Thornfield House School Digital Images Policy addresses several key areas, particularly focusing on data protection (UK GDPR/Data Protection Act 2018) and the safeguarding needs of children in a special school setting in Northern Ireland.
This policy outlines the school's commitment to the safe, legal, and responsible use of digital photographs and video images of pupils and staff.

1. Scope and Principles
· Scope: This policy applies to all images (photographs, video, web camera, CCTV) taken, stored, and used on school premises or during school activities, including those taken by staff, pupils, parents, and third parties. It covers images for internal (e.g., teaching aids, displays, school records) and external (e.g., website, social media, prospectus, local media) use.
· Legal Basis: All image processing will comply with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, as images of identifiable individuals constitute personal data.
· Consent and Safeguarding: The school will prioritise the safety and well-being of all pupils. Written consent will be the primary lawful basis for external use of images, and special consideration will be given to the vulnerabilities of pupils in a special school setting.
2. Consent and Permissions
School-Initiated Photography/Filming
1. Written Consent: The school will seek explicit, informed written consent from parents/carers at the start of the academic year, or upon enrolment, for the use of their child's image. This consent will cover various uses (e.g., internal display, school website, social media, local media), and parents/carers will have the option to grant or refuse permission for each category.
2. Withdrawal of Consent: Parents/carers and staff have the right to withdraw consent at any time. The school office must be informed in writing. The school will immediately cease the use of the image in question (e.g., remove from the website/social media). Parents/carers will be informed that images already published externally (e.g., in a printed prospectus or newspaper) or uploaded online are very difficult to fully retract.
3. No Exclusion: Pupils who do not have consent for their image to be used will not be excluded from any activity. Staff must ensure procedures are in place (e.g., non-participation in a specific photo, blurring/cropping in group shots) to ensure non-identifiable images are used where required.
4. Staff Consent: Staff images will also require explicit consent for external use.
Best Practice for Image Publication
· No Full Names: When publishing images of pupils externally (e.g., on the school website or social media), pupils' full names will not be used in captions or accompanying text.
· Identifying Information: The school will avoid publishing any image alongside information that could make a pupil easily identifiable outside of the school context (e.g., avoiding close-ups of distinct identifying features unless specific consent is given).
· Selection of Images: Images chosen for external use should:
· Focus on the activity or learning rather than a single individual.
· Be appropriate and positive, reflecting the ethos of the school.
· Avoid images taken in personal, sensitive, or potentially embarrassing situations.
· Preferably use group shots where individuals are less identifiable.
3. Storage and Data Security
· School Equipment Only: Staff should primarily use school-owned devices (e.g., school cameras, tablets, C2K network) to capture and store pupil images. Personal devices (mobile phones, personal cameras) should not be used to capture, store, or share images of pupils or staff without explicit, pre-arranged permission from the Principal.
· Secure Storage: Digital images will be stored securely on the C2K network or designated, password-protected school systems, with access restricted to authorised personnel.
· Retention: Images will only be kept for as long as is necessary for the original purpose (e.g., a prospectus photo may be kept for the lifetime of that publication). Internal administrative images will be retained in accordance with the school's Data Retention Schedule. When no longer needed, digital images will be securely deleted from the C2K system and associated hard drives.
4. Third-Party Photography and Filming
Parents/Carers at School Events
· Personal Use Only: Parents/carers are generally permitted to take photographs or videos of their own child at school events (e.g., performances, sports day) for personal, private use only.
· Respecting Privacy: Parents/carers will be informed that they must not capture or publish images of other children (or staff) on social media or any public platform without the express permission of the other child's parents/carers and the school.
· Designated Areas: The school reserves the right to designate specific areas or times for photography or filming to ensure safeguarding.
Media and Professional Photographers
· Pre-Arrangement: Any external media (e.g., local newspaper) or professional photographers (e.g., for school portraits) must have their visit pre-arranged and approved by the Principal.
· Supervision and Control: External photographers will be supervised by a member of staff at all times and will be made aware of all consent/non-consent restrictions.
· Contractual Compliance: Any contract with a professional photographer will require them to comply with all aspects of this policy, including secure storage and retention of images.
5. Pupil and Staff Digital Use
· Pupil Devices: Pupils are generally not permitted to use personal mobile phones or other devices to take photographs or videos of other pupils or staff on school premises. Any exceptions for educational purposes must be supervised and approved by a staff member.
· Reporting Misuse: Any instance of inappropriate capture, use, or distribution of digital images (e.g., bullying, sharing inappropriate content) will be treated as a serious safeguarding and disciplinary matter, in line with the school's E-Safety, Child Protection, and Positive Behaviour Policies.
· Staff Awareness: Staff will receive regular training on this policy and their responsibilities regarding the capture, storage, and use of digital images, adhering to all professional codes of conduct.
6. Policy Review
This policy will be reviewed annually by the Board of Governors to ensure its continued relevance and compliance with new legislation or guidance from the Department of Education (Northern Ireland) and the Education Authority.
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