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ONLINE SAFETY POLICY 2025-2026
Co-ordinator:   Mrs I Keenan

Introduction

‘As with many aspects of life, children and young people need to be educated on the safe and responsible use of mobile technology. This is an area in which evidence is being updated rapidly.’
DENI Circular 2024/14

ICT in the 21st Century is seen as an essential resource to support learning and teaching, as well as playing an important role in the everyday lives of children, young people and adults.  Consequently, at St Columba’s we need to build in the use of these technologies in order to arm our young people with the skills to access life-long learning and employment.


Rationale
“The school’s actions on and governance of online safety must be reflected clearly within the school’s safeguarding arrangements and Online Safety Policy. Safeguarding and promoting pupils’ welfare around digital technology is the responsibility of everyone who comes into contact with them in the school or on school-organised activities.” 
DENI Online Safety Guidance, Circular number 2016/27

Online Safety

What is Online Safety?
Online Safety involves pupils, staff, governors and parents making best use of technology, information, training and this policy to create and maintain a safe online and ICT environment for everyone in the St Columba’s Primary School community. 

The Online Safety Team
· The school’s Online Safety co-ordinator is Mrs Imelda Keenan
· The Online Safety Governor is Mrs Kate Quigg.
· The Online Safety Policy and its implementation shall be reviewed annually. 
Preventative Curriculum
All pupils sign class agreements before using the Internet and follow an agreed code of Conduct for online activities.  Our ‘Online Safety’ preventative curriculum is continual throughout the year and constantly reviewed. Our pupils have opportunities to develop their cyber resilience and online safety skills across the curriculum and at all levels.  We participate in the NSPCC ‘Keeping Safe’ Programme and as a result, pupils have opportunities to develop their understanding and recognition of abusive behaviour and identify those who pose a threat to them, including within the online world.  We take part in ‘Safer Internet Day’ each year.  This is overarched by our PD&MU area of learning.

The Role of the Online Safety Co-ordinator: 
· To take day-to day-responsibility for Online Safety issues and have a leading role in establishing and reviewing the school Online Safety policy/documents. 
· To ensure that all staff members are aware of the procedures that need to be followed in the event of an Online Safety incident taking place. 
· Provide training and advice for staff. 
· Liaise with other member(s) of the ICT team.
· Liaise with ELB and DENI on Online Safety developments 
· Receive reports of Online Safety incidents and create a log of incidents to inform future Online Safety developments. 
Managing the Internet
· The school maintains that pupils will have supervised access to Internet resources through the school’s fixed and mobile internet technology. All staff will preview any recommended sites before use.
· Raw image searches are discouraged when working with pupils. If internet research is set for homework, specific sites will be suggested that have previously been checked by the teacher. It is advised that parents recheck these sites and supervise this work. 
· All users must observe software copyright at all times. It is illegal to copy or distribute school software or illegal software from other sources. All users must observe copyright of materials from electronic resources.

Security and passwords
Passwords should be changed regularly. The system will inform users when the password is to be changed.  Pupils and staff should never share passwords or have a generic password per class/year group. Staff must never let pupils use a staff logon.  Staff must always ‘lock’ the PC if they are going to leave it unattended (the picture mute or picture freeze option on a projector will allow an image to remain on the screen and also allow a PC to be ‘locked’).


Risk Assessment 
‘Schools have a responsibility to ensure that there is a reduced risk of pupils accessing harmful and inappropriate digital content’ (DENI Online Safety Guidance Circular Number 2016/27). The main areas of risk for the School can be categorised as the Content, Contract and Conduct of activity.
Content 
Access to illegal, harmful or inappropriate images or other content. 
Access to unsuitable video / internet games. 
An inability to evaluate the quality, accuracy and relevance of information on the Internet. 

Contact
Inappropriate communication / contact with others, including strangers. 
The risk of being subject to grooming by those whom they may make contact with on the Internet. 
Cyber-bullying. 
Unauthorised access to / loss of / sharing of personal information. 

Conduct 
The potential for excessive use which may impact on the social and emotional 
development and learning of the young person.
plagiarism and copyright infringement.
Illegal downloading of music or video files.
The sharing / distribution of personal images without an individual’s consent or 
knowledge. 

Assessing Risks
‘A filtering service, no matter how thorough, can never be comprehensive’, DENI Internet Safety Guidance Circular number 2011/22. The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. The school does not accept liability for the material accessed, or any consequences of Internet access. The school will audit ICT use to establish if the Online Safety policy is adequate and that the implementation of the Online Safety policy is appropriate.  

‘Every child has the right to reliable information from the media.  This should be information that the children can understand.  Governments must help protect children from materials that could harm them’.  
(Article 17)

‘Governments must protect children from all other forms of exploitation, for example the exploitation of children for political activities, by the media or for medical research’. (Article 36)

Grooming

Grooming is often associated with Child Sexual Exploitation (CSE), but can be a precursor to other forms of abuse. Grooming may occur face to face, online and/or through social media, the latter making it more difficult to detect and identify.

Child Sexual Exploitation (CSE)
CSE is a form of sexual abuse where children are sexually exploited for money, power or status. It can involve violent, humiliating and degrading sexual assaults. In some cases, young people are persuaded or forced into exchanging sexual activity for money, drugs, gifts, affection or status. CSE does not always involve physical contact and can happen online.

CSE can be perpetrated by adults or by young people’s peers, on an individual or group basis, or a combination of both, and can be perpetrated by females as well as males.  
Pupils and parents are informed of the dangers posed within many online gaming apps/software/social network spaces outside school and that these are inappropriate for primary aged pupils. 


Social Networking 
Social networking Internet sites (such as, Facebook, Instagram, Twitter, etc.) provide facilities to chat and exchange information online. This online world is very different from the real one with the temptation to say and do things beyond usual face-to-face contact. 
· Use of social networking sites in school, is not allowed and is blocked. 
· Pupils will be advised never to give out personal details of any kind that may identify themselves, other pupils, their school or location. This will also include not using personal photographs and videos. 
· Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for primary aged pupils. 
· Pupils will be encouraged to only interact with known friends and family over the Internet and deny access to others. 
· Parents, pupils and staff will be advised of the dangers of discussing pupils, staff or the school on social networking sites. The governors will consider taking legal action, where appropriate, to protect pupils and staff against cyber bullying and defamatory comments. 

Digital/Video Cameras
· Pictures, videos and sound are not directly connected to the Internet but images are easily transferred. 
· Pupils will not use iPads/digital cameras or video equipment at school unless specifically authorised by staff. 
· Publishing of images, video and sound will follow the policy set out in this document under ‘Publishing Content’. 
· Parents will not use digital cameras, mobile phones or video equipment at school unless specifically authorised by staff. 
· The Principal or nominee will inform parent(s)/guardian(s) and others present at school events that photographs/videos may be taken on the basis that they are for private retention and not for publication in any manner.


Published Content (School Website/Social Media) 
The school website is a valuable source of information for parents and potential parents. 
· Contact details on the Website will be the school address, e-mail and telephone number. 
· Staff and pupils’ personal information will not be published. 
· The Principal or nominee will take overall editorial responsibility and ensure that content is accurate and appropriate. 
· Photographs and videos that include pupils will be selected carefully and will not enable individual pupils to be clearly identified. 
· Pupils’ full names will not be used anywhere on the website or social media, particularly in association with photographs. 
· Parents/carers are asked not to share names or personal details of pupils photographed in their comments on Social Media. 
· Consent from parents will be obtained before photographs of pupils are published on the school website or social media.

Seesaw

· Parents will only have access to their own child(rens) published work or where they have been individually photographed.  
· In instances where a group of pupils have been photographed/worked collaboratively on a digital project, parents of pupils involved will be able to view the work/photograph.
· All parent comments/interaction must be approved first by the class teacher before being publicly posted.   

Guidance for Remote Learning 

· In the event of remote learning, communication and distance learning between staff parents/carers and pupils will continue via Seesaw.  
· Pupils will receive hard copies of work to use alongside recorded lessons shared daily on Seesaw. 
· Devices are available on request for pupils who require additional ICT equipment. 
· Reminders and updates of the e-safety guidelines and practical tips for staying safe while online were sent to both parents and pupils during periods of remote learning. 
· Staff support regarding any issues surrounding e-safety and guidance on sharing materials online with pupils is provided by the ICT Co-ordinator. 
· Online safety issues are a regular agenda on staff meetings via video conferencing during periods of remote learning. 


Handling Online Safety Complaints
· Complaints of Internet misuse will be dealt with by the Online Safety co-ordinator and a senior member of staff. 
· Any complaint about staff misuse must be referred to the Principal 
· Complaints of a child protection nature shall be dealt with in accordance with school child protection procedures. 
· Pupils and parents will be informed of the complaints procedure. 
· Discussions will be held with the community police officer to establish procedures for handling potentially illegal issues. 

Communication of Policy 

Pupils: 
· Rules for Internet access will be posted in all rooms. 
· Pupils will be informed that Internet use will be monitored. 
· Pupils will be informed of the importance of being safe on social networking sites

At an appropriate age and maturity they will need to learn to recognise and avoid these risks — to become “Internet-wise” and ultimately good “digital citizens”.
DENI E-Safety Guidance Circular Number 2013/25



Staff: 
· All staff will be given the School Online Safety Policy and its importance will be explained. 
· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. 
· Staff have access to training and up-to-date information and advice on online safety via the NI Safer Schools App. 

‘Teachers are the first line of defence in eSafety; their observation of behaviour is essential in recognising concerns about pupils and in developing trust so that issues are reported’. 
DENI E-Safety Guidance Circular Number 2013/25



Parents: 
· Parents’ attention will be drawn to the School Online Safety Policy in newsletters and on the school Website. They will receive annual updates on Online Safety. 
· Parents have access all up-to-date information and advice on online safety via the NI Safer Schools App. 





Further Resources 
We have found these web sites useful for Online Safety advice and information.
www.nspcc.org.uk/keeping-children-safe/online-safety
www.thinkuknow.co.uk
www.childnet.com
www.internetmatters.org
www.kidsmart.org.uk
www.saferinternet.org.uk
www.education-ni.gov.uk/keeping-children-safe-online
www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis


REVIEW

This policy will be reviewed on an annual basis.
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Signed   __________________________   Date  September 2025
	(Chairperson)
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