
Research Note | November 12, 2024

So We Meet Again, Botiful: Latent Fake Ad

Network Persists on Meta Two Years Since

Doppelganger

Executive Summary

Meta continues to overlook large-scale networks of automated fake Facebook pages that
exhibit coordinated inauthentic behavior (CIB) which violates its policies. Over the past year,
Reset Tech has monitored several networks of dormant pages, easily identifiable by shared
characteristics such as username patterns and branding elements. These pages serve as
pre-made assets for paid campaigns rather than organic content. They have engaged in
political and scam advertising, including Kremlin-affiliated campaigns targeting audiences in
the EU and Moldova, such as the Doppelganger campaign. Our findings show Meta selectively
removes ads and advertiser pages linked to specific campaigns yet leaves broader networks
intact, raising concerns about its commitment to addressing CIB.

Our Research Findings
Over the past year, Reset Tech has tracked several large networks of automatically generated
accounts, primarily dormant assets, each comprising hundreds of thousands of pages. These
networks are easily identifiable by shared characteristics such as username patterns, bio
details, posting activity, and branding. The pages rarely share organic content, existing instead
as pre-made assets for campaign use.
A small fraction of the pages within such networks serve as active advertisers, running both
political ads and scam campaigns. For example, anonymous pages from one latent network of
up to 340,000 dormant accounts recently ran a political campaign in Moldova linked to
Kremlin-affiliated oligarch Ilan Shor. Pages from two other networks, investigated by Reset
Tech in October 2023 and consisting of up to 242,000 and 340,000 latent accounts,
respectively, have participated in political advertising targeting EU audiences as part of the
Kremlin's Doppelganger operation.

This report focuses on the ongoing activities of one of these networks, dubbed the "Botiful"
network by EU Disinfo Lab, in its initial Doppelganger operation report from September 2022.
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Two years later, pages from this network continue to run political and commercial ads, with
over 47,000 pages—20 percent of the network—remaining active. New assets are continually
created, while Meta has taken minimal action to curb the network's activities.
Our findings from 2023 and 2024 remain consistent: Meta removes certain ads and
occasionally some advertiser pages linked to specific campaigns but fails to disrupt the larger
network. Keeping the network online allows new advertisers to be activated at any time to run
similar campaigns. This raises concerns about tech companies' responsibility to address CIB
and questions Meta's ad moderation practices.

A Latent Network
Share of active pages from the so-called Botiful network on Meta as of September 2024.

Figure 1: Data analysis of active pages from the so-called Botiful network on Meta. (Source: Reset Tech analysis)

Background: Doppelganger on Facebook

Reset Tech has been following the advertising activities of inauthentic Facebook pages linked
to the pro-Kremlin Doppelganger operation for over a year. The campaign, active since 2022,
primarily targets EU audiences in German, French, Russian, Ukrainian, and, to a lesser extent,
English and other EU languages. Other researchers, including the DFR lab, AI Forensics, and
VIGINUM, among others, have also investigated the Doppelganger operation on Facebook.
We have collected thousands of Facebook ads launched by anonymous inauthentic pages
linked to the Doppelganger operation in 2023 and 2024. In addition to gathering these ads and
documenting the evolving obfuscation tactics used by the actors to promote such content
undetected on the platform, Reset Tech's unique research focus is on exploring the entire
Facebook ecosystems of latent accounts that provide advertising assets for political
campaigns like Doppelganger, as well as for other commercial campaigns, including scam
initiatives.
Over two years, various networks of automatically created pages have been used to provide
advertising assets for Doppelganger. These pages are typically identifiable by shared naming
conventions (username patterns), visual branding elements (such as similar cover and profile
photos), bio details (like matching contact information), admin locations, and similar account
creation dates. Often, the pages overlap in their limited organic posting activity, sharing a few
similar posts or using the same images. Organic posting is usually restricted to one or a few
posts before the pages become dormant. These pages tend to have very few followers, often
just a handful.
These Facebook networks can expand rapidly, with hundreds or even thousands of new pages
created each day. All these indicators demonstrate automation and CIB at the network level,
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https://medium.com/dfrlab/russia-based-facebook-operation-targeted-europe-with-anti-ukraine-messaging-389e32324d4b
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https://www.sgdsn.gouv.fr/files/files/20230719_NP_VIGINUM_RAPPORT-CAMPAGNE-RRN_EN1.pdf
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linking all the assets within a shared ecosystem.
We have gathered comprehensive data on the potential size of several of these extensive
networks of automatically created accounts, which have been known to launch political and
commercial advertising in the EU.

The Botiful Network

Our October 2023 report focused on one such network of pages, which, at the time, consisted
of 242,000 pages. This network, referred to as the Botiful network by the EU Disinfo Lab,
emerged as the first major advertiser involved in the Doppelganger operation in the summer of
2022.
The pages in this network share a common username pattern—characterized by synonyms of
the adjective "beautiful" combined with a random string of two or three letters and a number.
The branding identity of these pages is consistent, featuring profile photos conveying a
romantic theme, including images of hearts, fire, and flowers. Organic posting activity is also
notable, with the initial post presenting a cooking recipe in Russian. Our investigation in 2023
revealed that many of the administrators of this network are based in Ukraine; however, the
majority of pages do not provide an admin location. The network was launched in batches,
with hundreds to thousands of pages created per day between October 2022 and June 2023,
ultimately totaling 242,000 pages.
New pages have continued to be created after June 2023, as evidenced by the creation dates
of several pages identified in subsequent investigations.
In total, the network used a synonym nest of 50 adjectives to formulate usernames, following a
consistent pattern of (adjective + a string of letters + a number).

Aesthetic, Alluring, Appealing, Artistic, Attractive, Beauteous, Bonny, Bright, Charming, Comely,
Cute, Delicate, Delightful, Divine, Elegant, Excellent, Exquisite, Fair, Fantastic, Fine, Glorious,
Good-Looking, Gorgeous, Graceful, Grand, Great, Handsome, Heavenly, Hot, Lithe, Lovely,

Magnificent, Nice, Physically, Picturesque, Pleasant, Pleasing, Pretty, Property, Pulchritudinous,
Radiant, Ravishing, Resplendent, Sightly, Splendid, Striking, Stunning, Superb, Winsome.

Figure 2: A List of 50 synonymous adjectives used to formulate inauthentic account names.

Figure 3: Profile photos and common usernames of pages from the Botiful network: Four pages use the adjective
"pretty" and a random string of characters plus a number to create unique usernames (Pretty mdw1, Pretty rfa1,
Pretty rfy1, Pretty mdh7). All pages share a common branding identity: they use stock photos of hearts, presents,
and flowers as their profile photos. All four pages are listed as advertisers in Meta's Ad Library. (Source: Facebook
1, 2, 3, 4)
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Figure 4: Other pages from the Botiful network follow the same naming convention with varying adjectives (Radiant
fg7, Appealing df5, Attractive gfc6, Lovely ldx7). All four pages are active and listed as advertisers in Meta's Ad
Library. (Source: Facebook 1,2,3,4)

Figure 5: The organic activity of pages belonging to the Botiful network. For half of the network, the content strategy
was strikingly similar. A total of 118,000 pages (50 percent of the analyzed network) published a meal photo along
with a Russian-language cooking recipe as their first organic post. (Source: Facebook 1, 2, 3)

The extensive scope of this network suggests that it could not have been created manually; our
investigation revealed that thousands of similar pages were created on certain days. Despite
the relative ease of discovering and mapping this ecosystem, Meta still appears to be unaware
of its existence.
One year after our report on the broader ecosystem was published and two years after the EU
Disinfo lab first discovered the network, Botiful pages continue to exist on Facebook and
remain active advertisers in Meta's Ad Library. Some pages are running ads that are no longer
visible, while others remain dormant assets that have not promoted content.

The Network's Activity

Back in 2023, we discovered 300 ads—both political and commercial—linked to pages from
the Botiful network. Since then, the network has continued its advertising activities largely
unrestricted by Meta.
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In 2024, we identified at least 2,400 ads promoted by the Botiful network; however, this figure
is likely significantly higher, as Meta's Ad Library does not provide access to all commercial
ads.
By examining the platform's Ad Library reports, we found only 129 pages that launched 456
ads in 2024. This data is limited to ads concerning social issues, elections, or politics.
The network's advertising activities include a wide range of ads, predominantly commercial ads
promoting various scam campaigns. Tracking these ads is challenging without specific
keywords, as many usernames contain commonly used adjectives (e.g., “lovely,” “beautiful”
which often yield numerous false positives. By using one distinctive adjective from the
network’s set of 50 synonyms—"pulchritudinous"—we were able to trace thousands of
commercial ads launched by pages following the same username pattern (e.g.,
“Pulchritudinous mg3,” “Pulchritudinous fg2”). This approach increased our total ad collection
to over 2,400 and brought the total number of advertisers to 509 pages.
Using various keyword phrases from the ad copy allowed us to capture an additional sample of
ads. However, we are still far from estimating the full extent of the network's advertising
activity, particularly for assets using more common adjectives as usernames.

Figure 6: Political ads in German and French linked to the Doppelganger campaign launched by the network in
January 2024. Meta has since deleted the three ads. Their total reach was 10,800 before they were removed. The
payer/beneficiary names of the ads were written in Russian, but they appeared to have passed verification by Meta
nonetheless.
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Figure 7: Ads launched by the Botiful network in 2024. These three ads come from a scam campaign using the
names and photos of politicians to endorse dubious investment schemes—the examples above refer to U.K.Prime
Minister Rishi Sunak and Turkish President Recep Tayyip Ergodan. Although Meta has since removed the three ads,
two of the pages—Appealing tyt1 and Excellent gks2—still remain active and could be used to launch new ads.
(Source: Facebook 1, 2, 3)

Figure 8: Scam ads from 2024 linked to two advertising campaigns, online games and a campaign promoting
dubious medical supplements, already investigated by Reset Tech. Two of the pages, Magnificent aln7, and Bonny
eyu1, are still active and can potentially be used to launch new ads. (Source: Facebook 1, 2)
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Figure 9: The transparency section for two advertisers, Appealing tyt1, and Excellent gks2, shows that these pages
have previously run ads related to social issues, elections, or politics. However, the ads have been completely
removed from their advertiser profiles in Meta's Ad Library, leaving no visibility regarding the promoted content.
Source: Facebook rows 1, 2)

Botiful Re-Mapped: How Big is the Network Today?

As of September 2024, we re-mapped the network and found that 20 percent—over 47,000
pages—remains online. While only a fraction of the Botiful network is currently running ads, the
potential for dormant pages to be activated as advertisers at any time is troubling. The
existence of such a vast ecosystem of inauthentic accounts also constitutes a violation of
Meta's own policies, specifically against "creating accounts, pages or other assets, either
manually or automatically, at very high frequencies."
Our findings also indicate the continued creation of similar pages with the same username
pattern and branding identity. Even months after we mapped the entire network in June 2023,
new pages with analogous usernames continued to emerge.
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Figure 10: A timeline of the Botiful network investigation. The first Doppelganger ads launched by pages from the
network appeared as early as July 2022. Investigations mentioning the network's advertising activities around the
Doppelganger campaign are shown in orange. EU Disinfo Lab and DFRlab reported on the network in September
2022. Meta itself described the username pattern adjective+letters+number on page 22 of their September 2022
report "Taking down coordinated inauthentic behavior from Russia and China." Reset Tech reported twice, mapping
the entire network in October 2023 and re-mapping it in October 2024. The German MFA's report from June 2024
contains screenshots of ads launched by Botiful pages on Doppelganger in 2024.

Meta's Advertising Iceberg

Our findings from 2023 and 2024 are consistent: Meta primarily focuses on removing ads, while
allowing active advertiser pages and networks of dormant advertisers to remain unmonitored.
Below, we outline the key issues across these three levels of advertising moderation.

● Ad moderation: Meta removes certain ads, with political ads more frequently taken
down than scam ads. Our findings also indicate that, as of Q2 2024, Doppelganger ads
are being removed more swiftly than in previous periods. However, a persistent
transparency issue remains: many ads have been removed without being archived in
the Ad Library, making it impossible for researchers to determine which campaigns the
ads were associated with.

● Page moderation: Many advertiser pages from the network remain active despite
having previously run ads that Meta removed due to policy violations. Of the 509 pages
we identified in 2024, 372 advertisers—73 percent—are still online. While the majority of
the advertisers active in the Doppelganger operation have been removed, pages
associated with various scam campaigns remain accessible, allowing them to
potentially launch new ads in the future.
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● Network moderation: With 20 percent of the network still active, new Botiful pages
can be activated as advertisers at any time. By failing to address these dormant assets
within the broader ecosystem of 47,000 inauthentic accounts, Meta continues to enable
the monetization of dubious political and scam campaigns.

Meta's emphasis on content moderation at the ad level, combined with its systemic oversight
of active advertisers and the broader ecosystem of dormant advertisers, traps the platform in a
continuous cycle of addressing emerging content issues. This approach enables the Botiful
network to continue monetizing on Facebook with new accounts—a trend we have observed
over the past two years. Our findings raise significant concerns about Meta's advertising
practices and the responsibility of tech companies to address CIB.

Figure 11: Meta's advertising iceberg focuses on content moderation while systematically neglecting actors and
latent ecosystems. The invisible part of the iceberg, namely the platform's arbitrary measures against active
advertiser pages and networks of latent advertisers, turns ad moderation into a whack-a-mole game with no real
winners.

Conclusion
The Botiful network is not the only extensive network of latent advertisers we have been
tracking over the past year. Pages belonging to at least ten giant inauthentic networks have
been involved in advertising for the Doppelganger campaign throughout 2023 and 2024. While
we have been collecting information about the scope of some of these networks, we cannot
give precise numbers to quantify the overall ecosystem, which may involve millions of assets.
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Our primary conclusion is that bad actors, such as the advertisers behind Doppelganger, may
choose to switch between different clusters of automatically created accounts to evade quick
detection by the platform. Another possibility is that these actors are acquiring assets from
third-party providers, granting them access to options currently available in this "market."
All other networks we have been monitoring exhibit similar behaviors and characteristics—such
as common usernames and branding identity— and function as reservoirs for advertising
assets. By ignoring the existence of these ecosystems, Meta continues to profit from
advertising activities associated with dubious political and commercial campaigns, while
struggling to combat disinformation and scams.
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