SPACE TECH EXPO Q2 2025

sean gorman phd.
sean.gorman@zephr.xyz




@)
©
(b}
3
s
(T
i
3




Snap Inc.

41889100 N, 12.492686 €

Jydaz



i -
(&
(44
(@]
bl
Q.
Q.
(44
(75
N
i -
Q.
D
N

}

RTK - relative
distances

PPP

*Robust estimator

5

Goal is to allow devices to
correct each other and
enable 3rd party
correction services over a

5G 3GPP protocol
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ukraine
testing

GPS is increasingly under attack by
foreign adversaries. There is no AItPNT
“silver bullet”. How do we make GPS
more resilient?

¢ Without an “initial known position” many
AItPNT approaches struggle

¢ Next generation Russian jamming in Ukraine is
invalidating many techniques

P4 We need a multilayered approach that provides »
robust fallbacks




DETECTION

We need to know when and where
jamming or spoofing is happening
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approach
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LOCALIZATION

We need to be able to geolocate the
source of jamming or spoofing

MITIGATION

We need to mitigate the impacts of jamming
and spoofing on positioning and navigation
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Jamming

mapping

In this test there is a smartphone
attached to a drone and second
phone in a car along with several
stationary phones out of view.

The aggregated measures from all
the phones is used to interpolate an
area of effect for adversarial
jamming.
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Interference:
Guyre

This screen capture is of Zephr’s real
time jamming detection and mapping
app. Specifically this map is of a route
through a mountain tunnel south of
Marine Corp Base Hawaii illustrating
a jammed GPS receiver.
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Testing the direction of
arrival of radio
frequency interference
using one Samsung S20
phone. The second
phase will subtract
natural interference to
isolate the jammer

Epoch 400 (2025-02-26T16:11:52.438021400)

Interference Score
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frequency interference

Height Model

~0.009
~7,,70.008
267 -0.007
Lon —0.006

In order to isolate adversarial jamming we need to first remove natural radio frequency
interference (RFI) which also impedes GNSS signals. Here we test generating a spherical
harmonic map from the residuals of the expected SNR.
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When we applied the model to Ukraine we had a less clean interpolation of the
spherical harmonic map that prevented us from calculating clean residual to infer the
direction of the adversarial jammer.

natural RFl detection in ukraine
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frequency interference

The newly tuned model was able to
clean up the spherical harmonic map
and create a clean inferred height

model for our test building in Ukraine.

This created a situation where could
now have clean residuals to infer the
heading of the adversarial jammer.

Artifical Height Model

Height (m)
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for localization

The residual map from the azimuth and
elevation calculation once the the
natural interference is removed leaves
us with a reasonable signal from which
to infer the heading of the adversarial
jammer.

Once we add in headings from multiple
smartphones we’ll be able to make a
reasonable inference of the geographic
location of the jammer.

Epoch 0 (2025-02-22T15:27:02.650077600)

Residual Map (Azimuth and Elevation)
0
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L Agency: Department of Defense
m Branch: Air Force
: Program | Phase | Year: SBIR | BOTH | 2024

© mum

x Solicitation: 24.2

h Topic Number: AF242-D002

I I Release Date: Open Date:

Apnl e m

Detection and Geolocation of Signals of Interest Given Distributed End-

@ NOTE: The Solicitations and topics listed on this site are copies
from the various SBIR agency solicitations and are not necessarily
the latest and most up-to-date. For this reason, you should use the
agency link listed below which will take you directly to the
appropriate agency server where you can read the official version
of this solicitation and download the appropriate forms and rules.

The official link for this solicitation is:
https://www.defensesbirsttr.mil/SBIR-STTR/Opportunities/

AFRL

AIR FORCE RESEARCH LABORATORY

Application Due Date: Close Date:

June 12,2024
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field testing

Currently Zephr is running pilots for Samsung,
Hexagon, Ericsson, AWS, TGl, a Japanese
automotive group*, AFRL, Ukraine MoD,
Urban Traction, an AR company* and a
rideshare company*.
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Collecting
GPS trace

CURRENT CONNECTIONS

Devices
Connected

Tracked
% Satellites

3
Start GPS tracking
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CONTACT

sean gorman
sean.gorman@zephr.xyz
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