BE Cloud-to-Cloud
User Guide

Copyright © Backup Everything. All Rights Reserved. No part of this document may be
reproduced in any format without the prior written permission.



TABLE OF CONTENTS

1

1.1
1.2
1.3
1.4

2

2.1
2.2
2.3
2.4
2.5
2.6

3

31
3.2
3.3
34

4
4.1
4.2
4.3
4.4
4.5
4.6

5

5.1
5.2
5.3
54
5.5

6

6.1
6.2
6.3
6.4
6.5

7
7.1

Activating your BackUp ACCOUNL........ccceieeirieiieirenerenerenerenceenerneressransressresssesssensssnssnns 4
Register from the LINK DELOW ... ssessessessessssssssssssens 4
(006300 o) L=TW=RW a TZN) Foq s LB Y o T8 e ) o 4 o 0T TP 4
ACHIVALE JOUT ACCOUINL....coeuiecereuceeeresseessessesessessessssessesessess s essesssses e s sessesssses e s s esse s s sse e s s nessssessessssessessssennes 4
L0003 0 iy s o= U (o) o B=Y o Lo HES) Fq's o o VTP 4

Google G Suite Backup and RESTOre ......ccceeereeienerenirenireenreeereernseresceeseeessersssrnsesnnsransss 5
Activating @ G SUILE BACKUP ...c e ssessssssssssssesssssss s sesssessssasessssanes 5
ActiVating USEI BACKUPS ... seessesseessssessessesss s sessse s s sesssesssssssssssssesssssssssssssesssessssasesesanes 6
Selecting Your BackUpP PreferencCes ... sesssessssssssssssssssssssessees 6
Indexing YOUr Archived Data....ceeeerecsneesessessessess s sesssessesssssssssesssesssssssssssssesssssssssessssanes 7
Domain BackuUp Management.........creereereesnerseserssessesssesssesessssssesssessessssssssesssessssssssssssssssssssessesssssnes 7
Searching, Restoring and Downloading G Suite Backup Data......ccomeerneermeenresneeserneesseessesseseees 9

G Suite Team Drive Backup and ReStOre......ccceeeierecrenerencrenireenrencreeerenernscrencrenceensenes 13
Activate New G Team Drive BaCKUP TaSK .. eeeenersessessesssssesssssesssssesssessesssessssssessessssssees 13
Select YOUT BACKUP PreferenCes. ... senssessssssssssssesssssssssssssssssssssessessssssssssssssans 14
Manage Your G Team Drive ACCOUNT..... st 14
Restore & Download Your G Team Drive ACCOUNTS .....oereeererrernerserssessersessersessesssessesssesssssssssseans 16

Microsoft Office 365 Exchange Online Backup and Restore .......cceceeeereecreecreerenneennnnes 18
Activating an Office 365 Exchange Online BacKUp .....coocrenrrerneenerneeerseeseesessessesseessesssesseseens 18
Activating USEr BACKUPS ... sensse s sses s ssssssss s ssss s sessse s ssssssesssessssanens 19
Backing up @ PUDLIC FOIAET ... sssssssssesseans 19
Selecting Your BackUp PreferencCes ... sessessssssessssssessessssssssssssssssesans 20
Domain BackuUp Management.......coueireeneeesenersenssesessssssssesssessssssessssssssssssssssssssesssesssssssssssssssssans 21
Searching, Restoring and Downloading Office 365 Backup Data......cceerneerernsernernserneesesseenn: 23

Microsoft SharePoint and OneDrive Backup and Restore.......cccceceerencrencrencrencreeneennnnes 28
Activating SharePoint or OneDrive BaCKUPS. ... sesssessesssessesssessessesasees 28
Selecting Your Backup Preferences ... s 30
Indexing Your Archived Data...... s 31
SharePoint / OneDrive Backup Management ... 31
Searching, Restoring & Downloading SharePoint / OneDrive Backup Data......cccccovereveenernenae 32

Microsoft Groups Backup and REStOre .....cccveeurieiienireeirenieenieeniereerencreecrensrenssenseensenns 36
Activating Groups BaCKUPS.....ci s 36
Selecting Your Backup Preferences ... s 37
Indexing Your Archived Data...... s 37
Groups Backup Management. ... ssasss s 38
Searching, Restoring & Downloading Groups Backup Data.......nnns 39

BOX Backup and RESEOIE ....ccuciieeiiiieniiiiniiiinieieeereneerennerenseesnnsssensssrensesenssesensssensans 41
Activating @ BOX BACKUP ..o s s sssnens 41



7.2 Activating USEr BaCKUPS ..ot sessssss s ssss st sss st sssssnsssssssssssssnen 42
7.3 Selecting Your BacKUp PreferenCes ... cnsessesisssessesssessessssessesssessesssssssssssssssssseanes 42
7.4  Indexing YOUI ArChiVed Data......ccnerinsenierisisisissssssesessssessssssessssssessssessesssssssesssssssessssssssssssssessssssnes 43
7.5 BOX Backup Mana@eImMent......ccuinererinierisessssisessssessssssessssssesssssssesssssssessssessesssssssesssssssessssssssnssssssessssssnes 43
7.6 Searching, Restoring and Downloading Box Backup Data ........crnenenensenenensenesessesesesseseanes 45
8 Salesforce Backup and RESEOIE ....c..ceveeuireeniiienirieeierenncereancrrennerennserensesenssesenssssenseseens 49
8.1 Activating a Salesforce BACKUD ... sssssesssssens 49
8.2 Selecting Your Backup PreferenCes ... sssssesssssssssssssssens 49
8.3 Changing Your BacKup Preferences.... s sssssesssessens 50
8.4 Downloading Salesforce Archive Data......eneesses s sssssssssssssens 51
8.5  Restoring SAleSfOrCe Data ... s 52
9  Deleting A BaCKUP....c.cceieiieiieiienireeieriereerneereecsesssrasernserassrassresssenssensssnsssnsesnsssenssenns 53
9.1 To Delete an Entire BaCKUP SEIVICE ...t ssessssssesssssssens 53
9.2 To Delete an Individual USer BACKUP ......ccvvvunrrinsirerinsinesissesissssesisssses s ssesssssssesssssssesssssssens 53
10 Subscribing YOUr ACCOUNT......ccuiieeiieeiiiireireicrcricreeereeeeenernnernneransrenssenssenssensssnsenns 54
11 Managing your SETtINGS ...ccceeieiieiieiieeiieirriierierneereeerenseensernseraserassransrenssenssenssensenns 55
11.1 Changing your ACCOUNT SELLINES ..o sesesss s sss st sesssssssesssssssssssssssessssssssssssssssans 55
11.2 Adding Admins / USErs t0 an ACCOUNT ....ccvirererenseresessesesessssesessssesssssssessessssesssssssessssssssssssssssssssssssans 56
11.3  Cancelling Your SUDSCIIPTION ..ottt sessess st sesss st sesss st sessssssssssssssssssssssssans 57
11.4 Changing YOUT PASSWOTIM .....ccuinirriniriinsiresissesessessssessessssesssssssesssssssesssssssessssssssassssssessssssssssssssssssssssssans 58
11.5 Setting up 2-Factor AUTNENTICATION ..ottt sessnans 59
12 Managing your Billing INnformation ........cccccciiiieiiiiiiiniiiiiiinniinininessneeenee. 60



1 Activating your Backup Account

1.1 Register from the link below

Registration: https://dailycloudbackup.com/signup/DBKEV001, then go to point 1.4

1.2 Complete the Signup Form

Fill in your name, email, password, and select the location where you want your backups
stored (US East, EU, Canada or Australia.) Check the terms checkbox and click the Signup
Now button. Or if you prefer, you can sign-up using your Google or Facebook credentials
by clicking on the icons.

1.3 Activate your Account

You should receive an activation email within a few minutes. If you do not receive an email,
check your spam folder and/or firewall settings, and then add the domain to your safe list.
Click on the “Activate Now” link to activate your account.

1.4 Confirmation and sign-in

This will take you back to the sign in page where you should see a message indicating
successful activation. Now you can sign in using email and password, or Google, Facebook,
or Azure credentials.

Sign in after registration (point 1.1) - https://dailycloudbackup.com/SignIin?Pid=DBKEV001

Note on Additional Admins: You can add additional Admins to your account from the User
Management screen as described in section 9.2.

Note on Two-Factor Authentication: You can add Two-Factor Authentication to your sign in
procedure from the Settings section as explained in section 9.5.

Once you've signed into your account, you will be taken to the Backups page and you can
now activate your backups by clicking on “Activate a New Backup.”


https://dailycloudbackup.com/signup/DBKEV001
https://dailycloudbackup.com/SignIn?Pid=DBKEV001

2 Google G Suite Backup and Restore

2.1 Activating a G Suite Backup

In order to activate your G Suite backup you will need to be logged in to your G Suite
administrator account and you will need to enable APl and IMAP Access for our auto-

discovery function to identify all mailboxes as follows:

1. Log in to your G Suite Admin Account

2. Enter the Domain Management Console and go to Security > APl Reference

3. Check the "Enable APl access” box and then click “Save changes"

4. Go to Apps > G Suite > Gmail > Advance settings

5. In the Organization section, select the organizational unit and clear the checkbox
for “Disable POP and IMAP access for all users in the domain.”

Once that’s complete, from a
separate tab log in to the backup
service. From the Backups screen,

D
oo

click on “Activate a New Backup”
and then click “G Suite” on the
next screen.

X

>Vo
&

Activate a New Backup

Office 365 Exchange Including: Mail, Calendar, Contacts and Tasks
SharePoint Online Including: sites documents and libraries

OneDrive Including: personal sites documents and libraries

G Suite Including: Mail, Chat, Calendar, Contacts, Drive and Tasks

G Suite backup task settings

asked to enable CloudAlly access for your account.

Click the "Integrate with"
button. You will be redirected

Sign in to your G Suite administrator user in another browser tab page and then click the to G Oogle fo ra uth ent|cat|o n

"Integrate with Google" button. You will be redirected to Google for authentication and will be

and will be asked to enable

access for your account.

You will need to select your Google Admin
account and login if necessary.

Google accounts

A third party service is requesting permission to access your Google Account.
Please select an account that you would like to use.

info@crepe-ology.lk
mpmoceri@gmail.com

(=) murray@crepe-ology.lk (default)

Continue Sign in to another account




2.2 Activating User Backups

The screen will be refreshed and you will see a G Suite backup task settings
|ISt Of a” G Suite users in yOUI‘ Organlzatlon YOU From the list below, activate your preferred G Suite Google accounts for backup
can activate backups for all users by clicking on = _—

“Activate All” or you can activate backups for

x
1]

individual users by clicking on “Activate” in the

"

v X x

x

Action column to the right of the user.

"

Once you have activated the user backups the »

"

status will change to Scheduled. From this screen

XX XXX XX R K

you can also “Delete”, “Pause” or “Backup Now” y—" ——

x 1 ¥

n s

n s

by using the icons to the right of each user.

2.3 Selecting Your Backup Preferences

You have the flexibility to

Select your backup preferences

automatically detect and

Archive location Backup hour (UTC) Backup frequency

backup new accounts, as well

United States (US) 8:00 v

as modify other backup

preferences described below.
Once you finish selecting your preferences, make sure and click “Save” at the bottom of the
screen.

Auto Detect and Activate new Accounts

Click this box to automatically activate backups for all users and for new users added to the
system in the future. If you don’t select this option, you will need to manually activate
backups for new users as they are added.

Archive Location (Display Only)
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency
Backup frequency is set to daily by default, but you can change this to every 3 days or
weekly from the drop down menu.



2.4 Indexing Your Archived Data

Granular search and restore requires indexing the backup data, but the indexed data is not
encrypted. By default the “Index the archived data” will be checked and your archives will
be indexed for use in the granular search and restore function. Uncheck the “Index the
archived data” box if you do not want indexing to occur. This will disable the granular search
and restore function but you can still browse backups via date.

2.5 Domain Backup Management

From the Backups page you can edit the backups for your domain, perform a “backup now”
on your entire domain, pause your domain backups or delete the entire domain backup
using the buttons to the right of your backup task.

J G Suite Next backup in 12 hours .
2 | e A
A cloudrein.com Last backup: details (12.26 MB)

These buttons perform the following functions:

‘N | Edit: Click on this button to add or delete users, take instant user backups, and
change backup settings including backup time, frequency and index options.

¥ | Backup Now: Click here to schedule an immediate backup of your entire domain.

Il | Pause: Click here to pause all of your domain backups.

% Delete: Click here to permanently delete this domain backup and all associated

backups.

The Edit function takes you to the G Suite Backup Tasks Setting page where you can change
backup times, backup frequency, add / delete user backups, and modify Indexing options.

G Suite Next backup in 12 hours :
b ‘ PINOCIOS e |5 n %
A cloudrein.com Last backup: details (12.26 MB)




Managing User Backup Tasks
From here you can manage existing backups or activate backups for new users.

G Suite backup task settings

From the list below, activate your preferred G Suite Google accounts for backup

GOOGLE DOMAIN STATUS LAST BACKUP SIZE ACTION
x All

admin@cloudrein.com
avi@cloudrein.com
ido@cloudrein.com
mcdoctor@cloudrein.com
murray@cloudrein.com
nameo@cloudrein.com
nonadmin@cloudrein.com
notadmin@cloudrein.com
oded.test@cloudrein.com
oded@cloudrein.com
support@cloudrein.com
testi@cloudrein.com

test2@cloudrein.com

N XA KRR KRy BXw %

- e W W W W e W w

test@cloudrein.com

View 1-14.0f 14 Page(1 of1

To manage existing user backups, use the icons to the right as follows:

w | Delete: Click here to permanently delete this user backup and all associated backups.

Pause: Click here to pause the user backup. This can be used to archive an employee

mailbox if needed as part of the off-boarding process. All backup data will be retained

and available for restore or download, and can be restored to a different user mailbox (HR,
Legal, Audit, etc.) as needed since the original mailbox has been deleted.

¥ | Backup Now: Click here to schedule an immediate backup of the user account.

Changing Processing Options

Select your backup preferences

From this page you can also change your
¥| Automatically detect and activate new Account

baCku p tl mesl baCku p freq uency a nd Archive location Backup hour (UTC) Backup frequency
Archive Index settings. US East (Northern Virginia 200 v Daily

Index the archived data

¥| Index all archived data




2.6 Searching, Restoring and Downloading G Suite Backup Data

d

From the Restore & Download .’ A i ot

cloudrein.com

page, click on the backup task you

wish to access.

On the next page, click the Action button (>) to the right of T

Listed below are the active accounts within your G Sulte domain backed up by CloudAlly, ready re and dovmioad.

the user ID that you want to access.

You can now select how you want to search

Please select your preferred choice for restore
N your backups, by date or for specific items.

Beginning of times ~

o

Today ~

Via ltem Search ~

Access Via Snapshot

= ViaSnapshot ~

The date range includes all archives by default but you can limit the | os changed from
date range by clicking on the “From” and “To” lines to select Beginning of times N

specific search dates from pop-up calendars. Then press “Continue. | ™

Today

Su Me Tu We Th Fr Sa

3| & s/ & 7 8 s

\ia ltem Search ~ 10 11| 12| 13 14| 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29) %0
k2]

You will now see all archives matching the

date range you selected. You can drill down

further in a specific archive by clicking on the

action button to the right of the backup, or

you can download the entire backup by

clicking on the box to the left of the

backup(s) and then clicking either “Restore”

or “Download” at the bottom of the screen.




To drill down further, click on the action button to the
TYPE NAME /7 SUBJECT
right of the archive and you will now see the folders ———
contained within the backup. You can continue to drill ™ O
down to the item level by clicking on the line item. You W lnbex
can restore or export from any level by clicking on the : n:im,l
box(s) to the left of the item then clicking either ™ Outbox
“Restore” or “Download” at the bottom of the screen. B e
View1-T7of 7
Access Via Item Search
S Via ltem Search Click on the service (Email, Contacts, Etc.)
S you want to search. Enter the specific words
B Contacts that you want to search for in the “Search”
: o field, and then click “Continue.”

Press W for advanced search

You can also use our advanced search parameters by clicking on
the dropdown arrow in the right side of the search bar.

You can use these fields to limit the search by From, To, Subject
and date range.

) Vialtem Search ~

® M Email

@ Documents

v T

B Calendars

Subject

Date from
Beginning of times
Dateto

Today

T T—— e\ 0U Will now see individual items that meet your

September 29,2014

May 21,2014 083833

May 18,2014 120835

\\\\\\

April 28,2014 15136

Apri 28,2014 125932

July 21,2013

August 04,2014 082734

August 04,2014 082536

|e|le|E|R|E|R|(E|E|E|ER|B|E

10

search criteria. Click the box to the left of the item(s)
and then click either “Restore” or “Download.”




Restoring G Suite Backup Data

Once you’ve selected the items, click on “Restore” at Planse confirm the restore reduest

the bottom of the page. You will see a pop-up You are about to restore items from the archive of

confirmation menu that displays the “Restore to”
user ID. You can change this if you want to restore to
a different user ID. Click “OK” to continue.

You will be returned to the
top level Restore and
Download screen where
you will see the scheduled
restore in pending status.

support@cloudrein.com

Restore to support @cloudrein.com

*You can restore the data to a different account

A confirmation Email will be sent to you upon completion.

Cancel

Restore & download status

TYPE

Restore

View1-10

SOURCE DATE STATUS ACTION
cloudrein.com Dec 05, 2016 Pending ®
f1 Page[ 1 of1

Once the restore is active you will see a progress indicator of percentage complete as well

as an option to cancel the restore by clicking on the “X” icon to the right.

Restore G Suite account (murray@cloudrein.com) details x

Task type: Restore

Source: G Suite account (murray@cloudrein.com)

Click on “Details” for a pop-up window
containing the details of the restore
request. You will receive an email

Destination: G Suite account (murray@cloudrein.com) notification When the restore is

Restore object: Mail
Restore date

Dec 05, 2016 12:57:03 UTC

initiated:
Status: In Process

complete.

Note: The restore is non-destructive and will not overwrite your existing data. Restored data

will have a label containing “Restored” and date/time stamp of the archive.

11




Downloading G Suite Backup Data

Once you've selected the items, click on “Download” at the
bottom of the page. You will see a pop-up confirmation menu
that also allows you to select the format of the download data.

When downloading an entire mailbox, you will also have the
option in the pop-up to include previously deleted items in the
download by clicking on the box.

Download in Default Format

Please confirm the download request

You are about to download items from the arch
of murray@cloudrein.com
@ Download in EML format

Download as a PST file

Include deleted items

A notificatic

to you upon CDP'L‘[C‘UCH

Cancel

This option will export the data in industry standard format depending on the service being

ve

Email with a download link will be sent

restored:
e Mail format: .eml
e Calendar format: .ics
e Contacts format: .vcf
e Docs format: original format of docs

Download in PST Format

Click on the “Download as a PST file” if you want to receive the download data in Outlook

compatible “.pst” format.

Es

Once you’ve selected the download Restore & download status

format click “OK” to continue. You will be

TYPE SOURCE

returned to the top level Restore and

Download  cloudrein.com

Download screen where you will see the Restore  cloudrein.com

DATE STATUS ACTION
+ 10

Pending ®

Dec 05, 2016 Pending

Dec 05, 2016

scheduled downloads in pending status.

Click on the information icon on the right for a pop-up window containing the details of the

download request.

You will receive an email notification

. ) Restore & download status
containing a download link when the

TYPE SOURCE

export is complete. You can click on the

link in the email to download the zip file pomlezdcoudren.com

Restore cloudrein.com

or you can return to the Restore and

DATE STATUS ACTION

Dec 05, 2016 Pending B| 6]
0}

Dec 05, 2016 Pending

Download screen at any time and in the Restore & Download Status section you can click on

the download icon to the right of the completed restore. The download link is valid for 72

hours.

12




3 G Suite Team Drive Backup and Restore

G Team Drive lacks the daily backup and archiving process necessary for you to restore data
after it’s been manually or automatically removed from the recycle bin. Our automated
daily G Team Drive backup service ensures that you can both quickly recover data from any
point in time as well as export your archives for local storage. The G Team Drive backup
includes any data that is available in your Google Drive. With a few simple clicks, you can
activate backups for all or selected users.

3.1 Activate New G Team Drive Backup Task

Activating a new backup process varies from account to account. This section details the
process of creating new backup accounts for G Team Drive.

Perform the following procedure to create a backup account for G Team Drive:

From the Backups screen, click on Activate a new backup, and then click on the G Team
Drive line. This takes you to the G Team Drive Backup Task Settings page.

1. Click Activate a New Backup link from the Backup [ eveesmevsde
Tasks page. The Activate a New Backup page is .
displayed as depicted in the following figure: a

Note: Ensure you are a Google Super Admin with full
administrative rights for the G Team Drive domain that
you want to backup. To check if you are a Super Admin, G
login to the G Team Drive Admin Console with your ;
Google and then navigate to “Admins”.

Note: If you use multi-factor authentication with G Team

Drive, you will need to create an App password through the Google portal and use it to authenticate
your backups.

2. Click the description link or the # icon adjacent to the G Team Drive option. The G Team
Drive backup task settings form is displayed. This form enables you to define the G
Team Drive account for backup services.

3. Signinto your G Team Drive administrator user in another browser tab page and then
click the "Integrate with Google" button. You will be redirected to Google for
authentication and will be asked to enable access for your account.

Note: The integration can only be performed by G Team Drive Domain Administrators.

13



3.2 Select Your Backup Preferences

This set of options enable you to preset the backup options for the selected account.

1.

Select the check box adjacent to Automatically detect and activate new Team drive
field, if you want to automatically activate backup for all current Team drives and for
new Team drives added to the system in the future.

Enter a nickname for the backup schedule in the Friendly Name field.

Select the archive location in the Archive location field. This field displays the Data
Center location you have selected during your account registration. If you want to
change this location, contact support.

Click the drop-down list adjacent to Backup hour (UTC) field and select the backup hour.

Click the drop-down list adjacent to Backup frequency field and select the backup
frequency.

Enter when you want to remove the backup archive in the Delete auto-archive after
field. Backups will be auto-archived when a team drive is removed, or site is deleted.
Enter the number of days to retain the auto-archived Team drive or leave blank to
retain it indefinitely. This will not affect manually paused backups.

In order to provide the granular search and restore functions, you must unencrypt the
data to build the search index. Once the index is built, both the data and the index are
encrypted. By default, Index the archived data check box is checked and your archives
will be indexed for use in the granular search and restore function. Uncheck the Index
the archived data check box if you do not want indexing to occur. This will disable the
granular search and restore function but you can still browse backups via date.

Click the Save Changes button to save the backup details.

3.3 Manage Your G Team Drive Account

This section explains the process of managing your G Team Drive backup tasks.

1. Click the BACKUPS element from the Navigation Panel. The Backup Tasks page is

displayed.

2. Click the G Team Drive icon or enter a keyword in the Search field. The G Team

Drive backup task settings page is displayed.

Note: The authorization process uses OAuth and requires a Super Admin account.

The G Team Drive backup task settings page displays all your existing G Team Drive backup

14



tasks with the details such as Google Domain name, Status, Last Backup, Size, and possible
Actions. You can filter accounts using the following options:

Enter a keyword in the Search field and click Refresh link to view all the accounts with the
entered keyword. Filter accounts by statuses such as Active, Executing, Not Active,
Scheduled, Paused, and Backedup in another task.

You can also perform the following from this page:
e Click the Refresh button to refresh all the accounts to display the current statuses.

e C(lick the Activate all link to enable backup in all the accounts. Actions on G Team
Drive Accounts You can perform the following actions on your existing G Team Drive
Accounts, by clicking appropriate icons:

e Click the licon to immediately pause the backup process.
e Click the Picon to start/restart the backup process.

e Click the ’icon to run backup immediately upon click.

e Click the IE"icon to cancel backup process.

e Click the *icon to remove the backup account.

To select backup preferences and updating indexed data on your G Team Drive account,
see Select Your Backup Preferences and Index the archived data sections under Activate
New G Team Drive Backup Task section.

15



3.4 Restore & Download Your G Team Drive Accounts

The Restore & Download option enables you to recover your backed up data. You can
perform the following procedure to Restore & Download your G Team Drive accounts:

1. Click the RECOVERY element from the Navigation Panel. The Restore & Download
page is displayed with all your active backup account details.

2. Click G Team Drive icon or click the Zicon adjacent to the G Team Drive icon. The
Restore or download G Team Drive active accounts page is displayed.

This page displays all your G Team drives backed up with the details such as Team
drive name, First Backup date, Last Backup date, and available Actions. Your backed
up data is ready for download, from this page.

You can filter the listed accounts using following options:

e Enter a keyword in the Search field and all the accounts with the entered
keyword are displayed.

e Filter accounts by statuses such as ALL, Active, Executing, Not Active, Scheduled,
Paused, and Backedup in another task, from the drop-down list.

3. Click the icon from the Actions column, adjacent to the account which you want to
restore and download. The Restore or download G Team Drive account: <account
name> page is displayed.

4. Select your preferred choice for restore by selecting the radio buttons adjacent to the
required option. Available options are Via Snapshot or Via Item Search.

5. Click the text fields adjacent to Data changed from and To fields to select the From
and To dates from the calendar, if you have selected Via Snapshot option. OR Enter
the keyword to search for an item, from Google Drive.

6. Click the Continue button. The Restore or download <item> from <account name>
archive page is displayed. This page displays the search results with the details such

16



as Date, Item, and Action. You can click the Search icon in the Action column to view
the drill down details such as Type, Name, and Date, of each item.

7. Select the check box adjacent to the required items to be restored or downloaded.

8. Click the Restore button. The Please confirm the restore request window is displayed.

9. Enter the Team drive name to which the data needs to be restored. Note: You can
restore the data to a different Team drive but within the same domain.

10. Click the OK button. The data is restored and a confirmation email is sent.

OR
Click the Download button. >

Click the drop-down list and select the storage output options. Available options
include export for download, or directly to your own AWS S3, Azure, Box or Dropbox
storage account. Click the OK button. The download instructions are sent to your
registered email address. The download link is valid only for 72 hours.

Once the Restore/Download process has initiated, you can view the current status in
the Restore & Download Status section in the Restore & Download page with the
details such as Type, Source, Date, Status, and Action.

In the Action column, you can click on the ®icon the view the details in a popup window.

You can also click the icon and click Yes in the Confirm Cancellation window to cancel the
ongoing process.
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4 Microsoft Office 365 Exchange Online Backup and Restore

4.1 Activating an Office 365 Exchange Online Backup

Note: This section is for activating Office 365 Exchange Online backups including Email,
Contacts, Tasks and Calendar. SharePoint Online and OneDrive for Business backups are
covered in section 4.

In order to activate individual user backups your Admin account must have Impersonation
and be a member of the Management Group. This is done as follows:

= At your Office 365 dashboard click on the "Admin" menu and then click on the "Exchange"

menu item.

= Go to "permissions" and double click on "Discovery Management..."

= Add the "Applicationimpersonation" Role to this roles group.

= Go to "permissions" and double click on " Organization Management..."

= Add the "Applicationimpersonation" Role to this roles group.

Note: If you use multi-factor authentication with Office 365, you will need to create an App
password through the Office 365 portal and use it to authenticate your backups.

Once Impersonation has been set, from the Backups screen CEEIE
click on “Activate a new backup”, and then click on the Office : ,
365 Exchange Online line. This will take you to the Office 365 G =
Exchange Online Backup Task Settings. . —

o!

Click here to update the Admin token YO u cana Ct'vate you r

and requires a Global Admin account. If you do not wish to use OAuth, click here to enter your Admin credentials for authorizatio Exchange Onllne
backups using OAuth

(requires a Global
Admin account) or by entering your admin credentials. To activate using OAuth, click on the
start button. This will transfer you to the MS Exchange Online login screen. Once you login
to Exchange Online and approve access, you will be returned to the backup activation
screen.

If you wish to enter your admin

Office 365 admin Mail password

credentials instead of using OAuth, click Office
on the “click here...” link. This will refresh | | |

the dialog box and you can now enter

your address and password.
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Note: Regarding permissions, the backup service must have full permission access to read, modify,

view, write, search and perform other actions needed to support the backup, restore and export

functions of your data to and from the Office 365 system including Exchange Online (Mail, Calendar,
Contacts, Tasks), SharePoint and OneDrive as applicable.

4.2 Activating User Backups

The screen will be refreshed and you will see a list
of all Office 365 users in your organization. You can
activate backups for all users by clicking on
“Activate All” or you can activate backups for
individual users by clicking on “Activate” in the
Action column to the right of the user.

From the list bellow, activate your preferred Office 365 Account for backup

ACCOUNT STATUS

x

PublicFoldersAccount
adi@cloudally1.onmicrosoft.com
admin@cloudally1.onmicrosoft.com
avi2@cloudallyl.onmicrosoft.com
cashared@cloudallyl.onmicrosoft.com
emilia@cloudally!.onmicrosoft.com
leonid@cloudally1.onmicrosoft.com

slava@cloudally1.onmicrosoft.com

View 1 -8 of 8

LAST BACKUP SIZE

Page[ 1 of1

ACTION

X X X X X X X X

R

Exchange Online Archiving Note: The service will backup both the regular and the archive

mailbox if Exchange Online Archiving is active for the user. See section 3.7 for information

on restoring data from the archive mailbox.

Once you have activated the user backups the status will change to Scheduled. From this

screen you can also “Delete”, Pause”, or perform a “Backup Now” using the icons to the

right of each user backup.

4.3 Backing up a Public Folder

In order to backup the Public Folder, the Admin account must have a mailbox license and

needs to have read / write permissions for the Public Folder as follows:

1. From the Exchange Admin Center click on Public Folders.

2. Select the Public Folder that you want to backup and click on '..." to select Root

Permissions.

3. Verify that the Admin account used for the backups has read / write access to the Public

Folder.
4. If not, click on the '+' to add the Admin Account.

To restore a Public Folder, the restore process creates a sub-folder that will need to be

added as a new Public Folder in order to access the restored data. Follow the normal Office
365 Exchange Online procedures to Create a Public Folder, using the restored sub-folder as

the path, as well as any additional sub-folders that are included in the restore.
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4.4 Selecting Your Backup Preferences

You have the ﬂEXIblllty to Select your backup preferences
automatically detect and backup

Automatically detect and activate new Account
new accounts, as well as select

Friendly Name Archive location Backup hour (UTC)
other backup preferences

US East (Northern Virginia) 3:00

described below. Once you have
selected your preferences’ make Backup frequency Delete auto-archive after
sure and click “Save” at the bottom Daily v

of the screen.

Auto Detect and Activate new Accounts

Click this box to automatically activate backups for all users and for new users added to the
system in the future. If you don’t select this option, you will need to manually activate
backups for new users as they are added.

Archive Location (Display Only)
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency
Backup frequency is set to daily by default, but you can change this to every 3 days or
weekly from the drop down menu.

Indexing your Backup Data

Granular search and restore requires indexing the backup data, but the indexed data is not
encrypted. By default the “Index the archived data” will be checked and your archives will
be indexed for use in the granular search and restore function. Uncheck the “Index the
archived data” box if you do not want indexing to occur. This will disable the granular search
and restore function but you can still browse backups via date.
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4.5 Domain Backup Management

From the Backups page you can edit backup settings for your domain, manage user backups,
perform a “backup now” on your entire domain, pause your domain backups or delete the
entire domain backup using the buttons to the right of your backup task.

s Office 365 Exchange | Next backup in 7 hours

N ¥ b 4
oy Last backup: details, (2.31 GB) - .

These buttons perform the following functions:

-, | Edit: The edit function takes you to the Office 365 Exchange Backup Tasks Setting

page where you can manage backup settings and user backups. See the next section
for more information.

¥ | Backup Now: Click here to schedule an immediate backup of your entire domain.

Il | Pause: Click here to pause all of your domain backups.

s Delete: Click here to permanently delete this domain backup and all associated
backups.

To edit backup settings or individual user backups click on the Edit icon.

s Office 365 Exchange | Next backup in 7 hours ¥ 1R
(™ Last backup: details, (2.31 GB)

This will take you to the Office 365 EE e
Exchange Backup task settings page. —
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Changing Your Office 365 Admin Account Password
If you change your Office 365 password and are not using

the OAuth option, you will need to change it on
Office 365 admin Mail address Office 365 admin Mail password

the backup account as well. Using the Domain

admin@cloudtestcom  ssesesssens

edit function you can type in your new password
in the “Office 365 Admin Mail Password” field and Apply

click “Save.” You will receive a message
confirming the change.

Ma nage EXiSti ng U ser Backu pS From the list bellow, activate your preferred Office 365 Account for backup
Fr‘om th|s page you can aISO manage eX|St|ng ACCOUNT STATUS  LAST BACKUP SIZE ACTION

backups or activate backups for new users. .

PublicFoldersAccount

adi@cloudally1.onmicrosoft.com Activ 14 hours ago 4.43 MB
admin@cloudally.onmicrosoft.com

avi2@cloudally1.onmicrosoft.com Active 38 days ago

cashared@cloudally1.onmicrosoft.com Active 14 hours agc 0 Bytes

emilia@cloudally1.onmicrosoft.com

leonid@cloudallyl.onmicrosoft.com  Active

X X X X X X X X
R T

slava@cloudally1.onmicrosoft.com

View 1-8of 8 Page[ 1 of1

To manage existing user backups, use the icons to the right as follows:

w | Delete: Click here to permanently delete this mailbox backup.

Il | Pause: Click here to pause a specific backup. This can be used to archive an employee

mailbox if needed as part of the off-boarding process. All backup data will be retained
and available for restore or download, and can be restored to a different user mailbox (HR,
Legal, Audit, etc.) as needed since the original mailbox has been deleted.

Backup Now: Click here to schedule an immediate backup of the selected mailbox.

Changing Processing Options

Select your backup preferences

From this page you can also change your backup = T P———

Archive location Backup hour (UTC) Backup frequency

times, backup frequency and Archive Index settings.

US East (Northern Virginia) 2:00 v Daily v

Index the archived data

] Index all archived data
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4.6 Searching, Restoring and Downloading Office 365 Backup Data

The restore is non-destructive and will not overwrite your existing data. Restored data will
have a label containing “Restored” and date/time stamp of the archive.

From the Restore & Download page, click on the backup
task you wish to access.

PublicFoldersAccount 44 daysago 15 hours age >
adi@cloudallyl.onmicrosoft.com 44 daysago 15 hours age >
admin@cloudally1.onmicrosoft.com 44 daysago 15 hours age >
avi2@cloudallyl.onmicrosoft.com 44 daysago 38 daysago >
cashared@cloudally!.onmicrosoft.com 40daysago 15 hours age >
emilia@cloudally!.onmicrosoft.com 4ddaysago 15 hours age >
leonid@cloudallyl.onmicrosoft.com 4ddaysago 15 hours age >
slava@cloudally1.onmicrosoft.com 4ddaysago 15 hours age >

Restore & Download

Active Backup.

Click the Action button (>) to the right of

the user ID that you want to access.

You can now select how you want to search your
backups, by date or for specific items.

Please select your preferred choice for restore
= viasnapshot
Data changed from

Beginning of times -

o

Today v

Via ltem Search ~

Access Via Snapshot

Su Mo Tu We Th Fr Sa
Today

1 2
3 4 5 6 7 ] ]
‘ia Item Search ~ 10 11] 12| 13| 14 15| 16

17, 18 19| 200 21 22| 23
24 25 26 27| 8 29 30

23

%) Via Snapshot ~ The date range includes all archives by default but
Data changed from you can limit the date range by clicking on the
Beginning of times > “From” and “To” lines to select specific search dates

To (G—E— from pop-up calendars. Then press “Continue.




You will now see all snapshots matching

the date range you selected. You can drill

down further in a specific snapshot by
clicking the action button to the right of
the backup, or you can download the
entire backup by clicking the box to the
left of the backup(s) and then clicking
either “Restore” or “Download” at the
bottom of the screen.

Qctaber 18,2014

o744

October 17,2014

082324

October 16,2014

0:01:42

October 15,2014

Contaets
Contacts
Contaets,
Contacts

oa:11:14

om:12:34 Emails

01224 Contacts

080924 emalls

October 13,2014

08:09:18

October 13,2014

08:09:08 Calendar

September 14,2014

0807:55

September 13,2014

0z08:51

September 12.2014

01022

September 11,2014

om0731

September 10,2014

08:07:34

September 10,2014

w0717

0206119

08:04:5%

September 08,2014

080437

September 07, 2014

08:06:22

BRIBIX B IRX (R e DR R RRR

olo|o|o|e|o|e|o|o|o|o|o|o|o|e|o|o|o]|o|e

September 07,2014

08:06:07

View 1 - 20 of 39

8 TYPE NAME
B Archive >

B Regular >
Page 1 of1

DATE

From the archive list below select the relevant items, then click on "restore" to perform a non-
destructive restore directly to the online service, or "download" to create a zip extract of the data.

To drill down further, click on the
action button to the right of the
snapshot. If Exchange Online
Archiving is active you will then
see both the Regular and the
Archive mailbox. If it is not active,
you will see the contents of the
regular mailbox.

ARCHIVE MAILBOX: To access the Archive mailbox, click on the icon to the right, and then

locate the Top of Information

Store folder in the list. You can
then drill down further to

System

TemporarySaves

restore Archive mailbox data

Top of Information Store

as needed.

UserSocialActivityNotifications

REGULAR MAILBOX: Select the regular mailbox, or if EOA is not active, you will now see the

folders contained within the mailbox backup. You can restore / export a folder by selecting

3

NAME F SUBJECT

Deleted Items

Drafts

Inbox

Junk E-miail

Junk Email

Cutbox

Sent ltems

View 1-Tof 7
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the box on the left, or you can continue to
drill down to the item level by clicking on the
icon to the right of a folder. You can restore
or export from any level by clicking on the
box(s) to the left of the item then clicking
either “Restore” or “Download” at the
bottom of the screen.




Access Via Item Search

®| Via Item Search ~

Click on the service (Email, Contacts, Etc.) ® M Email

you want to search. Enter the specific
words that you want to search for in the
“Search” field, and then click “Continue.”

) via ltem Search
* M Email
¥ Documents
M Contacts
o Tasks

B Calendars

From

To

Subject

Date from

Beginning of times

Date to

Today

You will now see individual items that meet your search criteria.
Click the box to the left of the item(s) and then click either

“Restore” or “Download.”

Exchange Online Archiving Note: Items in the archive mailbox
will be included in the search results if Exchange Online

Archiving is active.

Please confirm the restore request
You are about to restore items from the archive of

admin@cloudally1.onmicrosoft.com

Restore to admin @cloudally1.onmicrosofi

*You can restore the data to a different
account

A confirmation Email will be sent to you upon completion.

Cancel

@ Documents
@B Contacts
o Tasks

@ Calendars

W

Press for advanced search

You can also use our advanced search parameters by

clicking on the dropdown arrow in the right side of

the search bar.

You can use these fields to limit the search by From,

To, Subject and date range.

October

September 29,2014

065732

May 21,2014

083833

May 18,2014

120835

125032

July21,2013

135035

August 04,2014

082734

August 04,2014

|e(e|(z|(|2|R|E|R|(E|R|B|R

Restoring Office 365 Backup Data

Once you'’ve selected the items, click on “Restore” at

the bottom of the page. You will see a pop-up
confirmation menu that displays the “Restore to”

user ID. You can change this if you want to restore to

a different user ID. Click “OK” to continue.
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You will be returned to the top level Restore and Download screen where you will see the
scheduled restore in pending status. Once the restore is active you will see a progress
indicator of percentage complete as well as an option to cancel the restore by clicking on
the “X” icon to the right.

TYPE SOURCE DATE STATUS ACTION

Restore Office 365 Exchange (admin@cloudallyl... Aug 14, 2016 In Process: 0% ® | %

Click on the information icon to the right of the task for a pop-up window i MG a6 B

(admin@cloudally1.onmicrosoft.com) details

containing the details of the restore request. You will receive an email
notification when the restore is complete.

Restoring Public Folder Backups

The restore process creates a sub-folder that will need to be added as a new Public Folder in
order to access the restored data. Follow the normal Office 365 Exchange Online procedures
to Create a Public Folder, using the restored sub-folder as the path, as well as any additional

sub-folders that are included in the restore.
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Downloading Office 365 Backup Data
Once you've selected the items, click on “Download” at the bottom Fisnse confinm dhie downisad request; 9

of the page. You will see a pop-up confirmation menu that also You are about to download items from the archive

of admin@cloudally1.onmicrosoft.com

allows you to select the format of the download data.

When downloading an entire mailbox, you will also have the option

in the pop-up to include previously deleted items and/or legal holds with adownload lnk willbe sent

to you upon completion

in the download.

Cancel

Download in Default Format
This option will export the data in industry standard format depending on the service being
restored:

e Mail format: .eml

e Calendar format: .ics

e Contacts format: .vcf

e Docs format: original format of docs

Download in PST Format
Click on the “Download as a PST file” if you want to receive the download data in Outlook
compatible “.pst format.

Once you've selected the download

SOURCE STATUS ACTION
H 1% ” H H
format Cllck OK tO Cont|nue_ You W|” be Download  Office 365 (admin@cloudally1.onmicrosoft August 09, 2015 In Process L ®
Restore Office 365 (admin@cloudally1.onmicrosoft August 09, 2015 In Process @

returned to the top level Restore and

Download Google Apps (admin@cloudrein.com) July 01,2015 Ready £ | ®

Download screen where you will see the
scheduled downloads in pending status. Click on the information icon on the right for a pop-
up window containing the details of the download request.

You will receive an email notification

SOURCE STATUS ACTION
COnta”‘“ng a download ||nk When the Download  Office 365 (admin@cloudallyl.onmicrosoft August 09, 2015 In Process | ®
. . Restore Office 365 (admin@cloudally1.onmicrosoft August 09, 2015 In Process ®
export is complete. You can click on the ,
Download  Google Apps (admin@cloudrein.com) July 01, 2015 Ready K2 | ®

link in the email to download the zip file
or you can return to the Restore and Download screen at any time and in the Restore &
Download Status section you can click on “Download” to the right of the completed restore.
The download link is valid for 72 hours.
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5 Microsoft SharePoint and OneDrive Backup and Restore

5.1 Activating SharePoint or OneDrive Backups

Using your Office 365 Site Collection admin
credentials, you can activate backups for

SharePoint Online Team Site, Public Site, Private
Site Collections and OneDrive for Business Sites.

To begin, from the Backups page click on

Office 365 Exchange ncluding: Mail, Calendar, Contacts and Tasks

. )
o
e

a

SharePoint Online ncluding: sites documents and libraries

OneDrive

ncluding: personal sites documents and libraries

“Activate a new backup” and then click on the SharePoint or OneDrive line.

Note: If you use multi-factor authentication with Office 365, you will need to create an App

password through the Office 365 portal and use it to authenticate your backups.

Note: Regarding permissions, the service must have full permission access to read, modify, view,

write, search and perform other actions needed to support the backup, restore and export functions

of your data to and from the Office 365 system including Exchange Online (Mail, Calendar, Contacts,

Tasks), SharePoint and OneDrive as applicable.

Activating a SharePoint Backup

Enter your Site Collection Admin user
name and password. Enter the SharePoint
high-level URL
(vourdomain.sharepoint.com) in the

In the following form you will be asked to allow access to your SharePoint account for CloudAlly backup services and select your backup preferences

User Name Password SharePoint URL (Optional)

SharePoint URL field. Click “Start” to continue.

Note: The system will automatically assign admin permission to SharePoint sites when using

a SharePoint Admin account.

From the list below, activate your preferred SharePoint Online Sites for backup

SITE STATUS LAST BACKUP SIZE

X Al v

cloudally1-public.sharepoint.com
cloudally1.sharepoint.com
../portals/community
../portals/hub

..fsites/2

../sites/2_4may2016

The screen will refresh
AcTioN and you will see a list of
all related SharePoint
sites for your tenant.
You can click on

“Activate All” in the

Y Y YV ¥ %

upper right to activate

backups for all SharePoint sites, or select the individual sites you want to backup by clicking

on the arrow icon to the right of each site URL.

You can also add sites manually if needed by clicking on “Add Site” in the upper
right and then entering the individual SharePoint URL.

Add site

Add site to your SharePoint sites list

Site.

Close
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Activating a OneDrive Backup
Enter your Site Collection

User Name Password OneDrive URL

Admin user name and
password. Enter the OneDrive
high-level URL (yourdomain-

my.sharepoint.com) in the
OneDrive URL field. Click start to continue.

Note: The system will automatically assign admin permission to the OneDrive sites when
using a SharePoint Admin account.

The screen will refresh and T yomm

you will see a list of all related X a

Sharepoint Sites for your ../adi_cloudally1_onmicrosoft_com >
../admin_cloudally1_onmicrosoft_com >

tenant YOU can C||Ck on .../albert_cloudallyl_onmicrosoft_com >
../ariela_cloudallyl_onmicrosoft_com >

“Activate All” in the upper

right to activate backups for all SharePoint sites, or select the individual sites you want to
backup by clicking on the arrow icon to the right of each site URL.

Add Site *| You can also add sites manually if needed by clicking on
ek Site 1o your OneDrive sites st “Add Site” in the upper right and then entering the
Site individual SharePoint URL.

Close
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5.2 Selecting Your Backup Preferences

YOU have the ﬂeX|b|||ty to automatica”y Select your backup preferences

deteCt and baCkUp new aCCOUﬂtS, as We” Friendly Name Archive location Backup hour (UTC)

as select your archive location, backup

US East (Northern Virginia) v 0:00

hour and backup frequency. Once you
Backup frequency

have finished selecting your preferences,

Daily

make sure and click “Save” at the bottom

of the screen.

Auto Detect and Activate new Sites

Click this box to automatically detect and activate backups for all new sites added to the
system in the future. If you don’t select this option, you will need to manually activate
backups for new sites as they are added.

Adding a “Friendly” Name

Due to the size of SharePoint / OneDrive URLs, we recommend entering a Friendly Name for
each site such as SharePoint Team Site, SharePoint Public Site, etc. This name will be
displayed on screens and reports, and will make it easier for you to manage your site
backups.

Selecting your Archive Location (Display only)
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency

Backup frequency is set to daily by default, but you can change this to every 3 days or
weekly from the drop down menu.
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5.3 Indexing Your Archived Data

Granular search and restore requires indexing the backup data, but the indexed data is not
encrypted. By default the “Index the archived data” will be checked and your archives will
be indexed for use in the granular search and restore function. Uncheck the “Index the

archived data” box if you do not want indexing to occur. This will disable the granular search

and restore function but you can still browse backups via date.

5.4 SharePoint / OneDrive Backup Management

From the Backups page you can edit backup settings for your site, perform a “backup now”,
pause your backups or delete the entire site backup using the buttons to the right of your
backup task. These buttons perform the following functions:

cloudally1.sharepoint.com

5 SharePoint / OneDrive |

Next backup in 20 hours

N 7 nx
Last backup: 4 hours ago, (347.39 MB)

below.

backups.

Clicking on the Edit icon will take you to
the Backup Task Settings page where you
can change your Admin password,
friendly name, backup time, backup
frequency, or archive index settings.

Note: If you change your Office 365
Admin password you will need to change
it on the backup account as well. Type
your new password in the “Password”
field and click “Save.” You will receive a
message confirming the change.

~ | Edit: Click on this button to change Admin password and backup settings including
friendly name, backup time, frequency and index options. See additional information

¥ | Backup Now: Click here to schedule an immediate backup of your entire domain.

Il | Pause: Click here to pause all of your domain backups.

e Delete: Click here to permanently delete this domain backup and all associated

SharePoint / OneDrive backup task settings

User Name SharePoint URL (Optional

Select your backup preferences

Index the archived data

In the following form you will be asked to allow access to your SharePoint account for CloudAlly backup services and select your backup preferences
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5.5 Searching, Restoring & Downloading SharePoint / OneDrive Backup Data

From the Restore & Download page, click on the

backup task you wish to access.

Please select your preferred choice for restore
= viasnapshot

Data changed from

Access Via Snapshot

The date range includes all archives by default but you can limit

Restore & Download

Active Backup Accounts

Google account | 1 account
mpmoceri@gmail.com

Yaho
mpmos

Office 365 | 6 a

SharePoint / OneDrive | 1site

Google Apps | 0 google domain
info@crepe-ology.Ik

You can now select how you want to

search your backups, by date or for

specific items.

#) Via Snapshot -~

Data changed from

the date range by clicking on the “From” and “To” lines to select Beginning of times

specific search dates from pop-up calendars. Then press

“Continue.

[+]

Su Me Tu We Th
Today
3 4| 5 6 T
ia ltem Search ~ 10 11| 12| 13| 14
17| 18| 19 20|
24| 25 26| 27 28
H

DATE

Oct 14 2016 09:34 AM
Oct 13 2016 09:35 AM
Oct 12 2016 09:34 AM
Sep 92016 09:38 AM

Sep 6 2016 09:34 AM

Aug 26 2016 09:33 AM
Aug 252016 09:34 AM
Aug 24 2016 09:33 AM
Aug 192016 09:38 AM

View1-90f 9

ITEM

SharePoint Online
SharePoint Online
SharePoint Online
SharePoint Online
SharePoint Online
SharePoint Online
SharePoint Online
SharePoint Online

SharePoint Online

Page 1 |of1

o

L O O O L L L

ACTION

You will now see all archives
matching the date range you
selected. You can drill down
further in a specific archive by
clicking on the action button to
the right of the backup, or you

can download the entire

backup by clicking on the box to the left of the backup(s) and then clicking either “Restore”

or “Download” at the bottom of the screen.

To drill down further, click on the action button to the right of the archive and you will now
see the folders contained within the backup. You can restore or export by clicking on the
box to the left of the item(s) and then clicking either “Restore” or “Download” at the

bottom of the screen.
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Access Via Item Search

Enter the specific terms that you want to search

® Vialtem Search -

for in the “Search” field, and then click Search for... v
“Continue.” Press w for axvanced search

You can also use our advanced

®! Via Item Search

. search parameters by clicking on
Author the dropdown arrow in the right
Item name side of the search bar.
Date from

Beginning of times

You can use these fields to limit

Date to
Today the search by Author, Item Name

and date range.

You will now see individual items that e e mes
™ October 13, 2014 21:05:35 new or modified user account information
. . . B o 3
meet your search criteria. Click the box o R—— v Do oA S R
;i :57: e
to the left of the item(s) and then click M May21,2004 oe38:33 new o e et acouns nformaion
B “ ” « ” 4 208 new or modified user account information
either “Restore” or “Download. M vayis 2014 120835 .
M May 14, 2014 12:14:33 new or modified user account information
A 14 .
™ April 28, 2014 15:11:36 new or modified user account information
3 A3 %
™M April 28, 2014 12:59:32 new or modified user account information
3 : 4
™ July 21, 2013 13:50:35 new or modified user account information
July 21, : 5
™ August 04, 2014 08:27:34 new or modified user account information
2 27 .
™ August 04, 2014 08:25:36 new or modified user account information
; :25: :
™ August 03, 2014 20:42:41 new or modified user account information
] :42: %
™ uly 12,2013 06:02:33 new or modified user account information
July 12, :02: s
View 1-12 0
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Restoring SharePoint and OneDrive Archive Data

Once you've selected the item(s) and click on “Restore”,

Please confirm the restore request x

you will see a pop-up confirmation window. The restore will Yo are abiout to réstore ftems from the archive of

cloudally1.sharepoint.com/portals/hub

be performed to the original endpoint but you can change

Restore to  admin@cloudallyl.onmicrosoi

the endpoint if you want to restore to another site.

Password  |seeeenes

Endpoint  cloudallyl.sharepoint.com/pol

*You can restore the data to a different account

ClICk ”O k” tO Su bmit the reStO re taSk. A confirmation Email will be sent to you upon completion.

Cancel

The restore is non-destructive and the data is placed in the Site Contents

” Lists, Linearies, and other Agps.

SharePoint Online Site Contents and labeled “Restored Site
- i iy i!la,w, IHI;;HW I::.;”w
with a time/date stamp.

Downloading SharePoint and OneDrive Archive Data

Once you've selected the item(s), click on

Please confirm the download request X

“Download” at the bottom of the page. You will

You are about to download items from the archive see a pop-up confirmation menu. Click “OK” to
of admin@cloudally1.onmicrosoft.com

continue.
A notification Email with a download link will be sent
to you upon completion.

Cancel

You will be returned to the top level Restore and Download screen where you will see the
scheduled downloads in pending status.
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TYPE SOURCE DATE STATUS ACTION

Download SharePoint / OneDrive (admin@cloudally1. August 15, 2015 Pending L2 | ®
Download Office 365 (admin@cloudally1.onmicrosoft August 09, 2015 Ready 2 | ®
Download Google Apps (admin@cloudrein.com) July 01, 2015 Ready X | ®

Click on Information Icon to the right of the

Download SharePoint / OneDrive account

Download for a pop-up window containing the (admin@cloudally1.onmicrosoft.com) details
details of the download request. Task e .
SharePoint / OneDrive account
Source: 5 :
(admin@cloudally1.onmicrosoft.com)
Download ; y
SharePoint / OneDrive
object:

Download date
o August 15, 2015 18:45:19 UTC
initiated:

Status: Pending

You will receive an email notification containing a download link for your zip extract when
the export is complete. You can click on the link in the email to download the zip file or you
can return to the Restore and Download screen at any time and in the Restore & Download
Status section you can click on the download icon to the right of the completed restore. The
download link is valid for 72 hours.

TYPE SOURCE DATE STATUS ACTION

Download SharePoint / OneDrive (admin@cloudally1. August 15, 2015 Pending | ®
Download Office 365 (admin@cloudally1.onmicrosoft August 09, 2015 Ready 2 | ®
Download Google Apps (admin@cloudrein.com) July 01, 2015 Ready + | ®

35



6 Microsoft Groups Backup and Restore

6.1 Activating Groups Backups

Using your Office 365 Global Admin account, you can
activate backups for Group mailboxes (shared inbox and
calendar), SharePoint document library and OneNote
Notebook. To begin, from the Backups page click on
“Activate a new backup” and then click Office 365
Groups.

Activate a New Backup

Note: If you use multi-factor authentication with Office 365, you will need to create an App

password through the Office 365 portal and use it to authenticate your backups.

Note: Regarding permissions, the service must have full permission access to read, modify, view,

write, search and perform other actions needed to support the backup, restore and export functions

of your data to and from the Office 365 system.

Activating a Groups Backup

Click start to provision backups with your Global Admin account.

Office 365 Groups backup task settings

In the following form you will be asked to allow access to your Office 365
and select your backup preferences

The screen will refresh and you will see a list of all related Groups accounts. You can click on

“Activate All” in the upper right to activate backups for all services, or select the individual

accounts you want to backup by clicking on the arrow icon to the right of each site item.

From the list below, activate your preferred Office 365 Groups Accounts for backup

GROUP STATUS LAST BACKUP
earch X Al v

AdminGroup

AriGroup

AriGroup

AriTest1

Ariela Test!

Arielaju

Avinoam test1
CASelenium_AUTOTEST
CLOUD-1964

DONT TOUCH! (only for group365)
Dear Mr President
SMOKE TEST 12
spoloborota
TeamsiteNo1

Test1

aroGroupv3
aroGroupVéa
arogroupV1t
arogroupV2

arogroupws

Page[ 1 |of2 >

SIZE ACTION

Refresh Activate all

x

X x

X X X X X X X X X X X X X X X X % X =

YYVVYYYVYYVYVVVVVYY
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6.2 Selecting Your Backup Preferences

You have the flexibility to automatically detect and backup new accounts, as well as select
your archive location, backup hour and backup frequency. Once you have finished selecting
your preferences, make sure and click “Save” at the bottom of the screen.

Select your backup preferences

D A

Auto Detect and Activate new Sites

Click this box to automatically detect and activate backups for all new sites added to the
system in the future. If you don’t select this option, you will need to manually activate
backups for new sites as they are added.

Adding a “Friendly” Name

Due to the size of SharePoint / OneDrive URLs, we recommend entering a Friendly Name for
each site such as SharePoint Team Site, SharePoint Public Site, etc. This name will be
displayed on screens and reports, and will make it easier for you to manage your site
backups.

Selecting your Archive Location (Display only)
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency
Backup frequency is set to daily by default, but you can change this to every 3 days or
weekly from the drop down menu.

6.3 Indexing Your Archived Data

Granular search and restore requires indexing the backup data, but the indexed data is not
encrypted. By default the “Index the archived data” will be checked and your archives will
be indexed for use in the granular search and restore function. Uncheck the “Index the
archived data” box if you do not want indexing to occur. This will disable the granular search
and restore function but you can still browse backups via date.
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6.4 Groups Backup Management

From the Backups page you can edit backup settings for your site, perform a “backup now”,
pause your backups or delete the entire site backup using the buttons to the right of your
backup task. These buttons perform the following functions:

Office 365 Groups | 8 accounts Next backup in 2 hours N F IO X
albert@cloudally1.onmicrosoft.com Last backup: (27.77 MB) =

«, | Edit: Click on this button to change Admin password and backup settings including
friendly name, backup time, frequency and index options.

¥ | Backup Now: Click here to schedule an immediate backup of your entire domain.

Il | Pause: Click here to pause all of your domain backups.

% Delete: Click here to permanently delete this domain backup and all associated
backups.

Clicking on the Edit icon will take you to the Backup Task Settings page where you can
change the friendly name, backup time, backup frequency, or archive index settings.

Select your backup preferences

O Automat
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6.5 Searching, Restoring & Downloading Groups Backup Data

From the Restore & Download page, click on the Groups backup [restore & bownload
task you wish to access. Activs Backup Accounts

2 Office 365 Exchange | 18 accounts
admin@cloudally .onmicrosoft corm
ﬁ OneDrive | 11 sites
oudally?-my.sharepoint.co

SharePoint Online | 18 sites

@

@ Office 365 Groups | 8 accounts

_ You can now select how you
Please select your preferred choice for restore
O Via snanshat. ~ want to search your backups,
® via temsearch v by date or for specific items.
® M Conversation
O @ site
O @ calendars
search for... x
Access Via Snapshot +) via snapshot -
The date range includes all archives by default but you can limit the Jete chenged from
Beginning of times -
date range by clicking on the “From” and “To” lines to select specific . (0 wows o
[¢]
search dates from pop-up calendars. Then press “Continue. — wo
3 4 5 [ 7 8 L]
Via ltem Search ~ 10 11 12| 13| 14| 15 18

17 18 18 20 21 2 23
24 25 26 27 8 28 30
EYl

You will now see all

From the archive list below select the relevant items, then click on "restore" to perform a non-destructive
restore directly to the online service, or "download" to create a zip extract of the data.

archives matching

DATE ITEM ACTION the date ra nge you

Apr 28 2018 09:58 PM E Site Q

Apr 28 2018 09:58 PM @ Calendar Q SeIeCted' You Ccan

Apr 28 2018 09:58 PM M Conversations Q drl” down fu rther |n
View1-30of 3 Page| 1 of1

a specific archive by

clicking on the
action button to the right of the backup, or you can download the entire backup by clicking
on the box to the left of the backup(s) and then clicking either “Restore” or “Download” at
the bottom of the screen.

To drill down further, click on the action button to the right of the archive and you will now
see the folders contained within the backup. You can restore or export by clicking on the
box to the left of the item(s) and then clicking either “Restore” or “Download” at the
bottom of the screen.
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Access Via Item Search

Enter the specific terms that you want to search

® Vialtem Search -

for in the “Search” field, and then click Search for... v

”CO ntinue." Press W for advanced search

You will now see individual items that meet your search criteria. Click the box to the left of
the item(s) and then click either “Restore” or “Download.”

Restoring Groups Data

Once you've selected the item(s) and click on . x
Please confirm the restore request

“Restore”, you will see a pop-up confirmation

You are about to restore items from the archive of AdminGroup

window. The restore will be performed to the
Restore to | AdminGroup x -

original group but you can select a different group to
restore to from the dropdown menu if needed. *You can restore the data to a different groups

A confirmation Email will be sent to you upon completion.

Click “Ok” to submit the restore task. “ ‘
Cancel

The restore is non-destructive and the data is placed in the a sub-folder labeled “Restored
Site” with a time/date stamp.

Exporting Groups Data

Once you’ve selected the item(s), click on “Download”

Please confirm the download request X

at the bottom of the page. You will see a pop-up

You are about to download items from the archive

of AdminGroup confirmation menu. Select the export format type when
© Download in EML format applicable, and select the destination of the export.

Download as a PST file

) Include deleted items ) CI|Ck ”OK” to Continue

v Our Storage
Your Amazon S3 Storage
Your Azure Blob Storage

Your Box You will be returned to the top level Restore and

“ \ S Download screen where you will see the scheduled
‘ downloads in pending status.

wnload link will be sent

You will receive an email notification containing a download link for your zip extract when
the export is complete. You can click on the link in the email to download the zip file or you
can return to the Restore and Download screen at any time and in the Restore & Download
Status section you can click on the download icon to the right of the completed restore. The
download link is valid for 72 hours.
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7 Box Backup and Restore

7.1 Activating a Box Backup

From the Backups screen click on “Activate a new
backup”, and then click on the Box Backup line.

Activate a New Backup

2 |
o
G

g @ g

BOX backup task settings

You will be redirected to Box for authentication

Select your backup preferences
Automatically detect and activate new Accounts

Archive location Backup hour (UTC)

A

Backup frequency

nited States (US) > 0:00 Daily

This will take you to the
Box Backup Task Setting
page where you can
activate your Box backup
and select your backup
preferences.

Click on the “Start” button,
to begin the authorization

From the Box screen you will need to enter your Box Admin

credentials. An Admin account with As-User impersonation is required

process.

Log in to grant access to Box

in order to backup all Box user accounts including admins and co-

‘ B4 Email Address ‘

admin accounts. Please note that a co-admin account cannot backup

& Password

admin and other co-admin accounts even when using As-User.

Use Single Sign On (SS0)

Forgot password

With access to your Box account, CloudAlly Then click on “Grant access to Box” to allow the system

can:

to backup your data.

« Read and write all files and folders
* Manage an enterprise
« Admin can make calls on behalf of Users

Grant access to Box

Deny access to Box
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7.2 Activating User Backups

The screen will be refreshed and you will see a list of all BOX backuip (sksatsings
Box users in your organization. You can activate backups | rromee e
for all users by clicking on “Activate All” or you can

activate backups for individual users by clicking on the
Action button to the right of the individual users. S —

Once you have activated the user backups the status will change to Scheduled. From this
screen you can also “Delete” a backup, or “Backup Now” for taking an immediate backup
rather than waiting for the nightly batch processing.

7.3 Selecting Your Backup Preferences

You have the flexibility to
. Select your backup preferences
automatically detect and P ——
backup new aCCOlJntS, as We” Archive location Backup hour (UTC) Backup frequency
as select your archive location, v

backup hour and backup
frequency. Once you have finished selecting your preferences, make sure and click “Save” at
the bottom of the screen.

Auto Detect and Activate new Accounts

Click this box to automatically activate backups for new users added to the system. If you
don’t select this option, you will need to manually activate backups for new users as they
are added.

Archive Location (Display only)
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency

Backup frequency is set to daily by default, but you can change this to every 3 days or
weekly from the drop down menu.
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7.4 Indexing Your Archived Data

Granular search and restore requires indexing the backup data, but the indexed data is not
encrypted. By default the “Index the archived data” will be checked and your archives will
be indexed for use in the granular search and restore function. Uncheck the “Index the
archived data” box if you do not want indexing to occur. This will disable the granular search
and restore function but you can still browse backups via date.

7.5 Box Backup Management

From the Backups page you can edit backup settings for your Box domain, perform a
“backup now” on your entire domain, pause your domain backups or delete the entire
domain backup using the buttons to the right of your backup task.

'l o BOX | Next backup in 13 hours N~ § Il

cloudallydemouser@gmail.com Last backup: details, (0 MB)

These buttons perform the following functions:

Edit: Click on this button to add or delete users, take instant user backups, and
change backup settings including backup time, frequency and index options. See
below for additional information on Edit functions.

¥ Backup Now: Click here to schedule an immediate backup of your Box account.

Il | Pause: Click here to pause all of your Box backups.

X | Delete: Click here to permanently delete this Box backup and all associated backups.

The Edit function takes you to the Box Backup Tasks Setting page where you can change
Admin password, backup times, add / delete user backups and modify Indexing options.
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Manage Existing User Backups

From this page you can manage existing backups or activate backups for new users.

From the list bellow, activate your preferred BOX Account for backup
ACCOUNT STATUS LAST BACKUP SIZE ACTION
X
cloudallydemouser@gmail.com Active 7 minutes ago 1.11 MB X 1 7
cloudallydemouser@cloudally.com Scheduled never 0 Bytes X ¥
mpmoceri@yahoo.com Scheduled never / X ¥

To manage existing user backups, use the icons to the right as follows:

w | Delete: Click here to permanently delete this user backup.

Il | Pause: Click here to pause the user backup.

5 Backup Now: Click here to schedule an immediate backup of the user account.

Changing Processing Options

Select your backup preferences

. ] Automatically detect and activate new Account
From thIS page you Can also Change your baCkup Archive location Backup hour (UTC) Backup frequency
times, backup frequency and Archive Index settings. Us ast orthern Vg 200 ] [

Index the archived data

¥| Index all archived data
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7.6 Searching, Restoring and Downloading Box Backup Data

From the Restore & Download page, click on the Restore & Download

Active Backup Accounts.

backup task you wish to access. o

La]’ Google Apps | 0 google domain
A infoecrepe-clogy k.

ACCOUNT FIRST BACKUP  LAST BACKUP ACTION Click the Action button (>) to the r|ght
% of the user ID that you want to access.
doudallydemeuser@gmail.com 12 minutesago 12 minutes ago >
dloudallydemouser@cloudally.com never never >
mpmaceri@yahoo.com never never >
View 1 -3 of 3 Page[ 1 of 1

You can now select how you want to search your

Please select your preferred choice for restore

backups, by date or for specific items. ) via sapahot
Data changed from
Today -

Via Item Search ~

Access Via Snapshot

The date range includes all archives by default but you can %) via snapshot ~
limit the date range by clicking on the “From” and “To” lines | patachanged from
to select specific search dates from pop-up calendars. Then Beginning of times .

o H
press “Continue. To (R—

Su Me Tu We Th Fr Sa

Today

1 2
3 4| 5 6 7 : 8
Yia Item Search ~ 10, 11 12) 13| 14| 15| 16

17 18 19 20| 24| 22| 23
24 25 26 27 28 29 W0
k)
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You will now see all archives
matching the date range you
selected. You can drill down
further in a specific archive by
clicking on the action button

From the archive list below select the relevant items, then click on "restore" to perform a non-destructive
restore directly to the online service, or "download" to create a zip extract of the data.

DATE TIME ITEM ACTION
August 15, 2015 19:03:31 BOX Q
View 1 -1of 1

to the right of the backup, or you can download the entire backup by clicking on the box to

the left of the backup(s) and then clicking either “Restore” or “Download” at the bottom of

the screen.

To drill down further, click on
the action button to the right
of the archive and you will
now see the files contained
within the backup. You can

From the archive list below select the relevant items, then click on "restore" to perform a non-destructive
restore directly to the online service, or "download" to create a zip extract of the data.

@ TYPE NAME DATE TIME
B Company Shared Folder >
@  cloudally office 365 backup.pdf & August 15, 2015 19:03:31

continue to drill down to the item level by clicking on the line item. You can restore or
export from any level by clicking on the box(s) to the left of the item then clicking either
“Restore” or “Download” at the bottom of the screen.

Access Via Item Search

®! Via Item Search ~

Click on the service (Email, Contacts, Etc.) ® M Emai
you want to search. Enter the specific words @ Documents
that you want to search for in the “Search” f‘ _J::“
field, and then click “Continue.” @ Calendars

| v

*rass v for advanced search

You can also use our advanced search parameters by clicking on the dropdown arrow in the

right side of the search bar.

® Vialtem Search ~

Author

Item name

Date from

Beginning of times

Date to

Today

You can use these fields to limit
the search by Author, Item Name
and date range.

46



You will now see individual items that meet your search Res}:pre or download Documents from cloudallydemouser@gmail.com
archive

criteria. Click the box to the left of the item(s) and then click | ... oo seseon o er oo etomson e
directly to the online service, or "download" to create a zip extract of the data.

either “Restore” or “Download.” - x 5@

» nAME ownen LAST MODIFIED

May 22,2015

May 22,2015

ReStoring Box BaCkup Data Please confirm the restore request
Once you've selected the items, click on “Restore” at the bottom of i Ao
the page. You will see a pop-up confirmation menu that also allows Theresorewl L

. . . goto:
you to specify a different User ID if you want to restore the data to #ou can restore the data toa

different account

another user account. Click “OK” to continue.

A confirmation Email will be sent to you upon
completion.

Note: For shared documents, all collaborators will be assigned to the
restored document.

Y illb
ou will be Restore & download status
returned to the top

level Restore and

TYPE SOURCE DATE STATUS ACTION
Download screen
. Restore BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process ®
Where you WI“ see Download BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process 3 | ®

the scheduled
restores in pending status.

x @ Click on the information icon for a pop-up window

Restore BOX account
(cloudallydemouser@gmail.com) details

containing the details of the restore request. You will

Task type: Restore
BOX account H H 1Fi 1 H

Source: . receive an email notification when the restore is
(cloudallydemouser@gmail.com)

Destination: BoXaccolnt I

- : (cloudallydemouser@gmail.com) Comp ete'

Restore object: BOX

e August 15, 2015 19:36:20 UTC

initiated:

Status: In Process

Note: The restore is non-destructive and will not overwrite your existing data. Restored data
will have a label containing “Restored” and date/time stamp of the archive.
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Downloading Box Data

Once you've selected the item(s), click on “Download” at the Please confirm the download request %

bottom of the page. You will see a pop-up confirmation menu. You are about to download items from the archive
. R of cloudallydemouser@gmail.com
Click “OK” to continue.

A notification Email with a download link will be sent
to you upon completion.

Cancel

You will be returned to the top level Restore and Download screen where you will see the
scheduled downloads in pending status.

Restore & download status

TYPE SOURCE DATE STATUS ACTION
Restore BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process ®
Download BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process L2 | ®

Click on Information Icon to the right of the Download for a

Download BOX account x
pop-up window containing the details of the download (cloudallydemouser@gmall.com) details

Task type: Download
requeSt' BOX account

Source: .

(cloudallydemouser@gmail.com)

Download object: BOX

Downjoad date August 15, 2015 19:35:12 UTC

initiated:

Status: In Process

You will receive an email notification containing a download link for your zip extract when
the export is complete. You can click on the link in the email to download the zip file or you
can return to the Restore and Download screen at any time and in the Restore & Download
Status section you can click on the download icon to the right of the completed restore.

SOURCE STATUS
Restore BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process ®
Download BOX (cloudallydemouser@gmail.com) August 15, 2015 In Process ] ®
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8 Salesforce Backup and Restore

8.1 Activating a Salesforce Backup ey e
From the Backups screen click on “Activate a new 2 -
backup”, and then click on the Salesforce line. This will Q e

take you to the Salesforce Backup Task Settings.

Enter your Salesforce Admin credentials, and
sell i et ‘ click “Start.” The screen will be refreshed and

- == you will then be able to select your backup
preferences.

Paas is the future of app dev. Discover the top reasons why.

Get the e-book
iatform

8.2 Selecting Your Backup Preferences
You have the flexibility to backup your Production or Sandbox Salesforce instance, and a
number of other backup preferences.

Production or Sandbox Backup Salesforce backup task settings
Select either your Production or Sandbox

Salesforce data for backup. If you want to
backup both, you can activate another

Select your backup preferences

Friendly Name Throughput

Salesforce backup by repeating Step 6.1.

Archive location Backup hour (UTC) Backup frequency

Account Name
This is for display purposes only and prefilled with the Admin User ID responsible for the
Salesforce backup task authentication.
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Adding a “Friendly” Name

We recommend entering a Friendly Name to identify each unique Salesforce organization
that you backup. For example, “Accounting Department — Sandbox”, “Live Sales
Organization”, etc. This name will be displayed on screens and reports, and will make it
easier for you to manage your backups.

Selecting your Throughput
By default, the system will use no more than 75% (.75) of your Salesforce daily API limit. You
can increase or decrease that limit as needed.

Selecting your Backup Location
This is the AWS datacenter location you originally selected when signing up for your
account.

Selecting your Backup Hour
By default, backups run at approximately 02:00 UTC. You can change the backup time by
selecting a new UTC time from the drop down menu.

Selecting your Backup Frequency
Backup frequency is set to daily by default, but you can change this to weekly or monthly
from the drop down menu.

8.3 Changing Your Backup Preferences

From the Backups page click on the “Edit” function:

Py Salesforc Next backu 11 hours P
esforce pi ou ‘ ot 1l
murray@doudally.cor Last backup: never, (0 MB)

Salesforce backup task settings

This will bring you to the Backup Task Settings where
you can change your auto detect setting, backup
hour or backup frequency.
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8.4 Downloading Salesforce Archive Data

From the Restore & Download page, click on “Restore &
Download” to the right of your Salesforce Backup. G
[ e
—
W ks
= bl
% Via snapshot Salesforce archives can be quickly searched by date.
Data changed from The date range includes all archives by default, but
Beginning of times v you can limit the date range by clicking on the
To [0 wyms o “From” and “To” lines to select specific search dates
Today e Fr1 5: from pop-up calendars. Then press “Continue.

3| & s s 7| 8| @
ia Item Search ~ 10, 11 12| 13 14| 15| 16
17| 48| 48| 20 M| 22| 23

Note: Keyword search for Salesforce will be activated
24 25 26| 27 28| 29 30 i
S in a future release

Selecting the Archive to Download
Scroll through the search results and select the Salesforce Archive to download by clicking
on the box to the left of it.

From the archive list below select the relevant items, then click on "restore" to perform a non-destructive restore
directly to the online service, or "download" to create a zip extract of the data.

DATE TIME ITEM ACTION
August 15,2015 14:01:26 Salesforce Q
August 14, 2015 14:03:51 Salesforce Q
August 13, 2015 14:03:27 Salesforce Q

Downloading Salesforce Archive Data
Please confirm the download request x

Once you've selected the items, click on “Download” at the bottom

You are about to download items from the archive

of the page. You will see a pop-up confirmation menu. Click “OK” to of chameleon.holdings@gmail.com

Continue. A notification Email with a download link will be sent
to you upen completion.

Cancel
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You will receive an email notification containing a download link for your zip extract when
the export is complete. You can click on the link in the email to download the zip file or you
can return to the Restore and Download screen at any time and in the Restore & Download
Status section you can click on the download icon to the right of the completed restore.

Restore & download status

TYPE SOURCE DATE STATUS ACTION

Download Salesforce (chameleon.holdings@gmail.cor August 11, 2015 In Process | ®

8.5 Restoring Salesforce Data

Archive data can be restored directly to Salesforce by first downloading the archived data as
described in section 6.4 above. The zip download file is in CSV format and compatible with
the Salesforce unified Data Import Wizard. More information on the Wizard can be found
here:

https://help.salesforce.com/articleView?id=import with data import wizard.htm&type=0
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9 Deleting A Backup

You can delete individual user backups or delete an entire backup service such as Office 365,
G Suite, etc.

9.1 To Delete an Entire Backup Service

From the Backups page, click on the “Delete” icon (X) to the right of the backup service you
wish to delete.

o Google Apps Next backup in less than 1 h a
L“ 4 PPSs | pin eés an 1 hour % ¥ i |Z|
A Last backup: details, (3.64 MB)

cloudrein.com

You will receive a pop-up screen and you will need to press
“OK” to confirm the delete. You will receive a confirmation Confirm Delete

message that the backup has been deleted. Your backup data will be lost forever.
Are you sure you want to delete?

Cancel

9.2 To Delete an Individual User Backup

From the Backups page, click on the edit icon to the right of the appropriate backup service.
This will take you to the Backup Task Settings page.

pen Google Apps Next backup in less than 1 h =
L“ }4 pps | up in eés an 1 hour yonox
A ! Last backup: details, (3.64 MB)

cloudrein.com

From the list bellow, activate your preferred Google Apps Google domain for backup

Click on “Delete” icon to the right of the user
backup you wish to delete.

You will receive a pop-up screen and you will need to press “OK” to
confirm the delete. You will receive a confirmation message that Your backup data will be lost forever.
the baCkUp haS been deletEd. Are you sure you want to delete?

Confirm Delete

Cancel
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10 Subscribing Your Account

Once you have completed your trial and are ready to subscribe, you can click on the

“subscribe” button at the

top of any page. 12 days left for your free trial, review your billing details and

) This will take you to the billing
12 days left for your free trial. .
ok o Mo o 8 oy bt s e e o Aot screen where you can review your
o billing information and then select
Monthly or Annual billing options.

Monthly Subscription: Our billing is Payment Details
handled by a PClI compliant payment
processor. To finalize your subscription,
enter your card details and general billing
information and then click “Subscribe”.

Card details

The initial payment will be charged at the
end of your 2-week trial period. o1 2017

A payment receipt will be emailed to you YIEJ/, DSs
after each monthly charge is taken. Povered by Zice

Billing details

United States dollar (USD)

United States

Annual Subscription: You will receive a confirmation message that your request has been
submitted. You will then receive an email from support asking that you confirm your annual
subscription request. Once confirmed we will email an invoice to you payable in 30 days by
credit card, PayPal or bank transfer.
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11 Managing your Settings

From the Settings section you can manage your account options, password and two-factor
authentication.

11.1 Changing your Account Settings

Click on “Account” under the Settings section in the

left-hand column to change your Email ID, Display E:T}@dm -
Name or Daily Report Option, as well as managing
multiple Admin Open IDs or to cancel your Display Name
subscription. Murray

Partner ID
Email: This is the Email ID used for all o,

communication from us including the daily backup

Archive Location

summary, restore and download notifications and

US East (Northern Virginia)

subscription notifications.

E-mail daily report

Display Name: This is the display name used on the

website and email notifications sent to you.

Email Daily Report: Check this box if you want to receive a daily email notification containing
an attachment with a summary of your daily backup status.
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11.2 Adding Admins / Users to an Account

From the Account settings page you can also add/remove users from your account using any
Email ID, as well as Microsoft Azure, Google+, or Facebook OpenlD.

To add another user Click on “+Add”.

From the pop-up screen select the type of user
Add Open ID ID. For OpenlID you only need to enter the email
Type ID of the person you want to add. For non-

Email OpenlD, enter the Email ID and a temporary
- password. The user can change the password
when they login to the account. Then click

“Save”.

Password

Cancel

Refresh the screen and then click on the edit icon to the right of the newly -

added user. You can then assign permissions by first selecting the services J—
they can access; Offce 365 Exchange

Then click on the Operations tab to select the functions that the user can
perform for those services.

You can repeat the process to add additional users, or you can click on the
delete icon to the right of a user to remove them from the account.
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11.3 Cancelling Your Subscription

From the bottom of the Account Settings page, click the box to approve the removal of your
account, and then click on “Unsubscribe.”

You will receive a pop-up message to confirm your request. Click “Yes” to complete the
process.
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11.4 Changing your Password

Changing Your Password

Click on “Password” under the Settings section in the left-hand column.

You can change your existing password

by entering your current password, new
password, reconfirm the password, and
click “Submit.”

Current Password

New Password

Confirm new Password

Changing Passwords on Individual Backup Tasks

If you change the password on your cloud service such as Google, Microsoft Office, etc., you
will need to change the password on your backup account as well. From the Backup screen,
click on “Edit” to the right of the service that you want to change.

2 Office 365
o9 admin@cloudally.onmicrosoft.com

Next backup In 15 hours
Last backup: details, (0 MB)

‘

Now type in your new password in the
“Password” field and click “Save.” You
will receive a message confirming the
change.

Office 365 admin Mail address

admin@coudallyl.onmicrosoft.com

Office 365 admin Mail password
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11.5 Setting up 2-Factor Authentication

Click on “Two-Factor Authentication” under the Settings section in

the left-hand column.

2. Open Google Authenticator and add your
CloudAlly account by scanning the QR code to
the right.

If you can't user a QR code then enter this
text code: UL6NZY]663SZQA6E

You will then be prompted to enter the 6-digit code generated by
the authentication app. Click “Enable” to complete the process.

Two-Factor Authentication You will need to download an authentication
app such as Google Authenticator App for
1. Download the Google Authenticator app.

o A0S A AR _ your smartphone. Open the App and scan the
= QR code or enter the code displayed on the
screen, and then click “Next”.

Two-Factor Authentication

Enter the 6-digit code that the application
generates

From now on, every time you sign in to your account you will enter your name and
password credentials, click “Sign In” and then enter the 6-digit code from your

authentication app in the screen below.

Enter Two-Factor Authentication code

* Open the Two-Factor Authentication app on your device to view your authentication ¢

de
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12 Managing your Billing Information

Login and click “Payments” under the Billing section in the left-
hand column. This will take you to the Billing Details screen.

Billing Details

Next payment forecast for August 27, 2015 Th e BI I I In g Deta | | S screen
SERVICE QUANTITY PRICE TOTAL provides detailed bi”ing
I Google Apps (cloudrein.com) 9 accounts $3.00 $27.00 . .
R G information for each backup
&  salesforce (chameleon.holdings@gmail.com) 3 seats $3.00 $9.00 a Ctivated i n O r a CCO nt
B Google Account (mpmoceri@gmail.com) 1 account $3.00 $3.00 y u u
. SsharePoint Online (admin@cloudally1.onmicrosoft.com) 347.4MB $2.00 $2.00 a n d tota I a m e nt
& SharePoint Online (admin@cloudally1.onmicrosoft.com) 25.2KB $2.00 $2.00 p y
f SharePoint Online (admin@cloudally1.onmicrosoft.com) 0.0GB $2.00 $0.00 fo reca Ste d fo r t h en ext
b Box (cloudallydemouser@gmail.com) 1.1 MB $2.00 $2.00

Toul $67.00 billing cycle.

Updating Payment Information

From the Billing Details screen

click on “Edit Payment Details.” Payment Details

Updating Credit Card Info Carde

Add new payment method

Select the card you want to | VIS XXX xo0Ba00 082019 |
update from the dropdown. .

Update the name / address

information and click “Update Billing details
bl”lng details”. United States dollar (USD)
M Murray Mocer

mpmoceri@gmail.com

Crepe-ology 1705 Drock Street
Apt 557
United States Tacoma SBADZ

253-472-5500
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Adding a New Credit Card

Select “Add new payment method” from the

dropdown, enter the card and billing details, and then

click “Add card”.
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Payment Details

Cards

Add new payment method

Card details

Billing details

United States dollar (USD)

Mr Murray
mpmoceri@gmail_corm

Crepe-alogy

Apt 557

United States Tacorma

253-472-5500

2017
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